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COJ means Rea Vaya and Metrobus
	Term 
	Also 
Known As 
(AKA) 
	Industry Stakeholder Definition 

	3-D Secure / 3-D 
Secure 2.0 (3DS) 
	 
	Three-Domain Secure (3DS) is a messaging protocol to enable consumers to authenticate themselves with their card issuer when making card-not present (CNP) e-commerce purchases. For information on 3DS and 3DS 2.0, please see the Near-Term Solutions to Address the Growing Threat of Card Not-Present Fraud white paper. 

	Bar Code 
	 
	An optical machine-readable representation of data about the object to which the bar code is attached. Originally, bar codes represented data by varying the widths and spaces between parallel lines, referred to as linear or one-dimensional (1D) bar codes. They evolved to use rectangles, dots, hexagons, and other geometric patterns in two dimensions (2D). Mobile payments can use QR codes or other 2D bar codes.



	Term 
	Also 
Known As 
(AKA) 
	Industry Stakeholder Definition 

	Biometric Recognition 
	 
	Automated methods of identifying or verifying the identity of a person based on unique biological (anatomical or physiological) or behavioral characteristics. 

	Bluetooth 
	 
	Bluetooth is a wireless technology standard for exchanging data over short distances (10-100m, using short-wavelength UHF radio waves in the ISM band from 2.4 to 2.485 GHz) from fixed and mobile devices. Bluetooth is managed by the Bluetooth Special Interest Group http://www.bluetooth.com.

	Bluetooth Low Energy (BLE) 
	 
	Bluetooth low energy (BLE) is a wireless computer network technology designed and marketed as Bluetooth Smart by the not-for-profit non-stock corporation Bluetooth Special Interest Group (SIG). BLE is a subset of the Bluetooth 4.0 specification. BLE was designed to require less power and incur lower cost than Bluetooth, while providing a similar or larger communication range.

	Business 
Application 
Identifier (BAI) 
	 
	Two-character code that identifies the intended use of a push payment. It determines the data carried in the message, the limits and economics that may apply to the transaction, and may be used by the sending and/or receiving issuer to make an authorization decision.

	Card Not Present (CNP) 
	 
	Payment card transaction where the cardholder does not present the card for merchant examination at the time of purchase, such as a mail-order transaction or a purchase made over the telephone or Internet (using the U.S. Payment Forum CNP white paper definition).  
*Mobile-based payments create complexities relative to card-present and card-not-present payments.

	Card On File 
	 
	Payment credentials provided by the cardholder to a merchant with the authorization to use the stored “card on file” credentials for payment (for individual or recurring payments).   

	Cardholder 
Initiated 
Transaction 
	 
	Any transaction where the cardholder is present and provides their payment credential. This can be through a terminal in store or online through a checkout experience. A cardholder-initiated transaction contains verification that the cardholder was involved in the transaction.5 

	Closed Loop 
Mobile Payment 
	 
	A mobile payment system that is specific to single merchant organization or small group of merchants.  

	Cloud 
	 
	A reference to using cloud computing to access services and applications.  Cloud computing is a model for enabling ubiquitous, convenient, on-demand network access to a shared pool of configurable computing resources (e.g., networks, servers, storage, applications, and services) that can be rapidly provisioned and released with minimal management effort or service provider interaction. 



	Term 
	Also 
Known As 
(AKA) 
	Industry Stakeholder Definition 

	Consumer Device 
Cardholder 
Verification 
Method (CDCVM) 
	On-Device Cardholder 
Verification Method (ODCVM) 
	A method that uses a mobile payment device (e.g., phone, wearable, card) to authenticate cardholder identity in a mobile payments transaction (e.g., PIN or biometrics). 

	Contactless Chip Card 
	 
	A chip card that communicates with a reader through a radio frequency interface. Communication is defined by ISO 14443.

	Contactless EMV Payment 
	 
	An EMV chip payment transaction that uses the contactless interface of a chip card and communicates with an EMV chip-enabled reader using radio frequency and results in an EMV cryptogram. 

	Contactless Payments 
	 
	Payment transactions that require no physical contact between the consumer payment device and the physical terminal. In a contactless payment transaction, the consumer holds the contactless card, device, or mobile phone in close proximity (less than 2-4 inches) to the terminal and the payment account information is communicated wirelessly (via radio frequency [RF]) or NFC.

	Contactless POS Terminal/Reader 
	 
	A terminal/reader with contactless functionality, enabling it to accept contactless payments, including payments from contactless magnetic stripe mode and contactless EMV enabled devices (e.g., chip cards and mobile NFC devices that are provisioned with payment applications and credentials).

	Data Encryption Standard (DES) 
	 
	A cryptographic algorithm adopted by the National Bureau of Standards for data security. Encryption scrambles personal identification numbers (PINs) and transaction data for safe transmission.

	Digital Wallet 
	eWallet 
	A software representation of a physical wallet. For example, putting debit and credit cards into an application that holds payment credentials through which someone can pay, using the digital version of the debit or credit cards in that person’s physical wallet, linking to the same account, to pay.

	Dual-Interface Card 
	 
	A chip card that allows the chip to be accessed by both the contact plate on the card and the antenna embedded in the card.

	Dual-Interface POS Terminal 
	 
	A terminal with both EMV contact and contactless functionality. If enabled, payment transactions can use either interface. 
Notes: “Hybrid” terminals accept contact and magnetic stripe only. It does not include contactless.

		Dynamic 	 	 
Card Verificati on Value/Co de  
 
	dCVV, dCVC, dCVx 
	Dynamic CVV/CVC, allows the issuer to secure contactless MSD mode transactions by allowing the contactless card to generate a dCVC/dCVV using a diversified key and then include the dynamic card verification value/code in the discretionary data field of the track data which will allow the issuer to verify the secure contactless MSD mode transaction. The different payment networks’ contactless specifications use different dynamic data to secure the contactless MSD mode transaction.

	Embedded 
Secure Elements 
	 
	An embedded, fixed and therefore non-removable separate secure chip in the mobile phone. 




	Term 
	Also 
Known As 
(AKA) 
	Industry Stakeholder Definition 

	Enrolment 
	 
	The process of registering an account (e.g., payment or loyalty accounts) into a mobile or e-wallet.

	Facial 
Recognition 
	 
	Biometric method that requires a device to view an image or video of a person's face and compare it to an image or video in a reference database. The comparison examines the facial structure, shape, and proportions; the distance between the eyes, nose, mouth, and jaw; the upper outlines of the eye sockets; the sides of the mouth; the location of the nose and eyes; and the area surrounding the cheek bones. Could be used for cardholder verification.

	Fingerprint Recognition 
	 
	Biometric recognition based on unique characteristics gleaned from impressions of the ridge valley patterns (e.g., ridge flow, ridge spacing, ridge endings, ridge bifurcations) present on human fingers. Could be used for cardholder verification.

	Geofence 
	 
	A geographic zone that is defined for tracking purposes. When a tracking device in a vehicle or a person with a smartphone tracking app enters or leaves a geofence, the device sends a signal via e-mail or texting to a recipient. Geofences can be permanently assigned or temporary.

	Geolocation 
	 
	The physical location of an object in the world, which may be described by degrees of longitude and latitude or by a more identifiable place such as city or residence. Being able to identify the location of a user via the geolocation methods in a smartphone (e.g., GPS, cellular) has enabled entirely new applications and businesses.

	GPRS or (General 
Packet Radio 
Service) 
	 
	The first high-speed digital data service provided by cellular carriers that used the GSM technology. GPRS added a packet-switched channel to GSM, which uses dedicated, circuit-switched channels for voice conversations.

	GSM 
	 
	A European Telecommunications Standards Institute (ETSI) standard for digital cellular phones that use integrated cards for identification and security.

	GSMA 
	 
	GSM Association: Association of about 700 mobile network operators (MNOs) in 218 countries around the world.

	Host Card 
Emulation (HCE) 
	 
	HCE is mechanism for an application running on the “host” processor (the mobile device’s main processor–where most consumer applications run) to perform NFC card emulation transactions with an external reader. Examples of HCE implementations include the Android operating system (Android KitKat 4.4 and higher) and the BlackBerry operating system. 

	In-App Payment 
	 
	In-app refers to making a mobile purchase from within a mobile app. There is a distinction between paying with NFC mobile wallets and paying directly through the merchant-specific native mobile app with credit, debit or prepaid card number, typically stored in a digital wallet.

	Interaction 
Method for Proximity 
Payments 
	 
	The technology used to communicate wirelessly between a payment device and a POS terminal. Technologies used include: NFC; ISO/IEC 14443 (for cards); QR code or bar code; BLE.



	Term 
	Also 
Known As 
(AKA) 
	Industry Stakeholder Definition 

	ISO/IEC 14443 
	 
	ISO/IEC standard “Identification Cards - Contactless Integrated Circuit(s) Cards - Proximity Cards.” The international standard for contactless chips and chip cards that operate (i.e., can be read from or written to) at a distance of less than 10 centimeters (4 inches). This standard operates at 13.56 MHz.

	ISO 18004 
	 
	ISO/IEC 18004. Information technology—automatic identification and data capture techniques—QR code bar code symbology specification.

	ISO 18092 
	 
	ISO/IEC 18092:2013 defines communication modes for near field communication interface and protocol (NFCIP-1) using inductive coupled devices operating at the center frequency of 13,56 MHz for interconnection of computer peripherals. It also defines both the active and the passive communication modes of NFCIP-1 to realize a communication network using NFC devices for networked products and also for consumer equipment. ISO/IEC 18092:2013 specifies, in particular, modulation schemes, codings, transfer speeds, and frame format of the RF interface, as well as initialization schemes and conditions required for data collision control during 
initialization. Furthermore, ISO/IEC 18092:2013 defines a transport protocol including protocol activation and data exchange methods.

	Limited Use 
Payment 
Credential (LUPC) 
	Limited 
Use Token 
	Payment credential that is provisioned to a mobile device that is single use or only usable for a specific purpose or time. 

	Loyalty Front End Processor (LFEP) 
	Loyalty 
Host, 
Mobile 
Financial 
Service 
Provider 
	This entity is a host that facilitates the authorization of loyalty rewards, including rewards issued or redeemed using a mobile device. The LFEP entity is sometimes referred to as the loyalty host. There may be multiple LFEPs involved in processing a single transaction.  
Note: ISO 12812 would treat an LFEP that issues a loyalty app that affects a final transaction amount as a mobile financial service provider (MFSP).

	Magnetic Secure 
Transmission 
(MST) 
	 
	A proprietary technology implemented in certain mobile phones that uses RF to communicate payment account information with a magnetic-stripe reader of a POS terminal.

	Magnetic Stripe 
Data (MSD) 
Transaction 
	 
	A contactless payment transaction that transfers data that is formatted as the magnetic stripe of a credit or debit card. 

	Merchant 
Initiated 
Transaction 
	 
	An authorization request that relates to a previous cardholder-initiated transaction but is conducted without the cardholder present, and without any cardholder validation performed.

	Mobile Check-In 
	 
	The process whereby people use their mobile device to indicate and/or register their arrival at a place or event.

	Mobile Coupons 
	 
	An electronic offer entitling the holder to a discount, free gift or some other form of marketing promotion to encourage commerce with the issuer of the offer.  
*May be independent or combined with a mobile wallet.  

	Mobile Loyalty 
	 
	A mobile implementation of a loyalty program.  





	Term 
	Also 
Known As 
(AKA) 
	Industry Stakeholder Definition 

	Mobile 
Marketing 
	 
	As defined by the Mobile Marketing Association, a set of practices that enables organizations to communicate and engage with their audience in an interactive and relevant manner through any mobile device.

	Mobile Network Operator 
	 
	Provider of wireless communications services that owns or controls all of the elements necessary to sell and deliver services to a user, including radio spectrum allocation, wireless network infrastructure, back haul 
infrastructure, billing, customer care, provisioning computer systems, and marketing and repair organizations. 

	Mobile Offers 
 
	 
	Similar to a mobile coupon, a mobile offer is intended to communicate awareness of a product or service to the receiver and ultimately would drive engagement with the issuer in terms of product or service purchase.

	Mobile Payment 
Application 
(MPA) 
	 
	This entity is a software application installed to a mobile device which enables mobile payment transactions. The application may locally store payment card data and non-payment card data (e.g., loyalty, purchase history) required to complete the transaction. The payment card data may also be stored in a token vault or by a token/trusted service provider.  In addition, the mobile payment application will be responsible for geolocation functionality.

	Mobile Payment Provider 
	 
	Entities providing a means of acceptance to the merchant for mobile payment services.  

	Mobile Payment 
Provider 
Application 
(MPPA) 
	MPS 
(Mobile 
Payment 
Server) 
	A cloud-based application provided by the mobile payment processor (MPP) responsible for interfacing between the token vault or token/trusted service provider, the MPA, the site system and the payment front end processor (PFEP) in order to authorize transactions.

	Mobile Payment Device 
	 
	This term can be both broadly and specifically defined. The broad use could be a device that supports payment, including wearables, both with passive power or battery powered sources. Specifically, most common examples include smartphones and tablets.

	Mobile Point-ofSale (mPOS) 
	 
	Mobile point-of-sale (mPOS) acceptance solutions allow merchants to use mobile devices as point-of-sale terminals to facilitate payment transactions. 
mPOS acceptance solutions typically make use of a “mPOS card reader accessory” that can either be plugged into the audio jack or USB port or connected via Bluetooth to read magnetic stripe, contact chip or contactless payment cards. “Mobile devices” refer to consumer oriented, multi-purpose mobile computing platforms, including feature phones, smartphones, tablets, and PDAs.

	Mobile proximity payments 
	 
	Mobile payment transaction in which a consumer uses a phone to pay for goods or services at a physical POS. Payment credentials are transmitted from the mobile device to the physical POS.  



	Term 
	Also 
Known As 
(AKA) 
	Industry Stakeholder Definition 

	Mobile Remote Payments 
	 
	Mobile payment transactions in which consumers use a mobile device to make purchases without interacting with a physical POS. The payment credentials are not obtained by the POS off the mobile device.  

	Mobile Wallet  
	 
	The mobile version of a digital wallet, provisioned and accessed on a mobile device.

	Near Field 
Communication 
(NFC) 
	 
	NFC is a set of standards that enables proximity-based communication between consumer electronic devices such as mobile phones, tablets, personal computers or wearable devices. An NFC-enabled mobile device can communicate with a POS system that currently accepts contactless payment cards.

	NFC-Enabled Mobile Device 
	 
	A smartphone, tablet or wearable that supports NFC.

	One-Time 
Password (OTP) 
	 
	Passwords that are used once and then discarded. Each time the user authenticates to a system, a different password is used, after which that password is no longer valid. One-time passwords are often delivered to the user via one of the following methods: text or e-mail, display card, or RSA token.

	Open Loop 
Mobile Payment 
	 
	A mobile system that uses open loop payments. This is in contrast to a closed loop payment scheme.

	Optical Reader 
	 
	A camera on a mobile or a point of sale device that can recognize and extract information such as from a QR code, physical card, or bar code.

	Over the Air (OTA) 
	 
	The possibility to send and receive data to/from a device in distributed environment. In GSM networks, data connection or SMS could be used to do so.

	Pass Through Wallet 
	 
	A mobile wallet that provides all the information a normal checkout would require directly to the POS or app.

	Payment Account Reference (PAR) 
	 
	A non-financial reference assigned to each unique PAN and used to link a payment account represented by that PAN to its affiliated payment tokens.

	Payment Front 
End Processor 
(PFEP) 
	FEP, 
Acquirer, 
Acquiring 
Processor, 
Payment 
Host, 
Mobile 
Financial 
Service 
Provider  
	The application or institution that the merchant location uses for the processing of payments. This may be a third party provided application made available as a service or an in-house application provided by the MPP.
Note: ISO 12812 would treat a PFEP as a mobile financial service provider (MFSP). 

	Payment Service Provider (PSP) 
	 
	Non-bank service providers (e.g., providers of technology, software, network services, processing services, mobile wallets, equipment, security services, program managers). 



	Term 
	Also 
Known As 
(AKA) 
	Industry Stakeholder Definition 

	Point-of-Sale (POS) 
	 
	The device (hardware and software) that is used to process transactions on the merchant location.  While POS once referred specifically to the credit card terminal at the cash register, POS now includes mobile, wireless, and virtual terminals.

	Provisioning 
	 
	An initial set up process that handles authentication of a user account, the exchange of keys to unlock the NFC chip installed on a mobile device, the service activation and the secure download of mobile payment account information.

	Pull Payment 
	 
	A payment made after prior authorization by the payer; the payee sends the payment instruction to the payee’s account to draw on funds from the payer. 

	Push Payment 
	 
	A payment made when the payer sends the payment instruction to the payer’s account to transfer the payer’s funds to the payee.12 

	QR Code 
	 
	Quick response code. A type of 2-D (matrix) bar code that complies to ISO 18004:2006. 

	Radio-Frequency 
Identification       
(RFID) 
	 
	Technology that is used to transmit information about objects wirelessly, using radio waves. RFID technology is composed of 2 main pieces: the device that contains the data and the reader that captures such data.

	Secure Element (SE) 
	 
	The secure element resides in a microcontroller chip capable of performing cryptographic operations. It offers a dynamic environment to store data securely, process data securely and perform communication with external entities securely. If tampered with, it may self-destruct, but will not allow unauthorized access.

	SIM 
Subscriber 
Identity Module  
 
	SIM Card, 
Subscriber Identificat ion 
Module 
 
	The smart card that is included in GSM (Global System for Mobile Communications) mobile phones. SIMs are configured with information essential to authenticating a GSM mobile phone, thus allowing a phone to receive service whenever the phone is within coverage of a suitable network.

	Site System 
	 
	This term encompasses the site equipment and components (hardware and software) physically present at the merchant location. It may perform the function of local card processing business rules such as customer prompting, local velocity checking and receipt formatting and printing. Examples of site systems include point of sale (POS) and electronic payment server (EPS).

	Short Message Service (SMS) 
	 
	A system used to send text messages to and from mobile phones.

	Staged Wallet 
	 
	A mobile wallet that draws down the funds spent by their customers from a payment card or account that has been pre-linked to the consumer’s digital or mobile wallet. Example: PayPal.

	Store and Forward 
	Deferred Authorization 
	Refers to transactions when a merchant captures transaction information and transmits after transaction completion for subsequent processing.

	Term 
	Also 
Known As 
(AKA) 
	Industry Stakeholder Definition 

	Token 
	 
	Generic term for a placeholder or surrogate. In the context of payment card transactions, a token refers to a surrogate card number that is submitted in the payment stream in place of the real card number. 

	Token Requestor 
	 
	Entity that initiates requests that PANs be tokenized by submitting token requests to the token service provider.

	Token Service Provider (TSP) 
	 
	Entity within the payments ecosystem that provides registered token requestors with ‘surrogate’ PAN values, otherwise known as payment tokens by managing the operation and maintenance of the token vault, deployment of security measures and controls, and registration process of allowed token requestors. 

	Token Vault 
	 
	A secure Payment Card Industry (PCI) compliant server where issued tokens, and the PAN numbers they represent, are stored securely.

	Tokenization 
 
	 
	Process by which a placeholder or surrogate (payment token) is substituted for a primary account number. Typically, tokenization is a service offered by a payment network, acquirer, token service provider or third party service provider.

	Trusted 
Execution 
Environment 
(TEE) 
	 
	A TEE is an execution environment that runs alongside the smartphone operating system (the rich OS). A TEE provides security services and isolates access to its hardware and software security resources from the rich OS and associated applications.

	Trusted Service Manager (TSM) 
	 
	A neutral third party that provides a single integration point to mobile operators for financial institutions, transit authorities and retailers that want to provide a payment, ticketing or loyalty application to their customers with NFC-enabled phones. 

	USIM-Based Cards 
	 
	The equivalent of a SIM card in WCDMA/UMTS (3G) phones.

	Wallet Service Provider 
	 
	Companies that offer specific wallet solutions that use various communications technology for mobile payments.23 

	Wearable 
	 
	In the context of payment: relating to or noting a computer or advanced electronic device that is incorporated into an accessory or item of clothing worn on the body.  

	Wireless 
Application 
Protocol (WAP) 
	 
	A global application protocol that enables mobile phone users to access the Internet and other information services.




[bookmark: _Toc78998059]Scope of Specification
This specification addresses the AFC Systems to be supplied by the Contractor.
[bookmark: _Toc380942190][bookmark: _Toc393913666][bookmark: _Toc78998060]Overview
The AFC Systems to be supplied by the Contractor is inclusive of the following:
AFC Back-Office System;
AFC Issuance System;
AFC Station System;
AFC Ticket Office Machine (TOM);
AFC Commuter Website;
AFC SCADA System;
Integration with the Contractor’s Acquiring Bank; and Integration with the Employer’s systems as required by the Employer. Fully digital customer care solution
All software source code developed by the Contractor or for any software supplied by the Contractor in compiled format shall be placed in Escrow for the duration of the contract period or any subsequent software licensing term. This shall also include any firmware source code deployed to any hardware device forming part of the project.
[bookmark: _Toc380942191][bookmark: _Toc393913667][bookmark: _Toc78998061]Applicable Standards
List specifications that must be complied with service provider must comply 100% with Annexure O
[bookmark: _Toc380942192][bookmark: _Toc393913668][bookmark: _Toc78998062]Functional Requirements
The AFC Systems shall comply with the following functional specifications.
[bookmark: _Toc380942193][bookmark: _Toc393913669]General
1. Central User Authentication and User Authorisation configuration and management for the AFC Systems;
1. Manage a hotlist/blacklist of cards and distribution of the hotlist to all components of the AFC Systems as well as AFC Gates, AFC Validators, AFC Card Vending Machines;
1. The AFC System shall periodically (to be configurable) analyse card behaviour within the network and flag cards when they behave outside of expected boundaries (to be configurable);
1. No Visual Personalisation (commuter name and identification number, date of issuance, photograph, etc.) of Rea Vaya Cards; and
1. Configure, manage, update and automatically distribute changes and updates to the fare structure to all systems.
1. Graphical User Interfaces (GUIs) for operators and/or commuters needs to be designed with the Industry Best Practices as laid out by Messrs Jakob Nielsen and Robert L. Mack (see https://www.nngroup.com/books/usability-inspection-methods/ ).
1. All customer-facing equipment shall provide a coherent customer experience, with intuitive look and feel across validators, CVMs, and other equipment.
1. System equipment will provide customers with displays, graphics and signage, controls and mechanisms that are simple to use, easy to understand, and conveniently located. By following instructions given on and by the equipment, an inexperienced user shall be able to understand all transaction processes and results. All such user interfaces will be user-friendly; that is, safe, predictable, simple to use, and in accordance with other applicable human engineering principles
1. System equipment will accommodate the broad range of customers that use public transportation. The range of customers paying fares will include commuters, infrequent riders (including tourists), children, the elderly, customers with impaired vision, customers in wheelchairs, customers with limited communications skills, including the illiterate, and customers who are hearing impaired.
1. One Back office for  three operators with the ability to define and enable transfer between different operators and different business and fare rules between operators 
1. Back office centric solution
1. Support Tokenization
8. is used to replace a consumer card’s Primary Account Number (PAN) with an alternative value called a Token, in order to protect the consumers account information
8. A single PAN may be mapped to multiple tokens for different use cases
8.  Tokens may be merchant, channel or device specific and single or multi-use
8.  If compromised or stolen, tokens reduce the likelihood of subsequent fraud since they have no value outside a specific device, merchant or acceptance channel
1. The COJ will be able to designate different levels of authorisations to manage refunds  and issue travel passes and assist commuters online as though they are at the station
1. Support Account based ticketing 
1. AFC provider must provide a payment processor  for reconciliation and payment integration services 
1. EMV Open Loop 
12. Model 1: Single Tap - Pay as you go Model
1. Previously termed (Standard Retail Model); A pay-as-you-go model with a known fare, for singlemode operators (particularly bus and tram). This is based on an existing pay-as-you-go model that was developed for the retail environment.
1. In this model, the fare is known beforehand – it is either a flat fare, or inputted into the device by the driver or customer before the transaction takes place. 
1.  The customer only touches in with their card or device at the beginning of the journey (as the fare is already known). 
1. The fare is charged to the customer’s issuer and will then be viewable on the customer’s issuer statement 
1. The model offers transit operators an ‘entry level’ use of contactless cards as an alternative to cash payments
1.  This model does not require an account based back-office because fares is immediately set at usage
12. Model 2: Aggregated - Pay as You Go Model / MTT
2. A pay-as-you-go model where an aggregated fare is charged at the end of the day or a completed chargeable fare is charged, for single and multi-mode operators (including bus, tram, metro, train). 
2.  This is based on the existing pay-as-you-go model that was developed for Transport for London. The model supports unknown and variable fares on trains (using touch in and touch out).
2.  Flat or known fares are supported on buses (uses touch in only). 
2. The fare is calculated at the end of a defined period (e.g. day) or after a completed chargeable fare by processing all the taps and calculating the appropriate fare
2. Daily or weekly or monthly caps can be applied to this system. This means once passengers tap around the transport network, once the specific capping value is reached the system stops charging the passenger until a new capping period starts. 
2.  Via aggregation you reduce the cost per transaction. The final charge will generally appear on the customer’s issuer statement the day after.
2.  The system runs on an account-based ticketing office that calculates the different fares based on the secure token (here a cEMV based token) linked to the passenger. 
2.  Applicable: This model is suited to low to medium value multimode operators, including train, underground, bus & tram services (e.g. mass transit and commuter).
12. The CNP card-on-file (CoF) wallet uses previously stored payment credentials for transactions.  Card-onfile is the term used to refer to the authorized storage of a consumer’s payment credentials by a merchant or payment service provider (PSP) that allows the consumer to make repeated or automatic CNP payments without re-entering payment credentials each time.  The stored payment data can be used by a single merchant or by multiple merchants that have integrated the PSP wallet solution.  
For each option, the bidder shall provide a detailed description of how the system meets or will meet the requirements. If the system doesn’t meet the requirements, the bidder shall provide a clear roadmap if this will be supported or provide an alternative to the requirement. Bidder must comply with 100%
The requirements  listed below in many cases must apply to all systems being AGS = AFC Gate, OBS = AFC On-Board System, PVD = AFC Portable Verification Device) each For each requirement listed in below sections, the bidder should provide his compliance level using one the following options

The AFCS must comply User Management Compliance Matrix 
	[bookmark: _Hlk79529126]No
	Require
	Compliant 
	Not Compliant
	Partially
Compliant
	Remarks

	1
	The User Management module allows system admins and managers to manage users, groups, and roles in the system.
	
	
	
	

	2
	Ability to enable/disable users from the system using the admin tools.
	
	
	
	

	3
	Ability to add groups.
	
	
	
	

	4
	Ability to grant or revoke privileges for all levels of users from back office to front office users and be able to provide audit trails of any changes
	
	
	
	

	5
	Ability to define permission for different levels of access from back-office staff to front office staff and be able to provide audit trails of any changes 
	
	
	
	



[bookmark: _Toc380942194][bookmark: _Toc393913670]Fare Structure
1. As a minimum the following fare structures shall be supported:
i. “Pay as you go” fares using preauthorised debit loaded on Bank Issued EMV cards (see “Annexure A2: Fare Media Specification”)
1. Distance based (i.e. requiring tap-on and tap-off validation) and non-distance based (i.e. requiring tap-on only) fare calculation shall be supported (see Volume 2 Book 2 of 2 Section C3 for fare regime); and
2. The value of the fare will be deducted by AFC Validators based on the mathematic function and rules defined by the COJ from time to time.
ii. “Transit Product” fares will be back office based 
1. The AFC System shall support at least the following transit products:
i. Period passes (number of days, number of weeks, number of months, etc.) with a limited or unlimited number of journeys during the period. The origin and destination of period passes shall be any combination of stations and stops or any combination of zones;
ii. Passes for 7 days or more can be personalised, including a photograph of the commuter;
iii. Points based system where commuters can load points and points are deducted on usage;
iv. Employee Passes (issued to COJ employees and contractors for identification purposes, station access, etc.);
v. Temporary duty pass (issued to contractors, consultants, visitors as approved by COJ); and
vi. Test Passes (issued during maintenance to permit setup and testing of CVM, TOM, PCV, Validators, etc.).
vii. Fare capping by rewarding passengers with free rides after they meet the fare equivalent of a daily, weekly or monthly pass. 
iii. “Transit Product” fares shall support non-distance based, distance based, origin/destination with multiple via’s, zonal fare structures, maximum travel time or any combination of aforesaid
iv. The newly established SANRAL ABT will be launching a country wide “Transit Product” based on a stored value product. The Contractor will be responsible to integrate with this “Transit Product” which will have its own account hosting Operator ID and a Clearing House, and business rules. Please refer to Volume 2B  Part C3.4.3.7- Support the use of  SANRAL ABT ticketing framework
1. The AFC System must support the provision of concessions on “Pay as you go” fares and “Transit Product” fares as defined by the COJ. Concessions on “Transit Products” shall be implemented at time of usage and time of sale (Back office centric);
1. The AFC System fare structure must make provision for grace travel (for example: one free trip, allow exit from system if insufficient funds/product but flag card, etc.) as defined by the COJ from time to time and provide reconciliation information with regard to outstanding amounts.
1. Differential fares to be charged by location (station, stop or zone) must be supported for “Pay as you go” fares and “Transit Product” fares.
1. The COJ will prescribe/update the fare structure from time to time.
1. Each instance of a fare structure definition shall have an activation date (i.e. from when the instance applies) and an expiry date (i.e. till when the instance applies);
1. Multiple instances of a fare structure definition shall be available on AFC Validators for the purpose of fare structure transition. Fare structure definitions shall be able to be read remotely. The fare system must highlight fare structure definition “clashes” and not load the structures if the conflict.
1. All instances of active fare structure definitions shall be downloaded and/or uploaded to / from the AFC Validators via remote mechanisms; and
1. As COJ will change their fare policy during the contract period, the fare structure and associated fees will change from time to time and these changes are to be implemented by the Contractor at no additional cost to the COJ as part of the regular maintenance and parameter setting of the AFC System and AFC Validators during the contract period.
1. Allow for passengers to calculate their journey before traveling based on operator fare rules
1. Allow transfers between operators, but functionality must be able to switch on and off at the discretion of operators
1. Separate fare rules for different operators 
1. A GTFS and or map-based fare calculation engine for both Metrobus and Rea Vaya that will integrate into Google maps to allow passengers to calculate their fare before travelling.
Travel Duration
The Rea Vaya/COJ AFC system must have a Maximum Trip Time and a Maximum Transfer Time: Maximum Trip Time means that: the system starts counting down the allocated time which is the first time the AFC Card (EMV, Cipurse, QR Code) has been tagged (swiped) either on the Metro Bus or the Rea Vaya Bus. The time is calculated from the first time you tag into the AFC System and the last time you tag out of the system. Should you exceed this time, a penalty is applicable. 
Maximum Transfer Time is the maximum elapsed time allowed in the course of a single trip between: In the case of Metrobus / Rea vaya Bus Passengers: • Bus check-in and station check-in • Station check-out and Bus check-in In the case of Park and Ride Sites: • Station check-out and Park and Ride Site check-out. Non-Rea Vaya and Metrobus user fees will be applied if you take longer than 15 (for example may differ in production) minutes to tag out of the parking after tagging out of Rea Vaya or Metrobus.
Transfers between Rea Vaya and Metrobus must be supported however the ability to do so will be a based-on parameters that can be switched on or off based on which fare product passengers choose to use and at what time. 
[bookmark: _Toc380942195][bookmark: _Toc393913671]Authentication and Authorisation
1. All AFC Systems components requiring Ethernet or WiFi network communication shall support 802.1X authentication.
1. All AFC Systems components requiring cellular communications shall be able to be configured to use a dedicated Access Point Network (APN);
1. Primary Authentication to the AFC System should be that of Biometrics Access control;
1. Secondary Authentication for access to the AFC Systems shall require secure logon with a username and password as a minimum
i. Username: 4 characters as a minimum;
ii. Password: 6 characters as a minimum with at least one alphabetic, one numeric and one special character. Password compliance with the minimum requirements shall be enforced by the AFC Systems;
iii. The system should have its own authentication mechanism or database, however the system should be able to authenticate via Lightweight Directory Access Protocol (LDAP) such as Active Directory should there be a need;
iv. Block users who have not used the system in 21 days, with the ability to authenticate users using voice recognition or using biometric already stored on the system; 
v. The AFC Systems shall support authorisation for all functions to multiple single users and to multiple user groups;
vi. A minimum of three levels of access shall be available: administrator, user and view rights only; and
vii. User authentication and authorisation information shall be common to all components of the AFC Systems.
viii. With the ability to configure policies for different user access requirements and digital receipt  every time the user authenticates 
[bookmark: _Toc380942196][bookmark: _Toc393913672]Finance and revenue management
The AFC Systems shall provide the following functionality for finance and revenue management:
1. Fare structures development, setup, roll out and management;
1. Be able to model and test fare structures development, setup, roll out and management
1. Integration into COJ  Enterprise Resource Planning (ERP) system;
1. Integration into an Enterprise Message/Services Bus;
1. Send all transaction records of pre-authorised debit value loads to relevant Issuing Banks, in compliance with processes prescribed by the Issuing Bank, card associations and PASA;
1. Support the use of contactless EMV bank card for unattended point of sale for the following schemes Mastercard, Visa and Amex. in compliance with processes prescribed by the Issuing Bank, card associations and PASA;
1. Support the use of EMV products  and wallets for use in public transport 
1. Cash management, cash reporting, transit transaction accounting and reconciliation of all transactions to individual “Pay as you go” fares and individual “Transit Product” fares;
1. Reporting on sale and usage of single trip tickets (QR Code) to support financial reconciliation;
1. Reconciliation, determination of payments due and payments made to contracted third party services providers as defined by the COJ;
1. Financial accounting and reporting on a monthly and annual basis as prescribed by the COJ from time to time; and
1. Integration with COJ’s financial systems for reporting, reconciliation, data exchange, etc.
1. Design and Develop Business Intelligence tool 
1. Develop a reconciliation tool
43.  that will  match transactions between bank, POS and card machine
43. That will ensure all EMV Open Loop transactions are accounted for from source to COJ bank account  

[bookmark: _Toc380942197][bookmark: _Toc393913673]AFC Issuance system
1. The Contractor will provide the basic functionality of the AFC Issuance system for the COJ Rea Vaya Card, through an associated bank and/or third party system operator;
1. The AFC Issuance system must comply with the PASA Interoperability Policy and integrate with the Debit/ Credit Card PCH via the sponsoring PASA member;
1. The AFC Issuance system shall:
i. Activate and issue existing pre-paid debit Mastercard and Visa City of Johannesburg Rea Vaya Card, writing appropriate information to the NDoT AFC Data Structure 
ii. Use 3rd Party system operator to do the following for all Rea Vaya EMV open Loop cards
i. User authentication and Know Your Customer
ii.  Activate and Issue virtual and prepaid cards
iii. Develop an EMV digital wallet  (that is open to spend in transport and other 3rd Parties)
iv. Fraud detection
v. Reconciliation tool
vi. Online payments
vii.  a City of Johannesburg EMV open loop transactions 
viii. Merchant acquiring 
ix. Merchant issuing 
1. Activate and issue a City of Johannesburg single and double  trip ticket  (QR code based electronic and paper based or HCE that must be integrated into payment service provider so as to enable commuters to acquire a QR code from retailers and other 3rd party vendor);
i.  Issue and acquire QR Codes from EMV digital wallet  and Masterpass
1. Activate, issue and manage additional cards for operational purposes (Personnel cards, student cards);
1. The issuance subsystem must have enough capacity to satisfy the demand for payment media at any time; and
1. Maintain, manage and distribute a hotlist of cards that should no longer be accepted by the AFC Systems and the AFC Validators.
1. Support the use of an EMV digital wallet (Top up and acquiring)
1. Support full EMV open loop acquiring ( issuing and acquiring to be handled by 3rd party system operator)
1. Open issuance platform that allows  for integration into 3rd party sales channels 
1. Future proof and be ready for future payment applications like Apple Pay Google Pay
The AFCS  shall:
1. Allow full remote configuration and management of the AFC Gates;
1. Provide 24 x 7 monitoring of all the components of the AFC System, AFC Gates, AFC CVM and AFC Validators to ensure that warnings, alerts, alarms, errors and failures are detected and resolved timely to minimise impact on operations. All information needs to be integrated into the Asset Management System being implemented by others. 
1. Do real-time monitoring of operational status of AFC TOM, AFC Gates, AFC CVM and AFC Validators:
i. Operational status (in or out of service);
ii. Diagnostic information (warnings, alerts, alarms and failures); and
iii. Operational information (temperature, power supply status, battery level, communications interfaces, etc.).
iv. Number of transaction sent or pending with the ability to poll devices to ensure their online
1. Manage direction (entry, exit or both) of bi-directional AFC Gates;
1. Log all warnings, alerts, alarms, errors and failures and report these to the System Administrator via the ITSM
1. Display warnings, alerts, alarms, errors and failures to a system operator and record acknowledgement by the system operator;
1. Switch selected AFC Gates to emergency open mode. Selection to be made per AFC Gate, per AFC Gate Array, per station or all stations;
1. Switch selected AFC Gates to close mode. Selection to be made per AFC Gate, per AFC Gate Array, per station or all stations;
1. Allow for the configuration of multiple schedules of AFC Gate directions and automatically implement the schedules by changing the configuration of each AFC Gate included in each schedule. Switching between the different schedules shall be done in a smooth transitional process. As a minimum the following schedules must be implemented separately for each AFC Gate array:
i. Weekday morning and afternoon peaks;
ii. Weekday morning and afternoon semi-peak;
iii. Weekday off-peak;
iv. Weekend morning and afternoon peaks; and
v. Weekend off-peak.
1. Accept other SCADA / PLC / PAC triggers (digital input (0V to 10V, and/or 0-20mA), relay input, and analogue input (0V to 10V, and/or 0-20mA) or can be IP equivalent for overrides, emergency triggers, etc. The tenderer need to indicate as part of his submission different triggers that can be handled within his SCADA system.
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The TOM shall provide the possibility to read a fingerprint as a quick and easy way to authenticate an agent to open a sales session.
It is understood that each TOM agent needs to authenticate at least once on each TOM the agent uses by the conventional means (user name/pw or by agent card) in order to register the biometric mean of authentication. It is understood that biometric data is stored locally on the terminal
The Ticket Office Machine (TOM) shall provide the following functionality:
1. Require user authentication and authorisation through biometric means;
1. Sale, issuance and activation of COJ Rea Vaya EMV Cards and as well as initialisation of the NDOT AFC Data Structure resident on the cards;
1. Initialisation of EMV token (if card does not have NDOT data structure)
1. Sale of Single Trip Tickets or period passes (electronic and/or paper based QR code);
1. Top Up of SANRAL ABT Cards
1. Verification of Fare Media validity as prescribed in “Annexure A2 – AFC Fare Media”;
1. Loading of pre-authorised debit on all Bank Issued EMV Cards supported by the Contractor’s Issuing Bank and COJ Rea Vaya Cards;
1. Record the payment of any penalty fare imposed by the COJ and reset the Bank Issued EMV Cards and COJ Rea Vaya Cards to a valid Fare Media state, keeping track of possible multiple offenders;
1. Accept cash (notes and coins) and other bank issued payment instruments such QR codes, and other mobile money wallets as payment for any transactions at the TOM;
1. Calculate Change at the TOM and issue integrated receipts  with full transaction details;
1. Automated counting of cash (notes and coins) to be submitted in a locally located counting drop safe that provides real-time reports to the central system for consumption and/or retransmission to the SAP S for Hanna for Group Reporting
1. Allow the commuter to change their card PIN (in other words a customer selected PIN). The initial issuance of the PIN is left to the discretion of the Issuing Bank. Preference is made for initial uncomplicated PIN issuance;
1. Use 3rd Party system operator to do the following for all Rea Vaya EMV open Loop cards
1. User authentication and Know Your Customer
1.  Activate and Issue virtual and prepaid cards
1. Develop an EMV digital wallet  (that is open to spend in transport and other 3rd Parties)
1. Fraud detection
1. Reconciliation tool
1. Online payments
1.  a City of Johannesburg EMV open loop transactions 
1. Merchant acquiring 
1. Merchant issuing 
1. Issue printed receipts for all transactions. Irrespective if a paper receipt is printed for the commuter, the Rea Vaya transactions shall be logged for after-the-fact purpose printing with full integration into card scripting device;
1. Be able to buy value with the use of contactless bank card for transit product related transactions 
1. Record the information for each card transaction (activation, transit product load, pre-authorised debit, penalty fare paid, card reset, etc.) and send the information to the AFC Back-Office system. The following information shall be recorded, in a PCI-DSS compliant fashion, as a minimum:
i. date and time;
ii. unique ID of POS device;
iii. unique consecutive ID of that transaction in the system;
iv. transaction type identifier (activation, value loading, transit product load, etc.);
v. value of transaction (or error);
vi. unique ID of payment media in the transaction;
vii. unique ID of master card or visa card used to activate the POS device;
viii. the AFC Data Structure before and after the transaction (irrespective if it was changed or not);
ix. BIN number of AFC Fare Media.
1. Record an audit trail of all operator transactions. The audit trail shall as a minimum include the following:
i. Date and time;
ii. Unique ID of POS device;
iii. Transaction type and transaction sequence number;
iv. Result of transaction (success, error codes); and
v. Unique ID of POS device and AFC system user.
1. Display and print on request the preauthorised debit balance and transit product(s) balance for the presented Bank Issued EMV Card and COJ Rea Vaya Card;
1. Print the detailed transit history for the presented Bank Issued EMV Card and COJ Rea Vaya Card on request from the commuter;
1. Provide financial management and reporting to support shift start procedures and shift close procedures including financial reconciliation for the shift;
1. Enable the operator to manually override the configuration (open/close and direction of passage) of all AFC Gates at the same station as the TOM;
1. Enable the remote reporting of sub-system / device removal, failure, and/or status change (for instance, the attempt to remove a Point-Of-Sale device from a Fare Terminal);
1. Be able to restore a Bank Issued EMV Card with the AFC Data Structure to a previous correct state either through:
a. A Card to Card transfer (AFC Data Structure only);
b. A Back Office to Card transfer (AFC Data Structure only);
c. Be able to transfer monetary value from one card to another. It should be noted depending upon the business rule of the issuing and acquiring bank, this will have to be registered within the AFC System and only after a certain period will the commuter be able to receive monetary value. 
1. Be able to link and unlink cards to  ABT accounts.
[bookmark: _Toc380942210][bookmark: _Toc393913685]AFC Ticket Office Machine (TOM)
1. The Point of Sale (POS) device forming part of the TOM shall be approved by both the Employer’s Issuing Bank and Acquiring Bank;
1. All network communications to and from the TOM and storage of data on the TOM shall be PCI-DSS compliant;
1. The touch screen terminal for use by the AFC contractor needs to be supplied under this contract. The touch screen terminal shall be certified to run the latest Microsoft Windows Embedded  or equivalent version and shall have been previously been used within a POS environment. If the operating system supplied is not sufficient for the purposes for this scope of works, the contractor shall supply the desired operating system licenses;
1. The Ticket Office machine application must support 
92.  ISO 14443 A/B, ISO 18092 (NFC);
92. Cipurse T Card 8K.
92. EMV L1 Certified
92. EMV L2 Certified (Mastercard, Visa, American Express)
92. EMV L3 ready for each new project
92.  Supporting Mobile payments (Google Pay, Samsung Pay, Garmin Pay,)
92. PCI-PTS 5.1 SCR (Tamper Proof, Crypto Processor, Secure Element)
92. Modular build, other applications are available (Discover, JCB, CUP, ...)
1. Issue and Accept QR code in paper form  and using HCE

Ticket office  Machine Matrix 
	No
	Require
	Compliant 
	Not Compliant
	Partially
Compliant
	Remarks

	1
	The point of sale shall be a modular, PC-based device supporting multiple configurations, depending on the modular components, GUI English enabled and with use of Iconography
	
	
	
	

	2
	Each POS shall contain registers that track the following information:
A unique serial number of the POS.
The total number and value of all the completed transactions since data were last uploaded to the AFCS. These registers shall be modified only by the POS and not manually modifiable.
The assigned IP address and/or the secure website to initiate data transfer to the AFCS. This register shall be modifiable only by use of a maintenance password.
Maximum number and value of transactions that can be conducted prior to uploading data to AFCS. These registers shall be modifiable only by download from the AFCS and by use of a maintenance password.
	
	
	
	

	3
	Only POS that are recognised by the AFCS shall receive initialisation data.
	
	
	
	

	4
	The POS shall store records of transactions, events, login/logout and diagnostics records.
	
	
	
	

	5
	Reporting all transactions to the AFCS. If it is not online, all records shall be stored locally and transferred once the connection is restored. In addition, all transactions shall be stored on an internally secured storage module.
	
	
	
	

	6
	The POS shall receive from the AFC and store a list of smart cards serial numbers for which specific actions are required (i.e., the Action List).
	
	
	
	

	7
	Prices of all products presented for sale shall be customisable through AFCS.
	
	
	
	

	8
	The distributed smart cards to sales’ locations shall be registered by serial numbers and quantity for each location in AFCS.
	
	
	
	

	9
	The POS shall satisfy the following additional requirements:
Cash register, credit card services and devices in a single integrated system.
POS shall control cash drawer for coins and banknotes, which opens under command of POS, and shall be monitored all times.
Payment methods may be enabled or disabled to suit the operational needs.
The POS shall identify the initial funds bank (i.e., starting cash drawer balance) at the start of each shift (main and relief). Upon logging out or otherwise indicating an end-of-shift condition, the POS shall produce a report and receipt depicting the ending balance of the cash drawer.
	
	
	
	

	10
	Ability to reverse previous transactions for refund (relevant to policy) or error correction and transmit these transactions to AFCS.
	
	
	
	

	11
	Barcode ticket printing: POS shall support production and printing in readable form of barcode tickets.
	
	
	
	

	12
	Enable the set-up and modification of customer accounts.
	
	
	
	

	13
	The AFCS shall assign all new accounts a random 4-digit password, which the POS shall print on a receipt and which the AFCS shall require the customer to change upon first subsequent login.
	
	
	
	

	14
	AFCS database shall record and track the version number of the software in each POS to ensure sustained compatibility.
	
	
	
	

	15
	The barcode ticket printer shall be a standard, commercial monochrome (black & white) laser printer rated for monthly duty cycle of no less than 10,000 pages. Toner cartridges sufficient to produce no less than 5,000 pages as rated by the manufacturer shall accompany each printer.
	
	
	
	

	16
	POSs shall include a customer display that shall be visible for all customers with minimum 2 lines of text.
	
	
	
	

	17
	The Biometric Access device shall be USB based, and of rugged design. The Biometric Access unit shall:
I. Have a greater than 500 Dots Per Inch (DPI) resolution and 8-bits of grayscale imaging;
II. Be able to be part of the LDAP integration of a domain controller;
III. Be of the Active Passive Sensing Type;
IV. Be able to integrate with the Operating System of choice for authentication;
V. Have an SDK or API for integration;
VI. Have an ESD protection of +/- 15KV;
VII. The Biometrics Sensor needs to be FIPS 201 certified;
VIII. Fingerprint image size 256 x 360 pixels
IX. Sensor type Capacitive
X. Device Size: 70 x 45 x 18 mm (2.8" x 1.8" x 0.7")
XI. Operating Temperature: 0°C ~ +40°C
	
	
	
	

	18
	All load transactions (pre-authorised debit and transit products) shall be done via the Bank Issued EMV Card’s and COJ ReaVaya Card’s contact interface;
I. Be able to load Cipurse T-Cards;
II. Be able to Acquire EMV open loop transactions as -Mastercard-transit-solutions-guide Volume 2B Part 5.14 Annexure M
III. Load transactions (pre-authorised debit and transit products) shall be completed within 30 seconds;

	
	
	
	



Integrated Point of Sale – Cash Recycler
The Integrated Point of Sale – Cash Recycler
MyPolarionUX/MPUX-680The Ticket Office Machine (TOM) shall be equipped with an Automatic Cash Recycler (ACR) in order to take the TOM Agent out of the loop for cash payments.
MyPolarionUX/MPUX-681The TOM shall interface to the ACR in order to exchange necessary information to perform the payment and change sequence. Data from the TOM to the ACR will include 
a) Data from the ACR to the TOM:
i. Amount paid
ii. Change given
iii. ACR Transaction Sequence Number
b) The counting drop safe shall have:
I. A tamper proof container and/or bag that require two (2) authentication/authorisation mechanisms for the release of the container and/or bag. One authorisation shall be in the form of a supervisor cashier (supplied by a separate contract), and another by a Cash-In-Transit (CIT) service provider (supplied by a separate contract). Preference will be given if the one authorisation mechanism can be authenticated through remote means as supervisor cashiers won’t always be at the stations when the CIT service randomly approach the ACR for cash collection;
II. Containers and/or bags must have unique identification that must be registered electronically within the ACR;
III. The note bag/container shall have a capacity of 1000 minimum (with note rejection and recycling capability);
IV. The coin bag/container shall have a capacity of 1kg minimum (with coin rejection and recycling capability);
V. The safe to achieve a minimum of SABS Category 4 rating;
VI. Self-sealing tamper evident system (bag or canister/container);
VII. Thermal printer for reporting per shift; and
VIII. Ethernet connectivity preferred. RS485/RS232 a minimum requirement.
IX. The ability to be integrated into the touch screen terminal for payment received;
X. The ability to provide change without the operator’s interference;
XI. The collection of containers and/or bags must be supported by a CIT service provider for the duration of the Contract;
c) Include all TOM functionality as detailed in 15.13, 15.14 and 15.15, 15.16 and 15.17 in the same document









[bookmark: _Toc380942200][bookmark: _Toc393913676]Custom Report Tool
1. Enable users to quickly and efficiently create, print and publish custom reports from any module / sub-system in the system;
1. Must include a detailed data dictionary and a map of all data relationships to make it easy for you construct the queries required or the integration into other systems;
1. Include graphs and charts in reports;
1. Enable users to re-use existing report parts and/or templates as building blocks for creating new reports / templates;
1. Allows users to save, export, and publish reports that they have created as a minimum in the following format:
98. Portable Document Format (PDF, ISO 32000-1:2008);
98. American Standard Code for Information Interchange (ASCII) Character Separated Values (CSV); and
98.  Office Open XML (OOXML, ISO/IEC 29500) compliant.
1. Must be able to accept custom queries through open standards / protocols web interface; and
1. Enable users to schedule periodic automatic executing of custom reports and emailing of the generated reports to multiple email addresses.
1.  Integration faith SAP  S for Hanna  for Group Reporting for finical transactions generated by the AFC system  
1. Reconciliation  tool for all transactions giving COJ full visibility to COJ of the full cash value chain of sales originating at all Rea Vaya and Metrobus sales points as well as at 3rd party merchants, also be able to reconcile all EMV open loop transactions for both Rea Vaya and Metrobus
102. Internally deployed and managed revenue reconciliation platform; 
102. Develop real-time reconciliation of all transactions emanating from Rea Vaya and Metrobus and 3rd party and their third-party payment processing partners (banks, gateways, processors, cashiering systems, home banking providers and lockbox servicers); 
102. Create a 3-tier reconciliation of funds from source system to payment vendor, payment vendor to bank, and bank to book with detailed reporting of exceptions and variances at each tier; 
102.  Provide for secure archiving of daily and other period reports after completion of each day’s reconciliation activities; 
102. Access to an online dashboard to track specific entries and review individual/aggregate account reconciliations; 

For each requirement listed in below sections, the bidder should provide his compliance level using one the following options:

For each option, the bidder shall provide a detailed description of how the system meets or will meet the requirements. If the system doesn’t meet the requirements, the bidder shall provide a clear roadmap if this will be supported or provide an alternative to the requirement.
The requirements  listed below in many cases must apply to all systems being AGS = AFC Gate, OBS = AFC On-Board System, PVD = AFC Portable Verification Device) each For each requirement listed in below sections, the bidder should provide his compliance level using one the following options


AFC Back office Compliance Matrix
	No
	Requirements
	Compliant 
	Not Compliant
	Partially
Compliant
	Remarks

	1
	The AFC will maintain all accounts and perform fare calculation and validation for all fare payments. The AFC will enable the following system functions:
Account Management
Creation of new accounts
Association of accounts with third party issued media
Maintenance of account balances
Loading of value to accounts
Account transactions
Account history
Fare Management
Fare calculation
Fare payments and transactions
Capping
Transaction history
Account Balances
Settlements and reconciliation
Datawarehouse and reports
GIS route calculator application  to calculator zonal or distance based fare matrix
Support Microservices Architecture
	
	
	
	

	2
	Each of the participating transit agencies will have access to the system’s back office through a web management interface. Username and password access will allow them to see and manage only their portion of the system.
They will be allowed to:
Set their fares by service
Include their fares in fare capping calculations (or not)
Honour capped accounts, or accounts that are riding free because of capping (or not)
Report on usage from their vehicles
Receive error reports from their vehicles
	
	
	
	

	3
	Based on password/user ID security, any authorised user will be able to download to any single device, any group of devices, and all devices:
Fare tables (one active, two pending)
New and updated application (executable) software files
Security access codes
Configuration files
Operational parameters
New and updated customer display screen text
New and updated Driver display text and selections
Any other information necessary for the operation and maintenance of the AFCS devices
Authorised users will be able to select the date and time when any data download is to occur and to review and cancel any previously scheduled download.
	
	
	
	


For each requirement listed in below sections, the bidder should provide his compliance level using one the following options:

For each option, the bidder shall provide a detailed description of how the system meets or will meet the requirements. If the system doesn’t meet the requirements, the bidder shall provide a clear roadmap if this will be supported or provide an alternative to the requirement.
The requirements  listed below in many cases must apply to all systems being AGS = AFC Gate, OBS = AFC On-Board System, PVD = AFC Portable Verification Device) each For each requirement listed in below sections, the bidder should provide his compliance level using one the following options.



[bookmark: _Hlk80004293]Account management 
	No
	Requirement
	Compliant 
	Not Compliant
	Partially
Compliant
	Remarks

	1
	The system should ensure having a unique account for all services.
	
	
	
	

	2
	The system should support defining different types of accounts:
Prepaid accounts: linked with smart card
Post-paid accounts: linked to a credit card or to a bank account with an automatic debit
Anonymous accounts: link to a card or smart ticket
Third party payment: Bill split approach
Account Group: An account can be linked to a person or a group of people. A given person may be linked to one account, several accounts or no account at all
	
	
	
	

	3
	Account lifetime: The lifetime of accounts can vary considerably. It can range from decades (in the case of bank accounts) down to days or even shorter (in the case of event-related and “disposable” prepaid accounts).
	
	
	
	

	4
	The system shall enable maintaining the accounts from:
The account management console
Through the portal/mobile app self-services
Through APIs
Minimum functions that should be supported:
Creation of new accounts
Association accounts with third party issued media
Maintenance of account balances
Loading of value to accounts
Fare calculation for fare payments, including capping calculations
Inquiry of account balances and transaction history
	
	
	
	

	5
	Each Fare Media Account will be either Anonymous or Assigned to a Customer Account. Fare Media Accounts will include, at minimum:
Card Sequential Serial Number (which will be the Fare Media Account Number)
Account Creation Date and Time
Assigned Customer Account Number (if not Anonymous)
Account Type (e.g., Regular, Half-Fare, Student, etc.)
Account Value and Status (as required for the Master Status List)
	
	
	
	

	6
	Each long-term card shall be identified by a unique 8-digit sequential serial number. By default, a card’s account shall be identified by its sequential serial number. This serial number shall be tied to the electronic card serial number
	
	
	
	

	7
	The AFC SCADA system shall support the linking of several cards to a single account.
	
	
	
	

	8
	The AFC SCADA system shall track the status of all cards in an inventory.
	
	
	
	

	9
	The bidder shall provide a process by which an account is automatically created in the AFC SCADA system for each card in the inventory upon receipt of cards from the card manufacturer.
	
	
	
	

	10
	Card holders shall be able to add value to their accounts through several methods, including, but not limited to, one-time Internet transactions, “subscription” transactions (which occur automatically based on customer preferences), at the sales outlets of the client, and at third party outlets, if any. Need to accommodate all payment methods available in Johannesburg
	
	

	
	

	11
	Accounts linked to the cards shall include information indicating, at least, the following items:
Unissued: the card has not been properly issued to a customer.
Issued: the card has been issued and activated, or the card has been reactivated after a previous suspension. This card can be used for all permissible transactions.
Suspended: the card or account has been suspended and cannot be used until reactivated.
Deactivated: the card or account has been permanently deactivated and can never be used again.
	
	
	
	

	12
	AFC SCADA system shall accept smart cards issued by third parties, which shall be assigned to an account that tracks the card’s validity. Invalid cards shall be removed from the valid card list. When the client deems a third party contract invalid, or expired, all related cards shall be removed from the valid third party-issued card list.
	
	
	
	3rd party issued cards can be used for ABT


	13
	The system should enable the set-up and modification of customer accounts from a point of sale endpoint.
	
	
	
	

	14
	Each POS shall be fully integrated with the AFC SCADA system allowing for conducting all the transactions applicable through the portal to be done from the POS including:
Supporting offline transaction if the connectivity with AFC SCADA system is down.
Ability to print barcode tickets from the POS
Issuance of smart cards
Accept cash and credit card payments
Support ACL authorisation
Easy to use with iconography 
Provides access through touch screens
	
	
	
	


The Workflow management tool will be used for
1. Retail based staff
a. Must submit ID, online form  and biometric fingerprint that will be matched to master list that is taken from HR.
b. Every time the staff log on they must accept the terms and conditions for logging on
2. Staff being blocked 
a. If staff are blocked by senior management for suspicious activity there needs to be an online form from the requester with an email sent to the person who must execute the instruction with the executor of the instruction signing off that the account has been blocked 
3. Commuter onboarding 
a. If commuter has to request a refund  the refund will be requested and approved online
b. If commuter wants to associate a new device to a token an online form will be filled in with all the requisite information and  it will be linked via the back office with no human interaction to stop fraud 
4. Back office and field technician onboarding
a. The system will request that back office staff fill in their details and provide an online form endorsed by a COJ official , as defined by the COJ 

The bidder should provide a workflow management tool that meets the following criteria based on the criteria listed above.
	No
	Compliant 
	Not Compliant
	Partially
Compliant
	Compliant 
	Remarks

	1
	Document Management
· File creation
· Document filing
· Document indexing
· File retrieval

	
	
	
	

	2
	Electronic Records Management 
· Records And Information Management Alerts
· Retention and Disposition Schedules

	
	
	
	

	3
	Workflow 
· Document Routing
· Serial and Parrel task flows
· Electronic forms
· Noticeboard/dashboard concept for task management and workflow balancing 
	
	
	
	

	4
	Imaging 
· Document Recognition
· Content security 
· Search Features
· Browsing/folders
· Integration/Interoperability with Rea Vaya and Metrobus website and Customer Care  application
	
	
	
	



[bookmark: _Hlk80005328]Clearing house
	[bookmark: _Hlk79162974]No
	Requirements
	Compliant
	Partially Complaint
	Not Compliant
	Remarks

	1
	Payment collection and revenue reconciliation include supporting the following functions:
Data clearing
Data transfer
Data reconciliation
Financial clearing
Settlement management
Invoice handling
All transaction data for the mobile ticketing application shall be loaded into the AFCS database for inclusion in all applicable AFCS reports. This data shall also enable full reconciliation of mobile ticket purchases with the funds deposited into the potential bus operator’s bank accounts by the potential bus operator’s payment entity.
	



	







	
	

	2
	The system shall be responsible for settling all bank card transactions on the portal or the mobile app after deducting the transaction fees and depositing the remainder into <special account> on a daily basis.
	
	
	
	

	3
	The system shall provide a monthly invoice or reconciliation report detailing a breakdown of all fees withheld (e.g. bank card processing fees, chargeback fees, etc.).
	
	
	
	

	4
	The system should maintain payment records to support the auditing of all payments processed, and to support payment dispute and chargeback resolution.
	
	
	
	

	5
	During the design phase the bidder shall finalise all settlement procedure for retail provider handling cash payments. Reconciliation reports will be available from the system.
	
	
	
	

	6
	Settlement data from the bank card processor or merchant bank will be downloaded to the system. This will allow for full settlement traceability to the back office applications. The system will automatically handle non-payment and chargeback transactions, generating the appropriate reports to correct account balances as necessary.
	
	
	
	

	7
	Use GIS application to calculate any distance based fares, zonal fares
	
	
	
	



The AFC Systems must include and ITSM system that complies with the following 
	No
	Requirements
	Compliant 
	Not Compliant
	Partially
Compliant
	Remarks

	1
	ITSM Implementation Design And (Core Requirement)
· Design documents and diagrams for all components of the proposed system, whether On Premises or SaaS. 
· For On-Premises systems, server hardware recommendations for initial planned implementations and expanded implementations. 
· Storage hardware recommendations for initial planned implementations and expanded implementations. 
· Recommendation on best approach for process implementation. 
· Recommendation on ISU personnel required to support the system. 
· Recommended conversion and migration approach (e.g., from various currently implemented solutions to proposed solution). 
· Recommended test plans and procedures. 
· Standard Operating Procedures conducive to an educational institution of our size. 
· Recommended best business practices for use of the ITSM solution. 
· Product documentation. 

	
	
	
	

	2
	ITSM System Implementation Services (Core Requirement)
· For On Premise systems, supply and install the application software on hardware provided by Rea Vaya and Metrobus
· Complete system implementation.
· Setup and configuration of all integrations fully supported in the current release of the product including, but not limited to Active Directory and single sign-on.
· Provide support staff during configuration acceptance tests.

	
	
	
	

	3
	Training (Core Requirement)
· The selected Vendor shall provide all technical, operational, and administrative knowledge transfers required for ISU personnel to successfully conduct activities related to the deployed solution.
· Technical training materials and classes including both onsite and distance/online delivery.
· End user training materials and classes including both onsite and distance/online delivery.

	
	
	
	

	4
	Support (Core Requirement)
· Ongoing application maintenance and support.
· Warranty support for all system software. 
· A detailed Service Level Agreement (SLA) as agreed upon by both ISU and the selected vendor. 

	
	
	
	

	5
	
	
	
	
	









The requirements  listed below in many cases must apply to all systems being AGS = AFC Gate, OBS = AFC On-Board System, PVD = AFC Portable Verification Device) each For each requirement listed in below sections, the bidder should provide his compliance level using one the following options


[bookmark: _Hlk80005418]Generic FO AFC Requirements
	No
	Require
	Compliant 
	Not Compliant
	Partially
Compliant
	Remarks

	1
	After initial configuration and initial download of metadata (routes, tariffs, hotlists, etc.) from the AFC System, the system must be able to operate autonomously in an offline and online manner and must be able to recover from a power failure without requiring configuration or download of metadata
	
	
	
	

	2
	Comply with ISO 14443 A/B, ISO 18092 (NFC)
	
	
	
	

	3
	Comply with Cipurse T Card 8K.
	
	
	
	

	4
	Comply with EMV L1 Certified
	
	
	
	

	5
	Comply with EMV L2 Certified (Mastercard, Visa, American Express
	
	
	
	

	6
	EMV L3 ready for each new project
	
	
	
	

	7
	Comply with Supporting Mobile payments (Google Pay, Samsung Pay, Garmin Pay,...)
	
	
	
	

	8
	Comply with PCI-PTS 5.1 SCR (Tamper Proof, Crypto Processor, Secure Element)
	
	
	
	

	9
	Modular build, other applications are available (Discover, JCB, CUP, ...)
	
	
	
	

	10
	Comply with and Accept QR code
	
	
	
	

	11
	Authorise entry or exit of commuters after validating fare media
	
	
	
	

	12
	Not accept fare media nor allow passage outside the operational time of the Rea Vaya system
	
	
	
	

	13
	Record entry and exit transaction detail and send each transaction to the AFC System. Transaction detail shall be stored for both successful and unsuccessful transactions. The transaction detail shall include at least the following information:
a. Unique fare media identifier for successful transaction
b. Globally unique consecutive identifier of transaction
c. Date and time of transaction
d. Transaction outcome
e. Unique identifier of system (AFC Gate, AFC OBS, AFC PCV)
f. Unique identifier of location where transaction took place
g. Fare product selected
h. Amount of transaction (if pre-authorised debit used) or deduction in fare product balance (if transit product used)
BIN Number of AFC Fare Media (if EMV card) for successful transactions
	
	
	
	

	14
	All transit transaction information must be stored in non-volatile memory until it has been successfully uploaded to the AFC System
	
	
	
	

	15
	Metadata changes must be downloaded from the AFC System at least daily
	
	
	
	

	16
	The system must only allow passage as per the hours of operation configured on the AFC System
	
	
	
	

	17
	Support the AFC products configured in the AFC System
	
	
	
	

	18
	Support the AFC operations rules defined by the COJ (Metrobus and Rea Vaya Fare Policies)
	
	
	
	

	19
	Fare payment transactions and validation information shall be uploaded to the AFC System near real time 
	
	
	
	

	20
	The system shall receive all types of list such as hot-listed Fare Media and acceptance lists on a regular basis (minimum 10 minutes must be configured in the back office) 
	
	
	
	

	21
	Upon presentation of Fare Media, the system shall verify the Fare Media validity (see “Annexure A2 – AFC Fare Media”) and shall not accept any Fare Media for which the validity could not be verified. 
	
	
	
	

	22
	The system shall select the most cost effective valid transit product and if no valid transit product is found on the Fare Media, a “Pay as You Go” (on your ABT account, EMV purse or on your card)  transaction shall be used subject to sufficient funds being available on the Fare Media
	
	
	
	

	23
	If the system updates one of the frames of the NDOT AFC Data Structure resident on the Fare Media, the system shall calculate a Message Authentication Code (MAC) and store the MAC in the relevant frame
	
	
	
	

	24
	The system shall be configurable to operate in either entry mode or exit mode or both modes to allow flexibility in terms of passenger flow. The unit must allow bi-directional traffic in one or both directions at a time as configured
	
	
	
	

	25
	Provide non-volatile storage for configuration both data and software, up to 8 GB of data
	
	
	
	

	26
	The system must be capable of generating and storing a future configuration data set that activates at a predetermined date and time
	
	
	
	

	27
	No transactional data may be overwritten or deleted until it has been successfully uploaded to the AFC System
	
	
	
	

	28
	Be able to operate in a “Normally Closed” (i.e. paddles closed) and a “Normally Open” (i.e. paddles open) mode. If in “Normally Open” mode and an invalid passage and tailgating is detected, the paddles must close.
	
	
	
	

	29
	Support 802.1X authentication
	
	
	
	

	30
	Provide a UPS for all stations that can provide power back up for additional 4 hours after the existing UPS runs out of power 
	
	
	
	

	31
	Be able to store transaction information for up to 14 day 
	
	
	
	

	
	
	
	
	
	




[bookmark: _Toc380942203][bookmark: _Toc393913679][bookmark: _Toc78998065]Design Specification
[bookmark: _Toc380942204][bookmark: _Toc393913680]Failover
1. All systems shall be designed to provide no data loss in the event of any type of failure occurring; and
1. The AFC Back-Office and AFCS systems shall be designed for failover with a maximum failover time of 10 minutes after which normal operations must be continued.
AFCS  Hosting Compliance Matrix  
	[bookmark: _Hlk80005557]No
	Require
	Compliant 
	Not Compliant
	Partially
Compliant
	Remarks

	1
	For the AFCS hosting, the bidder can offer a cloud-based hosting solution that can meet performance and scalability requirements and cybersecurity policy of the COJ  and SITA
	
	
	
	

	2
	The AFCS should be built on multi-tenant (multi-agency) architecture, where the system could be Software as a Service (SaaS) or (IaaS) for each agency. The multi-tenant database could be implemented using a logical database where all data is stored in the same database, but each agency’s data is accessible only to themselves, or hosted, in which every agency is treated separately with individual instances of software, databases, and servers.
	
	
	
	




[bookmark: _Toc380942206][bookmark: _Toc393913682][bookmark: _Toc78998066]Technical Specification

As the design criteria below in many cases apply to AFC Validators in both the AFC Gate System and the AFC On-Board System, each design criteria is marked to indicate requirements for the aforementioned systems and placed in the overall AFC System section:
1. The AFC Systems shall use secure communication (encryption or SSL protocol) for all data packages that are sent via the network. Rea Vaya will provide a signed SSL/TLS certificate from a registered Certificate Authority through a separate contract;
1. All communications sent shall require an acknowledgement message from the recipient to confirm successful delivery;
1. All user and system administration graphical user interfaces shall be web based unless otherwise approved by the Employer; and
1. All network communications to and from any component of the AFC System and storage of data on any component of the AFC System shall be PCI-DSS compliant.
1. CIPURSE V2
[bookmark: _Hlk80005611]Agency Portal
	No
	Require
	Compliant 
	Not Compliant
	Partially
Compliant
	Remarks

	1
	The portal should serve two types of agencies:
Operators (transit agencies)
Sponsors agencies 
	
	
	
	

	2
	The transit agencies (operators) will have access to the system through the agency portal.
Each agency can only have access to their own data and be able to conduct different functions such as:
Set their fare
Handle capping configurations
Account categories
View their fleet transactions and usage
	
	
	
	

	3
	Agencies granted permission by Rea Vaya and Metrobus will be able to administer and manage their members’ transit accounts using the Agency portal [sponsors and beneficiaries].
	
	
	
	

	4
	The system should provide a facility to upload a batch of valid identifiers representing the agency members to the system.
	
	
	
	

	5
	The system should support adding new agencies to the system.
	
	
	
	

	6
	The bulk of partner agency members (beneficiaries) will be managed using a whitelist of valid cards from the partner Agency. Partner Agency will provide identification cards regularly to be imported into the system.
	
	
	
	

	7
	Ability to handle agency passes through the portal.
	
	
	
	



[bookmark: _Toc380942208][bookmark: _Toc393913684]AFC Back-Office System  will be fully hosted by the service provider  as part of the contract and can include the following:
1. All server hardware, storage, and hypervisor software shall be supplied by this contract;
1. All systems shall be certified and able to be run on virtualization technology (virtual appliances);
1. All Microsoft based operating systems and software of the virtual appliance shall be the responsibility of this contract;
1. The contractor must allow the installation of hypervisor software on the guest operating system that is running on the hypervisor. The guest hypervisor software will be part of the Key Performance Indicator (KPI) software monitoring both hypervisor host and guest and be integrated into ITSM system provided by the contractor. The guest hypervisor software shall be certified to run on the guest operating system; and
1. All virtual appliances shall be able to be part of a cluster type failover configuration for failover.
[bookmark: _Toc380942213][bookmark: _Toc393913687][bookmark: _Toc78998067]Integration with the Employer’s Acquiring Bank via a payment processor
1. The Contract must integrate with the acquiring relationship of the COJ; and
1. The Contractor must adapt the fare payment subsystem to integrate with any Acquirer bank appointed by the COJ during the term of the Contract.

[bookmark: _Toc380942214][bookmark: _Toc393913688][bookmark: _Toc78998068]Backup and Data Storage
The tender shall provide, implement, operate and maintain an online backup system inclusive of tape magazine library, offsite storage and periodic verification of the integrity of backup tapes.
[bookmark: _Toc380942215][bookmark: _Toc393913689][bookmark: _Toc78998069]Integration Specification
The contractor will be required to integrate their system into the following import and exporting standards:
1. General Transit Feed Specification (GTFS) as published by Google; and
Prior to the issuing of a Section Completion Certificate:
1. the Contractor shall publish their interface protocols between all systems, fare logic calculation algorithms and all other information necessary to enable other suppliers of AFC On-Board Systems, AFC Gates, AFC Validators, Card Vending Machines, Ticket Office Machines and Portable Card inspection devices to integrate their sub-systems with the ERP system that will manage all other AFC Systems in a like manner. The Contractor shall further allow access to their AFC Test Systems to other suppliers and assist with the integration testing;
1. the Contractor shall publish all database schemas to the Employer with a detailed data dictionary including specifying data relationships, referential integrity criteria and data validation criteria;
1. the Contractor shall provide the Employer with “read only” access to all database schemas for data extraction, analysis and reporting purposes. The contractor must develop a Business Intelligence platform that will be used to correlate information between different AFC vendors;
1. the Contractor shall provide standardized Application Programming Interfaces (API) through which authenticated access can be provide to the configuration of the AFC System as part of the ERP system. This API documentation shall be freely submitted and shared with separate contracts. Allowance was made for any once-off Software Development Kit (SDK) costs that is required. The Contractor shall not be allowed to ask for yearly interface licensing;
1. The contractor must propose a hybrid EMV solution  that will include the current deployed AFC system and propose how the COJ will integrate the current travel products, and offer seamless transfer for 1A and 1B passengers between Rea Vaya  and Metrobus and vice versa
1. Passengers must be able to use the travel wallet to travel between all  Rea Vaya phases and Metrobus and be able to offer it to other transport service providers at the discretion of the COJ and or Metrobus 
1. During the Design period, the Contractor shall facilitate workshops with the Employer and the other separate contracts indicated within the Scope of Works to define, design, and align integration requirements between AFC Systems and the other systems;


[bookmark: _Hlk80005687]Compliance Matrix for Integration Specification
	No
	Requirement
	Compliant 
	Not Compliant
	Partially
Compliant
	Remarks

	3
	Integration with on-board components should be designed to allow for future expanding and using new on-board technologies. Bidders should show how the following functions will be supported through open interfaces:
Transactions authorisation
Real time access: The on-board unit will reference the master list in real time if the AFCS is available.
Offline access: The on-board unit (OBU) should be able to download a copy to be used when the AFCS is offline. A copy of master list could be uploaded to the OBU from a flash disk.
Synchronise: Once the offline AFCS is back, the system should allow for synchronisation the offline transactions (e.g. download an updated master list to the OBU).
Operator consoles updates
	
	
	
	

	4
	Integration with external POS system; mobile application for functions such as:
Sales/Purchase
Suspension
Reactivation
Registration
or self-services such as:
View transit account balance
View transaction history
View fare capping status
Search API
Reservations API
Post booking: ticket cancellations
Schedules and trips
Multilingual email confirmation
New account set-up
	
	
	
	

	5
	Integration with banking system:
Bidders should explain how the system could be extended from closed-loop payment to open-loop payment considering the following:
The integration between the AFC and the acquiring bank should be through a payment services provider.
The system should be enabled for open payment system where activities between an acquirer bank, AFC system and terminals require host based risk management, authorisation, clearing and settlement activities to be conducted in a secure way.
	
	
	
	

	6
	Ability of the system to integrate with CCTV and passenger counting sensors.
	
	
	
	




[bookmark: _Toc380942216][bookmark: _Toc393913690][bookmark: _Toc78998070]Reporting Specification
The Reporting system shall be compliant to the Municipal Regulations on a Standard Chart Of Accounts (mSCOA);
The Reporting system must as a minimum export the reports in a mSCOA compliant format such as eXtensible Business Reporting Language (XBRL) as published by XBRL International (see http://www.xbrl.org/);
The following reports shall be provided on the AFC Systems by the Contractor:
a) Fare Media sales and activation statistics: Summary and Detail for each type of AFC Fare Media;
b) Transit product sales: Summary and Detail;
c) Daily revenue for selected period: Summary and Detail;
d) Daily “Method of Payment” (MOP) for transits provided for selected period: Summary and Detail:
i. MOP is one of: single trip ticket, pay as you go fare for City of Johannesburg Card, transit product for City of Johannesburg Card, pay as you go fare for Bank Issued EMV Card, transit product for Bank Issued EMV Card, etc.
e) Daily report on Transit Product usage for selected period: Summary and Detail;
f) Daily report on Transit Product anomalous usage for selected period: Summary and Detail;
g) Daily bank deposits for selected period: summary and detail;
h) Daily report for number of transits per AFC Gate, AFC Validator, AFC OBS: summary and detail;
i) Daily Inspection Activity report per AFC PCV: Summary and Detail;
j) Daily report on declined transactions (pre-authorised debit and transit products): Summary and Detail;
k) WEB site activity statistics: Summary and Detail;
l) Daily/Shift Operational statistics: Summary and Detail;
m) Daily/Shift Preventative Maintenance statistics: Summary and Detail;
n) Daily/Shift Corrective Maintenance statistics: Summary and Detail;
o) Daily Systems availability statistics: Summary and Detail;
p) Bank Deposits: Summary and Detail;
q) Bank Acquiring and Settlement (up to card level): Summary and Detail;
r) Maintenance Statistics: Summary and Detail;
s) Passenger Movements (Origin-Destination): Summary and Detail; and
t) Other reports as identified by the Employer during the Design period.
u) Provide Reconciliation tool for all EMV and Bank based transactions  and any 3rd party transactions
The selection criteria, content and layout of all reports shall be submitted for approval to the Employer;
During the design phase of the Design-Build phase, the Contractor shall facilitate workshops with the Employer to identify other reports and also on quarterly basis during operations specify new reports that may be required for operational purposes  
Generation of the above reports shall be easy.  Any interface required to configure and generate the reports shall be provided as part of the AFC Systems;
In addition to the above reports, the system shall include a fully featured reporting engine and user interface enabling the user to define and execute custom statistical reports;
All reports shall be easily printable and exportable to Portable Document Format (PDF),  Office Open XML and Comma Separated Values (CSV) formats;
All reports shall be accessible via a WEB based user interface
Users must be able to schedule periodic automatic executing of reports and emailing of the generated reports to multiple email addresses;
[bookmark: _Hlk79555541][bookmark: _Hlk80005738]Compliance Matrix for Reports
	[bookmark: _Hlk79555580]No
	Requirement
	Compliant 
	Not Compliant
	Partially
Compliant
	Remarks
	No

	1
	The system must provide a facility to schedule reports/Report run task. Scheduling a report has the following attributes:
Schedule name
Date
Time
Option to repeat if failed [retry option]
A recipient email for notification when completed or in case of failure to run
Option to repeat the run [specific date: repeat every month on Date/Time].
	
	
	
	
	

	2
	The system must provide a report builder tool to enable power users to customise reports' data and formatting. Bidder should provide full description of the proposed report builder in their proposal.
	
	
	
	
	

	3
	A report builder should provide the following minimum capabilities:
Ability to add rows of columns selected from the DB and arranged in the report layout
Ability to have multiple layouts and sections
Ability to edit the row labels
Ability to set row-level formatting
Ability to preview a sample result
Ability to add filters to selected columns
Ability to sort columns
Ability to save the report for future use
Ability to publish the report for use by other users
Ability to add (Access Control List) to the report
	
	
	
	
	

	4
	Provides data visualisations tool that includes charts, maps, sparklines, and data bars that can help produce new insights well beyond what can be achieved with standard tables and charts.
	
	
	
	
	

	5
	The system should have ready standards such as bot not limited to:
Ability to generate reports showing all transactions categorised by media type, customer type and or operator
Ability to generate reports showing non-payment and chargeback transactions to handle balances
Ability to access reconciliation data and reports through the system
Ability to conduct analysis based on GIS/route data provided with the transactions
	
	
	
	
	



[bookmark: _Toc380942218][bookmark: _Toc393913692][bookmark: _Toc78998071]Installation Specification
The Contractor shall provide a hosted virtualised server environment for all AFC back office systems and AFC on-station systems;
The virtualised server environment shall be based on VMware vSphere 6.5 Advanced or equivalent;
The Contractor shall ensure that their AFC back office systems and AFC on-station systems are fully compatible and supported on the virtualised server environment;
The Contractor is responsible for the installation, testing and commissioning of their AFC back office systems and AFC on-station systems on the virtualised server environment; and
During the Design Phase, the Contractor shall facilitate and coordinate workshops with the Employer and the separate contracts mentioned within the Scope of Works. The purpose of the workshops will be to align / coordinate the virtualised server environment to be implemented for their AFC back office systems and AFC on-station systems.
The top-up of prepaid stored value or loading of a transit product (such as a preferred Points system) onto the Rea Vaya card and other Bank Issued EMV Cards utilized within the Rea Vaya system. These NDoT AFC Data Structure approved cards are from the following issuing banks:
· Absa Bank (Previous banking partner); and
· Standard Bank (Current banking partner).
The placement of vending machines that will:
· Will load  EMV prepaid Debit Card with NDOT data structure (provided by others) as well as support the use of Cipurse T card as per paragraph 1.2.1 and 1.2.2 (Annexure  A2 Fare Media;
· Issue QR-Code single trip tickets or as a travel wallet (provided by this contract); and
· Reload Rea Vaya and Metrobus EMV Cards either through:
· Cash; or
· Bank issued card.
The integration, through a Secure Access Module (SAM), with a third party Fare Collection provider to honour transit products loaded by others;
The contactless fare payment transactions (such that the system will deduct the appropriate value from the card or accept an appropriate transit product loaded on the card each time the passenger uses the card to access the Rea Vaya System) at stations and on board buses;
The inspection of cards by inspectors using handheld devices to verify that passengers have valid cards and that they validated their cards at the entrance to the Stations;
The creation, storing, and analysis of records for each transaction;
The financial processing of transit products loaded and fare payment transactions; and
Be able to use Cipurse V2 (8K T Cards) Cards based on Account Based Ticketing Framework
· Allow for the loading of travel products by 3rd Party  Retailers through the use of payment processor
On completing of the Design-Build, the Contractor will be required to provide the following services during the Operation Service Period:
· Technical support;
· Scheduled preventative maintenance for systems, software and cards are required;
· Corrective maintenance (on-call repairs and replacement services); and
· Data transmission of transaction records (top-up transaction information to the issuing bank and fare payment transactions to the acquiring bank as well as financial reconciliation with the COJ).

[bookmark: _Hlk80005771]Compliance Matrix for network 
	[bookmark: _Hlk78955101]No
	Requirement
	Compliant 
	Not Compliant
	Partially
Compliant
	Remarks

	1
	Communication in the field will occur using the existing on-board routers’ cellular connection. Field transactions will be processed within hundreds of milliseconds so that data is available virtually immediately.
	
	
	
	

	2
	Currently operators are individual operators and they do not own a garage. Operators may use the Rea Vaya Metrobus garage. The bidder should provide a solution to connect buses with the AFCS with using a garage. The WIFI available in garages which is routable to the internet can be used to download system updates to vehicles
	
	
	
	

	3
	The on-board network connection will also be used to provide each validator with regular updates to the list of cards with valid passes.
	
	
	
	

	4
	The operator consoles will have WIFI for communication with the back office while in the garage.
	
	
	
	

	5
	The OBU shall not be connected to the Internet, it shall connect the bus business systems to the central system through a secure virtual private network through Business Mobile Gateway Router (BMGR).
	
	
	
	

	6
	The validators and/or operator consoles will have WIFI capabilities for communications with the back office while in the garage.
	
	
	
	

	7
	The on-board modules will be able to communicate over Ethernet and TCP/IP, at a minimum. The communication interface to be used will be determined during design review and must provide adequate support for all system capabilities and integrations. Additional communication standards may be used such as SAE Vehicle communications standards (such as J1708/1939), Bluetooth, USB, etc.
	
	
	
	

	8
	The connection between the front end devices and back office will be over a routable IP network. Where required, the connections will be secured using Transport Layer Security (TLS) and strong encryption, such as TDEA or AES. All data sent via the internet will be TLS-encrypted using the HTTPS protocol. Any IP communications must not preclude components of the system utilizing IPv6.
	
	
	
	

	9
	All network communication and connections should be able to support all OSI layer protocols

	
	
	
	



AFCS Security Compliance Matrix

	No
	Requirement
	Compliant 
	Not Compliant
	Partially
Compliant
	Remarks

	[bookmark: _Hlk17021291]1
	Provide and implement plan for
· Handling of fraud
·  Disaster recovery
· High availability
·  Backup and restore
· System security including PCI-DSS
·  Remote access to the web applications and web servers
·  Two authentication factors for rider portal
·  Physical security to mounted and installed devices including protection against damage and vandalism
·  Fault tolerance technique preventing loss of data
·   Network security
	
	
	
	

	2
	Apply 128-bit encryption keys to all data communicated between field equipment and AFCS.
	
	
	
	

	3
	The System should provide protection against the following attacks:
There are different types of attacks that should be considered during the design and implementation. The most popular attacks are:
· SQL Injection
· Path Traversal
·  Cross-site scripting
· Denial of service
· Connecting local files
·  Implementing XML external entities
· Downloading random files
· Cross-site request forgery
	
	
	
	

	4
	System should implement inter-tier authentication. Before initiating communication or data transfer with other tiers, application tiers should authenticate with each other. This ensures that an attacker cannot impersonate the identity of other communicating tiers/components.
	
	
	
	

	5
	Verify all account identity authentication functions (such as update profile, forgot password, disabled/lost token, help desk or IVR) that might regain access to the account are at least as resistant to attack as the primary authentication mechanism.
	
	
	
	

	6
	Verify that all authentication decisions can be logged, without storing sensitive session identifiers or passwords. This should include requests with relevant metadata needed for security investigations.
	
	
	
	

	7
	Verify that credentials are transported using a suitable encrypted link and that all pages/functions that require a user to enter credentials are done so using an encrypted link.
	
	
	
	

	8
	Verify that users can enrol and use TOTP verification, two-factor, biometric (touch ID or similar), or equivalent multi-factor authentication mechanism that provides protection against single factor credential disclosure.
	
	
	
	

	9
	An application must log security events (e.g., successful or failed authentication events, failed authorisation events, session cookie modifications, data validation failures, etc.).
	
	
	
	

	10
	The logs Audit and monitor architecture has the following components:
Source: logs should be captured at least from the following three sources:
· Database logs
·  Application logs
·  Network activity logs
A REST API: to capture the logs and send them to a log management system
A Log Management System: it consists at least from the following components:
· A search component
· A dashboard
·  Alert
	
	
	
	 

	11
	Enforce HTTPS. If any user tries to access an application over an HTTP connection, the application should redirect the user to the HTTPS version of the application
	
	
	
	 

	12
	Administrators shouldn’t have one account for all activities, rather assign the administrator different accounts where each account has specific function.
	
	
	
	 

	13
	The system should utilize a role-based security system allowing an unlimited number of roles to be assigned to each user.
	
	
	
	 






















1. [bookmark: _Toc78998072]AFC FARE MEDIA
[bookmark: _Toc516461754][bookmark: _Toc520189424]

0. [bookmark: _Toc78998073]Card Specification
The scope of this specification covers all Fare Media that must be supported by the AFC System and the following Fare Media shall be supported:
1. Bank Issued EMV Cards 
1. Prepaid Debit Mastercard and Visa with NDOT data Structure 
1. Prepaid EMV open loop cards
1. ISO 14443 A/B, ISO 18092 (NFC)
1. Cipurse T Card 8K.
1. EMV L1 Certified
1.  EMV L2 Certified (Mastercard, Visa, American Express)
1.  EMV L3 ready for each new project
1. Supporting Mobile payments (Google Pay, Samsung Pay, Garmin Pay,...)
1.  PCI-PTS 5.1 SCR (Tamper Proof, Crypto Processor, Secure Element)
1.  Modular build, other applications are available (Discover, JCB, CUP, ...)
1. Cipurse cards complying with the NDoT AFC Data Structure; and
1. Must support ISO standard 20526:2017( Reference standard)
1. NDOT AFC Data Structure compliance certification; and
1. Be issued by a bank being a member of the Payments Association of South Africa.
1. Bring your own card using tokenization
1. PCI standard to be defined as part of award process 
1. Other payment methods to be supported:
142. QR Code
142. EMV Wallets
Bank Issued EMV Card Fare Media shall be supplied by banks as part of their normal business operations and this supply does not form part of the Contract;
Quick Response Code Specification 
[image: ]
The Service provider shall supply and issue the City of Johannesburg REA VAYA / Metrobus with a QR code solution that is compliant with EMV standards based on the following ISO standards
	Reference 
	Publication Name 

	[ISO/IEC 18004]   
	Information technology—Automatic identification and data capture techniques - QR Code bar code symbology specification 

	[ISO 18245] 
	Retail financial services—Merchant category codes 

	[ISO/IEC 13239] 
	Information technology—Telecommunications and information exchange between systems—High-level data link control (HDLC) procedures 

	[ISO 3166-1 alpha 2] 
	Codes for the representation of names of countries and their subdivisions— Part 1: Country codes, using two-letter country codes. 

	[ISO 4217] 
	Codes for the representation of currencies and funds 

	[ISO 7816-4] 
	Identification cards—Integrated circuit cards—Part 4: Organization, security and commands for interchange 

	[ISO 639] 
	Codes for the representation of names of languages—Part 1: Alpha - 2 Code  

	[EMV Book 4] 
	EMV Integrated Circuit Card Specifications for Payment Systems - Book 4 Cardholder, Attendant, and Acquirer Interface Requirements 

	Reference 
	Publication Name 

	[Unicode] 
	Unicode Standard, specifically the UTF-8 encoding form. For more information, please check: 
http://www.unicode.org/versions/latest 

	[UUID] 
	A universally unique identifier (UUID) as defined in the Internet Engineering Task Force (IETF) RFC 4122: https://tools.ietf.org/html/rfc4122 




All Fare Media must be supported by the AFC System and the following sub-systems of the AFC System:
1. On-board Bus Validators;
1. On-station Gate Validators;
1. Portable Inspection Devices;
1. Fare Media Vending Machines; and
1. Ticket Office Machine.
All Bank Issued EMV Cards (with  and without the NDoT AFC Data Structure) must be supported by the AFC System and above sub-systems of the AFC System as well as Cipurse Cards on the SANRAL ABT framework must be part of the available solution. The City of Johannesburg REA VAYA Card shall however be supported by the AFC System and above sub-systems of the AFC System prior to Testing of the Sections as per Sub-Clause 11.1 of the Contract;

[bookmark: _Ref369934728][bookmark: _Toc380942279][bookmark: _Toc393915180][bookmark: _Toc78998074]Applicable Standards
The Bank Issued EMV Card must comply with all the EMVCO standards: http://www.emvco.com
· [D01]“EMV Integrated Circuit Card Specifications for Payment Systems ─ Book 1 ─ Application Independent ICC to Terminal Interface Requirements”, version 4.3, November 2011. 
· [D02]“EMV Integrated Circuit Card Specifications for Payment Systems ─ Book 2 ─ Security and Key Management”, version 4.3, November 2011.
·  [D03]“EMV Integrated Circuit Card Specifications for Payment Systems ─ Book 3 ─ Application Specification”, version 4.3, November 2011. 
· [D04]“EMV Integrated Circuit Card Specifications for Payment Systems ─ Book 4 ─ Cardholder, Attendant, and Acquirer Interface Requirements”, version 4.3, November 2011. 
· [D05]“EMVCo Terminal Type Approval ─ IFM Level 1 Administrative Process”, version 4.3a, November 2015.
·  [D06]“EMVCo Type Approval ─ Contact Terminal Level 1 ─ Mechanical and Electrical Test Cases”, version 4.3a, November 2015. [D07]“EMVCo Terminal Type Approval ─ Level 1 Loopback Upper Tester Specification”, version 4.3a, November 2015.
· NDOT AFC Datastructure V1.0 R.05 
· EMV L1 Certified
· EMV L2 Certified (Mastercard, Visa, American Express)
· EMV L3 ready for each new project
Cipurse V2 8k T Card must comply with SANRAL ABT Framework
· CIPURSE™T profile
· Interfaces: ISO 14443 A optional NRG™ (ISO/IEC 14443-3 type A with CRYPTO1)
· Additional Features: CIPURSE™T profile capability: up to 8/16 CIPURSE™ applications configurable optional NRG™ (ISO/IEC 14443-3 type A with CRYPTO1)
· EEPROM [kByte]: 8
· Delivery Forms: MCC8 NiAu-bump sawn wafer
· Certifications :  CC EAL5+ high CIPURSE™NFC Forum Type 4 Tag configurable
QR code must use open acquiring  and issuing standards
Supporting Mobile payments (Google Pay, Samsung Pay, Garmin Pay,...)
PCI-PTS 5.1 SCR (Tamper Proof, Crypto Processor, Secure Element)
 Modular build, other applications are available (Discover, JCB, CUP, ...)

[bookmark: _Toc380942280][bookmark: _Toc393915181][bookmark: _Toc78998075]Design Specification
The Contractor is responsible for providing guidance to the branding department of the Client to design the artwork of the COJ REA VAYA and METROBUS Card. The design for the COJ REA VAYA and METROBUS Card must be approved by the City of Johannesburg prior to procurement thereof by the Contractor;
To allow for card differentiation of COJ REA VAYA Cards, the Contractor shall allow for four artwork designs for approval by COJ and COJ shall confirm the number of cards to be provided for each design; and
To allow for ticket differentiation of Single Trip Tickets, the Contractor shall prepare four designs for approval by COJ and COJ shall confirm the number of tickets to be provided for each design.
[bookmark: _Toc380942281][bookmark: _Toc393915182][bookmark: _Toc78998076]Technical Specification
[bookmark: _Toc393915183]Each fare collection transaction shall accommodate the following Fare Media validity checks:
1. Card or ticket must not be hotlisted;
1. Bank Issue EMV Card: as per EMV specifications and acquiring bank rules;
1. COJ REA VAYA Card
i. As per EMV specifications and acquiring bank rules;
ii. Verification of the Message Authentication Code (MAC) stored for each frame of the NDOT AFC Data Structure; and
[bookmark: _Toc393915185]City of Johannesburg REA VAYA Card
1. The COJ REA VAYA Card must be a Bank Issued EMV Card;
The specifications for the card is included in the standards referred to in Paragraph 1.2 Paragraph 1.2;
All cards shall be stored in an inactive state and activation shall only be effected by a process implemented by the Contractor’s Issuing Bank; and
To facilitate easy identification of the COJ REA VAYA cards by the AFC systems, the Issuing Bank should provide a dedicated BIN for the COJ REA VAYA Card.

[bookmark: _Toc380942282][bookmark: _Toc393915187][bookmark: _Toc78998077]Reporting
The Contractor shall submit the following reports on a monthly basis no later than the 5th business day of the following month:
1. Fare Media Stock Levels;
1. Fare Media Distributed;
1. Fare Media Sales Summary;
1. Fare Media Sales per sales point;
1. Fare Media Activation; and
1. Non-Compliance with the minimum Fare Media stock levels.
The reports must be able to be extracted from the ERP system and shared with 3rd Party reporting systems

[bookmark: _Toc380942283][bookmark: _Toc393915188][bookmark: _Toc78998078]Fare Media Sales
The City of Johannesburg shall prescribe the selling price of the COJ REA VAYA Card fare media (Prepaid Debit Mastercard and Visa with NDOT Data Structure);
QR code as a means of payment  for public transport trip will be accepted  and service provider must ensure that 3rd Parties can sell on behalf the COJ provided that the COJ receives the money immediately when payment is made by commuter or in line with MFMA regulations. 
The QR codes sold outside of the COJ environment will get have full traceability in terms of trips sold and money collected and how much the COJ should expect before the end of the business day 
Stock shall be tracked via the activation of Fare Media and be integrated into the ERP system;
[bookmark: _Hlk80005817]Compliance Matrix 
	No
	Requirements
	Compliant 
	Not Compliant
	Partially
Compliant
	Remarks

	1
	Fare media will serve as a credential for a back office account where the fare processing is handled by the AFCS. This should reduce the need for complex field validation devices.

	
	
	
	

	2
	Following fare media should be supported:
Contactless smart card
Limited use smart cards
Bank card [enabled for roll-out phase]
Paper ticket
Cash
Barcode media
	
	
	
	

	3
	The AFCS shall accept closed-loop smart card issued by different agencies:
Cipurse cards issued by SANRAL
Third party compliant issued cards with ISO/IEC 14443, 
	
	
	
	

	4
	Rider media shall be compliant with:
ISO 14443 types A & B RF communication protocols
ISO/IEC 14443-1 for Physical Characteristics and ISO/IEC 7810-ID1 size for all dimensions
EMV Open loop transactions
EMV Wallet and prepaid debit cards
Cipurse T Card (8k)
QR Code 
EMV prepaid debit (NDOT data structure)
Cipurse T Card 8K.
EMV L1 Certified
EMV L2 Certified (Mastercard, Visa, American Express)
Supporting Mobile payments (Google Pay, Samsung Pay, Garmin Pay,...)
 PCI-PTS 5.1 SCR (Tamper Proof, Crypto Processor, Secure Element)
Modular build, other applications are available (Discover, JCB, CUP, ...)
Accept QR code

	
	
	
	

	5
	In future phases, Rea Vaya/ Metrobus intends to accept open payments utilizing a variety of fare media and additional payment options such as:
Apple Pay
Google Wallet
Contactless credit/debit cards, etc.
Bidders should clarify in their proposals how the proposed solution will be extended to meet the open payment requirements. However, future options shall not impact existing equipment and integration services.
	
	
	
	

	9
	The bidder must provide alternative distribution channels by integrating with 3rd Party payment service provider to top up Metrobus and Rea Vaya value 
	
	
	

	





[bookmark: _Toc78998079]AFC CVM
[bookmark: _Toc380942347][bookmark: _Toc393916311]

0. [bookmark: _Toc78998080]Scope of Specification
This specification addresses the Card Only Vending Machine (CVM) to be supplied as part of the Contract.
The CVM will (when specified):
1. Dispense after successful sale a QR code
1. Load preauthorised debit value on all Bank Issued EMV Cards supported by the Contractor’s Issuing Bank and the Cipurse V2 T 8k Card;
1. Load transit products as defined on the AFC System on all Bank Issued EMV Cards and Cipurse V2 T 8k Card;
1. Display balances (preauthorised debit and transit products) for presented Bank Issued EMV COJ REA VAYA Cards and CIPURSE SANRAL ABT Cards;
1. Accept only Bank cards for means of payment for the scripting of transit products and EMV wallets 
1. Use Contact/ Contactless ( integrated payment terminal) readers supplied by the COJ bank to top up value; 
1. Integrate COJ Bank Card readers to facilitate scripting and sale; 
1. Support ABT products by linking Bank card to ABT products;
[bookmark: _Toc380942348][bookmark: _Toc393916312][bookmark: _Toc78998081]Overview
CVM’s will be deployed on AFC stations and other sites designated or approved by the Employer. The key objective of the CVM’s are to provide an unattended point of sale for commuter self-service. CVM’s will be deployed in areas where security is provided by a third party.
Also support the following for payment:
a. ISO 14443 A/B, ISO 18092 (NFC)
b.  EMV L1 Certified
c.  EMV L2 Certified (Mastercard, Visa, American Express)
d. EMV L3 ready for each new project
e.  Supporting Mobile payments (Google Pay, Samsung Pay, Garmin Pay,...)
f.  PCI-PTS 5.1 SCR (Tamper Proof, Crypto Processor, Secure Element)
g. Modular build, other applications are available (Discover, JCB, CUP, ...)
h.  Accept QR code


[bookmark: _Toc380942349][bookmark: _Toc393916313][bookmark: _Toc78998082]Applicable Standards
The CVM must comply with the following standards:
1. Impact Resistance: EN 62262 rating as stated in technical specification;
1. Ingress Protection: EN 60529 rating as stated in technical specification; and
1. Flammability of Plastic Material: UL 94 rating as stated in technical specification.
1.  Ingress Protection rating of IP54: EN 60529 rating as stated in technical specification
1. Impact Resistance rating of IK10 on housing
	

Proof of compliance must be submitted prior to commencement of the “Testing of the Works” under Sub-Clause 11.1 of the Contract.
[bookmark: _Toc380942350][bookmark: _Toc393916314][bookmark: _Toc78998083]Functional Specification
The requirements stated for the TOM in “Annexure A1 - AFC System” Section 1.4 and Section 1.6 shall also apply to the CVM.
Vending machines will facilitate the sale and loading of transit products on Bank Issued EMV Cards with NDOT AFC Data Structure resident on the card and or  Cipurse V2 T 8k Cards  and or be able to initialise EMV token (if card does not have NDOT data structure) and enable the purchase of QR codes;
a) Loading can also be done with pay pass functionality
b) Loading of pre-authorised debit on Bank Issued EMV Cards and Cipurse V2 T 8k cards;
c) Record the payment of any penalty fare imposed by the COJ and reset the Bank Issued EMV Cards and COJ REA VAYA Cards to a valid Fare Media state;
d) Allow the commuter to change their card PIN (in other words a customer selected PIN). The initial issuance of the PIN is left to the discretion of the Issuing Bank;
e) Issue printed receipts for all transactions;
Display and print on request the preauthorised debit balance and transit product(s) balance for the presented Bank Issued EMV Card and COJ REA VAYA Card;
Provide financial management and reporting to support financial reconciliation;
Integrate seamlessly into reconciliation tool provided by payment processor as part of the contractor service offering 
[bookmark: _Toc380942351][bookmark: _Toc393916315][bookmark: _Toc78998084]Design Specification
1. All user interaction devices shall be fit for purpose, international best practice anti-vandalism secured, of fit for purpose size and brightness and ergonomically positioned for optimum view angle. Preference shall be given to universally accessible designs;
1. The CVM Shall be designed to form part of an integrated ergonomically designed passenger servicing environment;
1. Shall include security and audit trails that preclude fraud or theft by staff servicing or maintaining the device;
1. Must make provision for use of the CVM by wheelchair users;
1. The visual interface must:
i. Show all interaction information and instructions on the display; and
ii. Recognise successful key strokes through emitting a sound.
iii. Must use iconography to assist users to better navigate the CVM
1. All interaction devices shall be:
i. Fit for purpose (size, brightness, ergonomics, viewing angles, etc.);
ii. Comply with international best practice for securing against vandalism; and
iii. Screens shall be protected by glare-free polycarbonate (or similar) sheeting.
1. The CVM shall be serviceable from the  front or the side never the back  

[bookmark: _Toc380942352][bookmark: _Toc393916316][bookmark: _Toc78998085]Technical Specification
1. All card activations and load transactions (preauthorised debit and transit products) shall be done via the Bank Issued EMV Card’s and COJ REA VAYA Card’s contact interface;
1. Impact Resistance: IK10;
1. The CVM in its whole shall have a minimum ingress protection of IP54;
1. Maximum Size: 2 000 mm (H) x 1 100 mm (W) x 700 mm (D)
1. Display
i. Minimum 7” transflective colour LCD;
ii. Resolution of 640 x 480;
iii. 16 bit colour depth;
iv. Capacitive touchscreen; and
v. The display including touchscreen shall be protected with 1 mm toughened glass with an anti-glare finish.
Stainless steel waterproof alphanumeric keyboard with a dedicated numeric keypad (PCI-PED compliant);
High speed durable thermal receipt printer;
A ventilation system to ensure proper temperature operation;
Shall have Ethernet communications to the AFC System with 802.1X authentication;
Include anti-tamper sensors (vibration, shock, unauthorised cabinet penetration, etc.) that will trigger an audible alarm as well as send a message to the AFC SCADA system and/or another PLC / SCADA system as supplied by separate contracts;
Include an internal UPS for to allow for safe shutdown of the CVM in the case of power failure;
Load transactions (preauthorised debit and transit products) shall be completed within 30 seconds;

[bookmark: _Hlk80005854]CVM Compliance Matrix 
	No
	Requirements
	Compliant 
	Not Compliant
	Partially
Compliant
	Remarks

	1
	The AFCS shall include automatic ticket vending machines (CVM), capable of issuing/reloading smart cards as well as barcode paper tickets. The CVM shall support payment by coins and banknotes.
The CVM shall enable adding funds to the account of the rider from the GUI of CVM.
The CVM shall meet the following requirements:
Processing unit: industrial PC, ≥4GB flash memory, ≥1 GB RAM
Display: ≥15” sunlight readable anti-vandal colour displays with operation via touch panel
Paper width up to 57 mm
Smart card support: RFID card reader-writer (dispenser), allowing passengers to issue a new contactless card or reload an existing contactless card.
Communications: LAN Ethernet 10/100 Mbit, WLAN, GSM, GPRS, EDGE, UMTS
Operating temperature: comply with local environment in Johannesburg
Storage temperature: comply with local environment in Johannesburg
Humidity: comply with local environment in Johannesburg
Power supply: 220± 10% VAC
Integrated UPS
Housing: Galvanized metal sheet, 2mm for the main body and 3mm for the door
Main case IP54. Slots IP34, 33
Vandalism-safe door with 5-point lock
Shutters in all slots for secure & outdoor operation
Dimensions: Height 1790mm, Width 600mm, Depth 560mm approx.
Security: Integrated alarm system with remote notifications via SMS/email.
Compliance: CE
At each ATVM, a software application will be installed which will be used in order for the passengers to be able to reload a smart card or buy a barcode paper ticket. The application shall provide a user friendly graphical user interface, especially designed for touch screens. Also, the application will provide management functionality to the Client staff (device management, financial management, alarm handling, etc.).
	
	
	
	

	2
	The CVM shall provide the following 
allow the user to select a language preference (English, isiZulu, and Tswana);
	
	
	
	

	3
	The CVM shall provide the following:
Use pictograms and Iconography to ensure a full self-service vending machine using Nielsen and Molich's 10 User Interface Design Guidelines  
	
	
	
	

	4
	The CVM shall provide the following functionality:
Verification of Fare Media validity as prescribed in “Annexure A2 – AFC Fare Media”
	
	
	
	

	5
	Record the information for each card transaction (activation, transit product load, pre-authorised debit load, penalty fare paid, card reset, etc.) and send the information to the AFC Back-Office system. The following information shall be recorded as a minimum:
a) date and time;
b) unique ID of CVM device;
c) unique consecutive ID of that transaction in the system;
d) transaction type identifier (activation, value loading, transit product load, etc.);
e) value of transaction (or error);
f) the AFC Data Structure before and after the transaction (irrespective if it was changed or not);
g) unique ID of payment media in the transaction; and
h) Unique ID of techinical card used to activate the CVM device.
i) Value before loading and after loading a transaction
j) Unique transaction identifier
k) Send receipt to email, sms or watsapp.

	
	
	
	

	
	CVM will only accommodate contactless and card transactions no CVM will take cash 
	
	
	
	

	
	
	
	
	
	



















































[bookmark: _Toc78998086]AFC GATES
[bookmark: _Toc380942310][bookmark: _Toc393917262][bookmark: _Toc246399991][bookmark: _Toc251929395]

0. [bookmark: _Toc78998087]Scope of Specification
This specification addresses the AFC gates that will be installed on AFC stations for access control and fare collection.
[bookmark: _Toc380942311][bookmark: _Toc393917263][bookmark: _Toc78998088]Overview
The Contract requires the design, build, operation and maintenance of AFC gates that are used for access control and fare collection on the AFC stations. The specification address the following types of AFC gates:
1. Single Sided gates (one paddle);
1. Double Sided gates (two paddles);
1. Single Sided Universal Access gates (one paddle); and
1. Double Sided Universal Access gates (two paddles):
i. Normal Lane/Universal Lane combination
ii. Universal Lane/Universal Lane combination
[bookmark: _Toc380942312][bookmark: _Toc393917264][bookmark: _Toc78998089]Applicable Standards
The AFC Gates must comply with the following standards and certifications:
1. Impact Resistance: EN 62262 rating as stated in technical specification;
1. Flammability of Plastic Material: UL 94 rating as stated in technical specification;
1. Impact Resistance rating of IK10 on housing: EN 62262 rating as stated in technical specification;
1. Ingress Protection rating of IP54: EN EN 62262  rating as stated in technical specification;
1. Flammability of Plastic Material: UL 94 rating as stated in technical specification;
1. EMVCo Terminal Level 1 and Terminal Level 2 certification;
1. NDoT AFC Data Structure compliance certification.
1. ISO 14443 A/B, ISO 18092 (NFC)
1. Cipurse T Card 8K.
1. EMV L1 Certified
1. EMV L2 Certified (Mastercard, Visa, American Express)
1. EMV L3 ready for each new project
1. Supporting Mobile payments (Google Pay, Samsung Pay, Garmin Pay,...)
1. PCI-PTS 5.1 SCR (Tamper Proof, Crypto Processor, Secure Element)
1. Modular build, other applications are available (Discover, JCB, CUP, ...)
1. Accept QR code
Proof of compliance must be submitted prior to commencement of the “Testing of the Works” under Sub-Clause 11.1 of the Contract.
[bookmark: _Toc380942313][bookmark: _Toc393917265][bookmark: _Toc78998090]Functional Specification
1. Functionality of the AFC Gates must comply with the items mentioned within Annexure A1 – Section 1.4 Functional Specification as a minimum.
[bookmark: _Toc380942314][bookmark: _Toc393917266][bookmark: _Toc78998091]Design Specification
[bookmark: _Toc380942315][bookmark: _Toc393917267]Access Lane
1. An Access Lane shall have a minimum width of 520 mm. The width shall be measured at the narrowest point of the Access Lane with the paddles in the open position;
1. A Universal Access Lane shall have a minimum width of 900 mm. The width shall be measured at the narrowest point of the Access Lane with the paddles in the open position;
1. Cabinets between access lanes shall have a safety glass pane installed in parallel on top of the cabinet that is as high as the paddles, with widths no more than 75mm between paddles; and
1. The maximum width of the opening between closed paddles for two adjacent AFC Gates shall be 75 mm.
[bookmark: _Toc380942316][bookmark: _Toc393917268]AFC Gate
1. The maximum total length of an AFC Gate shall not exceed 2 000 mm;
1. The paddles shall have a distance from the ground level of 200 mm and a minimum total height from the ground level to the top of the paddle of 1 500 mm;
1. The paddle shall be securely attached to the drive unit and the drive unit shave the appropriate kinetic strength for opening and closing the paddles continuously for 24 hours without falter;
1. The Gate Cabinet inclusive of paddle mechanism shall have a maximum width of 230 mm measured at its widest point when the paddles are open;
1. The Gate Cabinet design shall prevent a person from climbing over the cabinet/paddles;
1. The paddles shall be made of safety glass;
[bookmark: _Toc380942317][bookmark: _Toc393917269][bookmark: _Hlk80005908]AFC Gate Validator must at minimum comply with the below matrix 
	No
	Requirement
	Compliant 
	Not Compliant
	Partially
Compliant
	Remarks

	1
	Smart card validators shall perform the following functions:
Support top-ups and reloads
Support ISO7816 SAM-size card slots
Firmware upgradable
Dust and water resistant
Overvoltage and overcurrent protection
Ensure that all transactions between card and reader are secure by supporting various forms of cryptography to protect the system from unauthorised access to the system and unauthorised transactions. The SAM provides a higher level of security by managing the security keys for all data exchange and transactions.
Integrated 2D barcode reader
	
	
	
	

	2
	ISO 14443 A/B, ISO 18092 (NFC)
 EMV L1 Certified
EMV L2 Certified (Mastercard, Visa, American Express)
EMV L3 ready for each new project
Supporting Mobile payments (Google Pay, Samsung Pay, Garmin Pay,...)
 PCI-PTS 5.1 SCR (Tamper Proof, Crypto Processor, Secure Element)
Modular build, other applications are available (Discover, JCB, CUP, ...)
 Accept QR code
	
	
	
	

	3
	The validator should check on whether the presented card:
Is valid
Issued by a recognized entity
Initialised, authorised for use
Contains any valid fare product or travel authorisation
	
	
	
	

	4
	The validator should do blacklist check which must be downloaded on agreed frequency that will be determined in the design phase.
	
	
	
	

	5
	The system should be capable to upload transactions completed while offline to the AFCS when the communication is restored. Account balances and whitelists can be maintained on the validators and transactions approved without back office approval. This would require the system to regularly publish account updates to the back office to keep accounts up-to-date.
	
	
	
	

	6
	For travel passes, the system should verify that the travel pass is current, checks any applicable restrictions, approves or rejects its use, and stores or transmits transaction data for downstream processing and reimbursement.
	
	
	
	

	7
	For time based passes, the system should identify applicable fare products, checks period of validity and any other restrictions, approves/rejects the transaction, and stores/transmits the transaction record.
	
	
	
	

	8
	For “tap-on, tap-off”, the validator at entry may deduct the applicable fare and the validator. This option should be validated during the design phase. The bidder should consider  that there are two parts to the station an unpaid area and a paid area.
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	9
	Ability to handle journey based tickets.
	
	
	
	

	10
	Ability to handle free transfers or rebates for stored value or journey based tickets. The validator determines whether the transfer conditions have been met, and then decides whether to apply free/rebate transfer or treat it as a new trip and deduct the relevant value.
	
	
	
	

	11
	For fare capping, the validator determines whether it is applicable, and applies the appropriate rules to determine what tariff to deduct (if any).
	
	
	
	

	12
	For top-ups and reloads, the validator acts as an interface with the ticket issuing or vending machine where the rider makes the payment.
	
	
	
	

	13
	The validators must also be capable of accepting payment by smartphone via barcode or NFC-presentation as available. The validator will accept and process 2-dimensional barcode media, including paper tickets, accept and process 2-dimensional barcodes displayed by mobile phone ticketing application.
	
	
	
	

	14
	Payment validation and the deduction of account value will occur when fare media are tapped on a payment validator. Upon presentation, the validator will determine the appropriate fare based on the defined tariff, ride history (including fare accumulation for fare capping), the presence of any institution-specific fare products, and other attributes contained in the account such as discount eligibility.
	
	
	
	

	15
	The validator will have visual and audible indicators that provide distinctive messages for approval or denial of all fare media validations and validator status. Visual and audible indicators must be disability-people friendly. The validator display will convey transaction price, account balance, and other pertinent information.
	
	
	
	

	16
	An operator console will be used to interface with the on-board validator and display fare validation results to the bus operator.
	
	
	
	

	17
	The operator console will allow the operator to tally operational data such as rider paying in cash fare.
	
	
	
	

	18
	The validators and/or operator consoles should have GPS capabilities. Location data collected from the validator shall be transmitted to the AFCS, enabling the ability to track the current location of the bus and enabling third party services to geofence or project the location data into a map.
	
	
	
	

	19
	The AFC Validator screen content (graphics, animation and text), layout, languages and screen sequence (navigation) must facilitate ease of use taking into account a wide spectrum of commuters from different socioeconomic backgrounds. The Contractor shall facilitate design review workshops with the Employer and obtain approval from the Employer for the screen content (graphics, animation and text), layout, languages and screen sequence (navigation). The system shall primarily be pictogram based. Based on Jakob Nielson Ten usability heuristics https://uxdesign.cc/jakob-nielsens-10-heuristics-for-user-interface-design-3fe09af5fd99

	
	
	
	

	20
	The AFC Validator shall as a minimum display the following information:
i. In/Out of service.
ii. Go/Proceed.
iii. Direction of operations.
iv. Seek assistance (flashing and audible alarm)
v. Insufficient value amount (ZAR)
vi. Card type.
vii. Fare type.
viii. Fare due (ZAR).
ix. Transit Product used.
x. Balance for payment method used.
xi. The entry/exit point reference/name.
xii. Balance on Cipurse and or low balance warning on  EMV NDot Card and ABT linked cards 
	
	
	
	

	21
	Audible and visual feedback must be provided to commuters. Visual feedback shall be simple in the form of:
xiii. Full red – Access denied;
xiv. Full green – Access allowed;
Full orange – Warning (validity to expire or funds low) 
	
	
	
	

	22
	The display of the AFC Validator shall be placed to maximize ergonomics for a person with a length of 1.8 m and at a minimum height of 1 m from ground level. The placement of the AFC Validator shall not contribute to the denial of passage to commuters with disabilities
	
	
	
	

	23
	The display shall be at minimum, 3.5” touchscreen, 16 bit trans reflective colour TFT-LCD graphics
	
	
	
	

	24
	At minimum have the following:
xv. Processor: 4 core CPU
xvi. RAM: 2 GB Ram
xvii. Disk Storage Memory: 8 GB
Operating System : The operating system of the validator must be Android 9.0 or higher, or Linux kernel 5.10 or higher.
	
	
	
	

	25
	The display shall be at a minimum:
i. 3.5”  16 bit transflective colour TFT-LCD graphics
ii. Active display area of at least 70 mm x 52.2 mm
iii. 16 bit colour depth
iv. 320 x 240 pixels
v. Contrast ratio of 350:1
vi. Minimum Brightness of  450 cd/m2
Have a horizontal viewing angle of 60 degrees and a vertical viewing angle of 120 degrees
	
	
	
	

	26
	The display shall be protected with minimum 1.1 mm toughened glass with an anti-glare finish
	
	
	
	

	27
	The AFC Validator shall provide audio feedback using a 2 W speaker providing >= 70 dBA at one meter with sine wave tones from 500 Hz to 1 500 Hz
	
	
	
	

	28
	Include anti-tamper sensors unauthorised cabinet penetration, etc.) that will trigger an audible alarm as well as send a message to the AFC SCADA system
	
	
	
	

	29
	Impact Resistance rating of IK10 on housing: EN 62262 rating as stated in technical specification;
	
	
	
	

	
	Ingress Protection rating of IP54: EN 60529 rating as stated in technical specification
	
	
	
	

	30
	Validators will include at least three (3) multicolor light-emitting diode (LED) indicator lights that can be configured to provide feedback on payment and device status. Or simulation of the (LED) on display is allowed.
	
	
	
	

	31
	Water/solvents: IEC529 and  other operational conditions: water spray, industrial cleaning solvents, and mud on system components from cleaning vehicle floors and walls
	
	
	
	



[bookmark: _Toc380942318][bookmark: _Toc393917270][bookmark: _Toc78998092]Technical Specification
[bookmark: _Toc380942319][bookmark: _Toc393917271]General
1. The gate cabinet and all metal components shall be manufactured from SS316 stainless steel with a minimum thickness of 3 mm for all panels;
1. Must be able to operate in environments of 80% humidity  and work without fault in environments of -5 to 45 degrees Celsius 
1. Noise levels for gates cannot exceed 60 decibels
1. AFC Gate Cabinet Impact Resistance of IK10;
1. AFC Gate Paddle Safety Glass rating of Class 1B1 as defined within BS EN 12600;
1. All plastic material components of the AFC Gate shall comply with UL 94 V-1 rating;
1. Gates shall open in the direction of passage;
1. The AFC Gate in its whole (cabinet, validators, paddle mechanism, etc.) shall have a minimum ingress protection of IP54;
1. The AFC Validator shall have a minimum ingress protection of IP54 after installation;
1. A minimum throughput of 30 commuters per minute shall be provided under normal operating conditions in “Normally Closed” mode;
All electronic processors used in the AFC Gate shall:
i. Have a watchdog timer that shall automatically reset the processor;
ii. Use a real time clock that has an accuracy of better than 4 seconds per day at a standard temperature of 30 degrees C; and
iii. Have self-diagnostic capability actuating output able to be used within a PLC/SCADA system (Relay, 0V to 10V, or 0 to 20mA) Or IP based equivalence 
UL 746C F1 rating only if in direct sunlight;
Configuration data must be stored in a non-volatile memory device to support the swap out of components during servicing without re-configuration being required;
All network communications to and from any component of the AFC Gate and storage of data on any component of the AFC Gate shall be PCI-DSS compliant; and
All components of the AFC Gate Validator that interacts with Bank Issued EMV Cards shall have EMVCo Type Approval – Terminal Level 1 and 2.
[bookmark: _Toc380942320][bookmark: _Toc393917272]AFC Gate
1. Each AFC Gate must have a minimum of 24 optical sensors to detect and prevent tailgating:
i. each sensor shall use pulse beams to allow for perfect operation in direct sunlight and as to not be foiled by a flashlight;
ii. the sensor shall be deployed in a matrix configuration such that each optical receiver shall detect the beams from several optical transmitters; and
iii. the optical detection matrix shall offer at least 72 detection beams.
The AFC Gate shall incorporate clearly visible rows of GREEN and RED high-brightness LED’s on all longitudinal sides of the gate cabinet to clearly indicate the authorised direction of passage through the lane by cycling the LED’s in the following manner in the direction of passage:
i. GREEN LED’s from AFC Validator that authorised the passage to the middle of the lane; and
ii. RED LED’s from the middle of the lane to the end of the lane.The AFC Gate must support high-speed commuter passage of at least 30 commuters when the paddles remain in the open position and only automatically closes if tailgating is detected or no valid Fare Media has been presented;
Paddles shall be manufactured from SABS approved toughened safety glass;
The drive shaft unit for paddle operation shall utilise adjustable high-torque brushless direct drive motors;
The direct drive must incorporate electromagnetic teeth brakes (or similar mechanism) so that if enough force or high impact is applied to the paddles, the paddles will swing open to prevent damage and then return to normal operation position;
The direct drive motor shall be rated for a minimum of one million (1,000,000) cycles;
The gate controller must support an emergency gate open high impedance input signal (0 to 20mA or 0V to 10V) to be wired from a PLC and when triggered, the paddles must be opened;
A circuit breaker must be located in the AFC Gate cabinet to disconnect and isolate power supply for service and maintenance purposes;
In the case of power failure, the paddles must automatically return to the open position while on emergency power, through a remote trigger from a PLC/SCADA system to be provided by others. During this mode the power consumption should not exceed 25W per cabinet (all power electronics should be un-energized). When power is reactivated normal operations should occur through a remote signal from a PLC/SCADA system to be provided by others;
The AFC Gate shall have a gate end display on both sides to indicate the gate direction:
i. The gate end display shall consist of high intensity LED’s with a green arrow indicating passage is allowed and a red cross indicate passage is blocked;
ii. The gate end LED matrix shall have a minimum size of 100 mm x 100 mm with a maximum gap of 1 mm between individual LED’s;
iii. The gate end display shall have a minimum viewing angle of 135 degrees;
iv. The gate end display shall be clearly legible from a minimum distance of 10 m when measured at peak ambient luminance;
If the AFC Gate cabinet consists of more than one section, the sections shall be interconnected to provide an impermeable housing to protect all internal components and assemblies;
Hinges shall be concealed;
Locks shall be recessed so as not to protrude;
Locks must be coded per array of AFC Gates or per AFC Station so that a single master key can be used;
The surface finish of the AFC Gate shall be smooth with all corners and edges having a minimum radius of 15 mm;
AFC Gates shall be fixed to a concrete/tiled floor in at least 8 places with M16 anchors. The anchor points shall be part of the AFC Gate chassis and shall not be visible or accessible when the AFC Gate is assembled;
The AFC Gate shall have an CAT5E Ethernet network interface as a minimum;
Each electrical or electronic component in the AFC Gate must be identified with a part number and unique serial number with both being printed as barcodes and text on a 2-mil polyester label attached with permanent acrylic adhesive;
AFC Gates shall have a silent operation;
Incorporate a clearly audible device (buzzer or speaker) that will be triggered if any abnormal operational condition (tailgating, object detected prior to fare media validation, etc.) occurs;
Include vertical rectangle panels of same material as paddles in longitudinal direction and securely mounted on cabinet to create partition with same height as paddles between lanes;
[bookmark: _Toc380942321][bookmark: _Toc393917273]AFC Gate Controller
1. The AFC Gate Controller must record diagnostic and alarm information from all AFC Gate components;
1. The AFC Gate Controller shall support at least SNMP v2 with detailed MIB’s for all AFC Gate components;
1. The AFC Gate Controller shall support remote monitoring, configuration and management from the AFC SCADA system;
1. At least the following alarm conditions shall be generated and reported to the AFC SCADA system within 30 seconds of occurring:
i. Warning, failure or alarm condition of any AFC Gate component;
ii. Forcing of gate paddles; and
iii. Gate being in-operational for more than 60 seconds for whatever reason (for example: prolonged tail-gaiting detection, object detected by optical sensors, paddles failing to open or close, etc.).
[bookmark: _Toc380942323][bookmark: _Toc393917275]Communication
1. All network communications to and from the AFC Gate shall be encrypted or shall use SSL protocols;
1. All network communications shall comply with PCI-DSS requirements;
AFC Fare Validator
1. Technical Requirements of the AFC Gates’ Validator must comply with the items mentioned within Annexure A1 – Section 1.6 Technical Specification as a minimum.

[bookmark: _Toc380942324][bookmark: _Toc393917276][bookmark: _Toc78998093]Installation Specification
The AFC Gate shall be installed on a level area with following tolerances:
i. 4 mm up or down over a 2 m length (i.e. a maximum deviation of 8 mm between high points and low points);
ii. Maximum longitudinal gradient of +- 5% from horizontal level; and
iii. Maximum transverse gradient of +- 5% from horizontal level.
The Contractor shall provide any brackets and mounting plates/frames required. Brackets and mounting plates/frames, shall be internally mounted and shall not be visible from the outside. If a mounting base in the form of a plinth with cage-bolts and sleeves are required, it will be the responsibility of the contractor to install as required;
AFC Gates shall be installed parallel with:
i. a maximum of 5 mm deviation between the centre lines of adjacent AFC Gates over a longitudinal distance of 2 000 mm; and
ii. a maximum of 15 mm deviation between the centre lines of the outer AFC Gates over a longitudinal distance of 2 000 mm.
The Contractor shall install, connect and commission all electrical and data reticulation from each AFC Gate to the points on each station as designated by the Employer and legislation.


[bookmark: _Toc78998094]AFC ON BOARD
0. [bookmark: _Toc380942383][bookmark: _Toc393917479]

0. [bookmark: _Toc78998096]Scope of Specification
This specification addresses the AFC On-Board System (OBS) that will be installed on busses to allow on-bus automatic fare collection.
[bookmark: _Toc380942384][bookmark: _Toc393917480][bookmark: _Toc78998097]Overview
The contract requires the design, build, operation and maintaining of AFC On-Board systems that will be used for access control on busses.

[bookmark: _Toc380942385][bookmark: _Toc393917481][bookmark: _Toc78998098]Applicable Standards
The AFC On-Board System must comply with the following standards and certifications:
1. Impact Resistance rating of IK10 on housing: EN 62262 rating as stated in technical specification;
1. Ingress Protection rating of IP54: EN 60529 rating as stated in technical specification;
1. Flammability of Plastic Material: UL 94 rating as stated in technical specification;
1. EMVCo Terminal Level 1 and Terminal Level 2 certification;
1. Shock and Vibration
1. Support the use of Rea Vaya Prepaid Data Card with NDoT AFC Data Structure 
1. Desktop version available
1. ISO 14443 A/B, ISO 18092 (NFC)
1. Cipurse T Card 8K.
1. EMV L1 Certified
1.  EMV L2 Certified (Mastercard, Visa, American Express)
1. EMV L3 ready for each new project
1.  Supporting Mobile payments (Google Pay, Samsung Pay, Garmin Pay,...)
1.  PCI-PTS 5.1 SCR (Tamper Proof, Crypto Processor, Secure Element)
1.  Modular build, other applications are available (Discover, JCB, CUP, ...)
1. Accept QR code
1. Support  the use of SANRAL ABT 
1. Support ABT  and ABT Products 
Proof of compliance must be submitted prior to commencement of the “Testing of the Works” under Sub-Clause 11.1 of the Contract.
[bookmark: _Toc380942386][bookmark: _Toc393917482][bookmark: _Toc78998099]Functional Specification
1. A vehicle shall be equipped with one AFC Validators as part of a single OBS installation;
1. The vehicle is equipped with one AFC Validator, the single AFC Validator shall be used for entrance and exit from the vehicle and shall support both “tap on” and “tap off” transactions;
1. Since the vehicle will be equipped with one AFC Validator, the AFC Validator shall be configurable as “entrance and exit” via the AFC SCADA system;
1. If a fare validation fails, the OBS shall generate a clear audible tone and visual indication to the commuter and the driver of the vehicle;
1. The OBS shall use the WIFI connectivity at depots/stations as primary communications mechanism to the AFC back office systems. 
i. Due to the need to providing  near real time data and transactions 3G and 4G
ii. if the OBS detects that it has not connected to the AFC back office system ; and
iii. if the Back Office remotely request a download.
1. Functionality of the OBS must comply with the items mentioned within Annexure A1 – Section 1.4 Functional Specification as a minimum.
[bookmark: _Toc380942387][bookmark: _Toc393917483][bookmark: _Toc78998100]Design Specification
1. Design Specifications of the OBS must comply with the items mentioned within Annexure A1 – Section 1.5 Design Specification as a minimum.
1. Use pictograms and Iconography to ensure a full self-service vending machine using Nielsen and Molich's 10 User Interface Design Guidelines 

[bookmark: _Toc380942388][bookmark: _Toc393917484][bookmark: _Toc78998101]Technical Specification
1. Incorporate a Global Navigation Satellite System (GNSS) device, such as Global Positioning System (GPS) or the Russian GLONASS system that will be used to determine the positioning of the vehicle or the stop at which the vehicle is for purposes of fare calculations. The GPS shall have an accuracy of no less than 10 meters. The GNSS unit shall have a dedicated dead-reckoning unit included to assist in areas where GNSS coverage are limited for short periods of time;
1. Each OBS shall allow a minimum of 2 400 transactions per hour; and
1. Technical Specifications of the OBS must comply with the items mentioned within Annexure A1 – Section 1.6 Technical Specification as a minimum.
1. The bus validator will receive 12 or 24 VDC power through a circuit breaker assigned specifically to the validator. External convertors or power conditioners may be used with COJ or Metrobus approval.
1. Validators will include at least three (3) multicolor light-emitting diode (LED) indicator lights that can be configured to provide feedback on payment and device status. Alternatively the bidder can simulate the lights on the screen.
1. When bus power is turned off, the validator will remain powered for a configurable time to allow completion of transmission of all data files, transaction records, and fare sets.
1. Onboard equipment will pass the following shock and vibration tests:
 • IEC 60068-2-27 • IEC 60068-2-64
1. Minimum 2 x ISO7816 SAM-Size Card Slots

1. The onboard equipment will be tested and certified to operate under the environmental conditions specified in Society of Automotive Engineers (SAE) J1455 and all standards contained therein	

[bookmark: _Toc380942389][bookmark: _Toc393917485][bookmark: _Toc78998102]Integration Specification
The OBS shall integrate with the APTMS system installed in each vehicle. Only a single sign-on will be required from the driver;
Preference is given that the APTMS shall function as the “host” and the OBS shall function as the “client”;
Preference is given that the OBS shall obtain the vehicle’s operational mode (trunk, feeder, etc.) and location (GPS coordinates or unique stop number) from the APTMS system and use this for fare calculation purposes;
Preference is given to the OBS shall notify the APTMS system of any warning, error or failure. The APTMS system shall display this to the driver on the console forming part of the APTMS system;
The Contractor shall be responsible to publish the Interface Control Document (ICD) compliant with the above integration requirements and the interface shall be based on the SOAP protocol;
The Contractor shall be responsible for development of the integration as per the ICD approved by the Employer; and
To facilitate development and testing, the Contractor shall develop a “host” simulator that complies with the ICD approved by the Employer.
[bookmark: _Toc380942390][bookmark: _Toc393917486][bookmark: _Toc78998103]Installation Specification
1. The Contractor shall be responsible for the liaison with all vehicle manufacturers;
1. The Contractor shall be responsible for obtaining approval from all vehicle manufacturers for the installation of the OBS and connection thereof to the vehicles’ electrical system and other systems;
1. The Contractor shall install, connect and commission all electrical and data reticulation from each OBS to the points on each bus as designated by the Employer; and
1. All equipment, material and labour required for the installation shall be procured and supplied by the Contractor.
[bookmark: _Toc389051025]The display will be clearly visible in all forms of ambient light and viewable at a minimum angle of 45° from the display.
4. [bookmark: _Toc78998095][bookmark: _Hlk80005939]Compliance Matrix for Validator 
	No
	Requirement
	Compliant 
	Not Compliant
	Partially
Compliant
	Remarks

	1
	Smart card validators shall perform the following functions:
Support top-ups and reloads
Support ISO7816 SAM-size card slots
Firmware upgradable
GPS integrated
Dust and water resistant
Overvoltage and overcurrent protection
Ensure that all transactions between card and reader are secure by supporting various forms of cryptography to protect the system from unauthorised access to the system and unauthorised transactions. The SAM provides a higher level of security by managing the security keys for all data exchange and transactions.
Integrated 2D barcode reader
	
	
	
	

	2
	ISO 14443 A/B, ISO 18092 (NFC)
 EMV L1 Certified
EMV L2 Certified (Mastercard, Visa, American Express)
EMV L3 ready for each new project
Supporting Mobile payments (Google Pay, Samsung Pay, Garmin Pay,...)
 PCI-PTS 5.1 SCR (Tamper Proof, Crypto Processor, Secure Element)
Modular build, other applications are available (Discover, JCB, CUP, ...)
 Accept QR code
	
	
	
	

	3
	The validator should check on whether the presented card:
Is valid
Issued by a recognized entity
Initialised, authorised for use
Contains any valid fare product or travel authorisation
	
	
	
	

	4
	The validator should do blacklist check which must be downloaded on agreed frequency that will be determined in the design phase.
	
	
	
	

	5
	The system should be capable to upload transactions completed while offline to the AFCS when the communication is restored. Account balances and whitelists can be maintained on the validators and transactions approved without back office approval. This would require the system to regularly publish account updates to the back office to keep accounts up-to-date.
	
	
	
	

	6
	For travel passes, the system should verify that the travel pass is current, checks any applicable restrictions, approves or rejects its use, and stores or transmits transaction data for downstream processing and reimbursement.
	
	
	
	

	7
	For time based passes, the system should identify applicable fare products, checks period of validity and any other restrictions, approves/rejects the transaction, and stores/transmits the transaction record.
	
	
	
	

	8
	For “tap-on, tap-off”, the validator at entry may deduct the applicable fare and the validator. This option should be validated during the design phase. The bidder should consider that the majority of the buses have only one door.
	
	
	
	

	9
	Ability to handle journey based tickets.
	
	
	
	

	10
	Ability to handle free transfers or rebates for stored value or journey based tickets. The validator determines whether the transfer conditions have been met, and then decides whether to apply free/rebate transfer or treat it as a new trip and deduct the relevant value.
	
	
	
	

	11
	For fare capping, the validator determines whether it is applicable, and applies the appropriate rules to determine what tariff to deduct (if any).
	
	
	
	

	12
	For top-ups and reloads, the validator acts as an interface with the ticket issuing or vending machine where the rider makes the payment.
	
	
	
	

	13
	The validators must also be capable of accepting payment by smartphone via barcode or NFC-presentation as available. The validator will accept and process 2-dimensional barcode media, including paper tickets, accept and process 2-dimensional barcodes displayed by mobile phone ticketing application.
	
	
	
	

	14
	Payment validation and the deduction of account value will occur when fare media are tapped on a payment validator. Upon presentation, the validator will determine the appropriate fare based on the defined tariff, ride history (including fare accumulation for fare capping), the presence of any institution-specific fare products, and other attributes contained in the account such as discount eligibility.
	
	
	
	

	15
	The validator will have visual and audible indicators that provide distinctive messages for approval or denial of all fare media validations and validator status. Visual and audible indicators must be disability-people friendly. The validator display will convey transaction price, account balance, and other pertinent information.
	
	
	
	

	16
	An operator console will be used to interface with the on-board validator and display fare validation results to the bus operator.
	
	
	
	

	17
	The operator console will allow the operator to tally operational data such as rider paying in cash fare.
	
	
	
	

	18
	The validators and/or operator consoles should have GPS capabilities. Location data collected from the validator shall be transmitted to the AFCS, enabling the ability to track the current location of the bus and enabling third party services to geofence or project the location data into a map.
	
	
	
	

	19
	The AFC Validator screen content (graphics, animation and text), layout, languages and screen sequence (navigation) must facilitate ease of use taking into account a wide spectrum of commuters from different socioeconomic backgrounds. The Contractor shall facilitate design review workshops with the Employer and obtain approval from the Employer for the screen content (graphics, animation and text), layout, languages and screen sequence (navigation). The system shall primarily be pictogram based. Based on Jakob Nielson Ten usability heuristics https://uxdesign.cc/jakob-nielsens-10-heuristics-for-user-interface-design-3fe09af5fd99

	
	
	
	

	20
	The AFC Validator shall as a minimum display the following information:
xviii. In/Out of service.
xix. Go/Proceed.
xx. Direction of operations.
xxi. Seek assistance (flashing and audible alarm)
xxii. Insufficient value amount (ZAR)
xxiii. Card type.
xxiv. Fare type.
xxv. Fare due (ZAR).
xxvi. Transit Product used.
xxvii. Balance for payment method used.
xxviii. The entry/exit point reference/name.
xxix. Balance on Cipurse and or low balance warning on  EMV NDot Card and ABT linked cards 
	
	
	
	

	
	Audible and visual feedback must be provided to commuters. Visual feedback shall be simple in the form of:
xxx. Full red – Access denied;
xxxi. Full green – Access allowed;
Full orange – Warning (validity to expire or funds low) 
	
	
	
	

	
	The display of the AFC Validator shall be placed to maximize ergonomics for a person with a length of 1.8 m and at a minimum height of 1 m from ground level. The placement of the AFC Validator shall not contribute to the denial of passage to commuters with disabilities
	
	
	
	

	
	The display shall be at minimum, 3.5” touchscreen, 16 bit trans reflective colour TFT-LCD graphics
	
	
	
	

	
	At minimum have the following:
xxxii. Processor: 4 core CPU
xxxiii. RAM: 2 GB Ram
xxxiv. Disk Storage Memory: 8 GB
Operating System : The operating system of the validator must be Android 9.0 or higher, or Linux kernel 5.10 or higher.
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[bookmark: _Toc78998105]Scope of Specification
This specification addresses the Portable Inspection Device (PCV) to be supplied as part of the Contract.
[bookmark: _Toc389051026][bookmark: _Toc78998106]Overview
The PCV is used by personnel (operators, inspectors, etc.) for:
a) Inspection of commuters’ AFC Fare Media at stations and on busses to verify that the commuter has a valid fare media and valid paid fare for the trip.
b) The ability to issue fines by deducting value from bank cards if the commuter is trying to evade paying for their fare 
c) Facilitate customer care queries and be able to assist users 
[bookmark: _Toc389051027][bookmark: _Toc78998107]Applicable Standards
The PCV must comply with the following standards and specifications:
a) Impact Resistance rating of IK10 on housing: EN 62262 rating as stated in technical specification;
b) Ingress Protection rating of IP54: EN 60529 rating as stated in technical specification;
c) Flammability of Plastic Material: UL 94 rating as stated in technical specification;
d) EMVCo Terminal Level 1 and Terminal Level 2 certification;
e) ISO 14443 A/B, ISO 18092 (NFC)
f) Cipurse T Card 8K.
g) ISO 14443 A/B, ISO 18092 (NFC)
h) Cipurse T Card 8K.
i) EMV L1 Certified
j) EMV L2 Certified (Mastercard, Visa, American Express)
k)  EMV L3 ready for each new project
l) Supporting Mobile payments (Google Pay, Samsung Pay, Garmin Pay,...)
m) PCI-PTS 5.1 SCR (Tamper Proof, Crypto Processor, Secure Element)
n) Modular build, other applications are available (Discover, JCB, CUP, ...)
o) Accept QR code
p) Support EMV wallets
q) Drop testing of 5 consecutive drops from 1.5 m onto hard concrete surface.
Proof of compliance must be submitted prior to commencement of the “Testing of the Works” under Sub-Clause 11.1 of the Contract.
[bookmark: _Toc389051028][bookmark: _Toc78998108]Functional Specification
The PCV shall comply with the following functional specifications:
a) User management
i. Synchronise with the AFC System to obtain User Authentication and Authorisation information;
ii. Prior to performing any function on the PCV, the user shall be authenticated and authorised; and
iii. A detailed audit trail shall be created for all functions performed by a user and the audit trail shall be uploaded to the AFC System during data synchronisation.
b) Inspection of commuters’ AFC Fare Media at stations and on busses to verify that the commuter has a valid fare media and valid paid fare for the trip:
i. A detailed audit trail entry shall be created for each inspection performed;
ii. The PCV shall notify the user if the fare media is invalid or if the commuter does not have a valid paid fare for the trip; and
iii. The PCV shall display penalty fares and process the penalty fares as confirmed by the user.
c) Inspector shifts and related activity data shall be recorded and a reporting system provided or interfaced to other central reporting;
d) Balance enquiry (preauthorised debit value and transit products) on AFC Fare Media;
e) Print balance enquiry information and receipts for all load transactions;
f) The PCV application shall start up in kiosk mode on power up event and wake up event (i.e. resuming from power save mode, or network wake-on-lan mode). Kiosk mode includes the following:
i. Automatic start of the application;
ii. Operator cannot access “home screen” (for example: if Windows device, the “Start” button must be disabled) or access the operating system and functions; and
iii. Only a user configured as a supervisor may exit the PCV application to access the operating system.
g) The PCV must warn regarding low battery and submit this information/logs to the Back Office for audit purposes;
h) If in “Inspection” mode, the user must be logged out if no activity has taken place in a configurable time period (the time period must be configurable on the AFC System); and
i) Additional Functional Specifications of the PCV must comply with the items mentioned within Annexure A1 – Section 1.4 Functional Specification as a minimum.
[bookmark: _Toc389051029][bookmark: _Toc78998109]Design Specification
a) Design Specifications of the PCV must comply with the items mentioned within Annexure A1 – Section 1.5 Design Specification as a minimum.
[bookmark: _Toc389051030][bookmark: _Toc78998110]Technical Specification
The PCV shall comply with the following technical specifications:
a) The PCV must be rugged, and lightweight;
b) Support all Fare Media as per Annexure A2;
c) Contact and contactless interface for AFC Fare Media;
d) Non-volatile memory with capacity for the storage of all transactional data generated during a 72 hour period;
e) Network Communications from PCV to AFC System shall be supported on all of the following:
i. Wireless LAN: IEEE 802.11g/i (WPA2-Enterprise + 802.1X);
ii. Cellular Data: 3G/4G (APN configurable);
iii. USB connection to workstation; and
iv. 100 Mb/s Ethernet (RJ45) IEEE 802.3 / 1X network connection (via cradle without requiring a workstation).
f) Integrated Thermal Printer
i. Text and Graphics support;
ii. Minimum printing speed of 12 lines per second at 24 characters per line;
iii. Paper roll preference:
1. Width: 55 mm;
2. Diameter: 30 mm; and
3. Length: 6 m.
g) Maximum weight including paper roll and battery:  650 g;
h) Minimum operating time of 8 hours on a single battery;
i) Battery must be of the lithium-ion polymer (LiPo) type;
j) Be supplied with a belt-clip, attached stylus, shoulder strap, lanyard and soft carry case/pouch;
k) Be supplied with a docking station capable of charging the PCV as well as an optional spare battery;
l) The docking station must be of the intelligent charging type;
m) Docking station must have fully functional USB and RJ-45 Ethernet ports.










[bookmark: _Hlk80005966]Handheld Validator  Compliance Matrix
	No
	Requirement
	Compliant 
	Not Compliant
	Partially
Compliant
	Remarks

	1
	The portable handheld validator is a light weight and user-friendly device that acts as all in one. The device should have:
Thermal printer
Card reader
RFID
Barcode reader
WIFI
GPRS, GPS
High-brightness resistive touch screen and numeric or QWERTY keypad
Rugged
Supports ISO/IEC and ISO14443 type A/B RFID devices and Cipurse product and EMV types
Has two integrated Secure Access Modules (SAM) for secure transactions
Supports 2D imager for scanning and barcoding tasks
Wireless LAN connectivity
	
	
	
	

	2
	Display:
I. Sunlight readable display;
II. Minimum 3.5” 16 bit transflective colour TFT-LCD graphics;
III. Resistive touch screen with stylus and finger operation;
IV. Active display area of at least 70 mm x 52.2 mm;
V. 320 x 240 pixels;
VI. Contrast ratio of 350:1;
VII. Brightness of 400 cd/m2;
	
	
	
	















[bookmark: _Toc78998111]Commuter Website 








Allow a commuter in possession of a Bank Issued EMV Card and COJ Rea Vaya Card to register as a user on the AFC Commuter Website;
i. The username for the AFC Commuter Website shall be the card number printed on the Bank Issued EMV Card. Username shall be one-way hash encrypted using SHA-256 as a minimum; and
ii. The user’s password for the AFC Commuter Website shall be a four digit pin entered and verified by the user. The pin shall be one-way hash encrypted using SHA-256 as a minimum.
iii. Allow commuter to buy products online as an EMV wallet and associate value to  their desired fare media being (Card, Watch or phone)
Support NDOT data structure  a COJ Rea Vaya card with the commuter’s information including:
i. The NDOT AFC Data Structure information;
ii. Be able to restore a Bank Issued EMV Card with the AFC Data Structure to a previous correct state either through:
iii. A Card to Card transfer (AFC Data Structure only);
iv. A Back Office to Card transfer (AFC Data Structure only);
v. Be able to transfer monetary value from one card to another. It should be noted depending upon the business rule of the issuing and acquiring bank, this will have to be registered within the AFC System and only after a certain period will the commuter be able to receive monetary value. 
[bookmark: _Toc380942202][bookmark: _Toc393913678]AFC Commuter Website
The AFC Commuter Website must:
1. Be integrated into the main Client Website being Rea Vaya and Metrobus;
1. Provide information to members of the public on all aspects of the fare structures, transport options and distribution of Fare Media;
1. For registered users:
i. Provide a SSL (https) session;
ii. Provide secure login by hashing the entered card number and pin before transmission and comparing the hashed card number and pin with the stored hashed card number and pin;
iii. Display detail of card load (pre-authorised debit and transit products) transactions done at AFC Ticket Office Machines;
iv. Display detail of card usage on AFC Validators (on stations and busses) and PCV’s for all fare structures inclusive of “Pay as you go” (i.e. pre-authorised debit) and “Transit Products” (i.e. transit products); and
v. Display detail of all grace trips allowed by the Employer and penalty fares imposed by the Employer.
vi. Integrate into and support all EMV wallets for top up  and usage 
vii. Be able to facilitate full customer care functionality such as, queries, linking wallets and cards to ABT accounts.
viii. Be able to load ABT value by using a payment service provider that will ensure full same day payment for all loads done via the commuter website.
[bookmark: _Toc380942205][bookmark: _Toc393913681]AFC Commuter Website
1. Be a standalone website or integrated with any other website as prescribed by the Employer;
1. Use current technologies;
1. Be intuitive and easy to use taking into account the diverse socioeconomic background of the commuters;
1. The Contractor shall  develop the site with input from the COJ (including style sheets, branding, colours and graphics);
1. The layout, content and navigation of the website must be submitted to the Employer for approval;
1. The site shall provide a portal for displaying additional pages from other websites developed by the COJ and provided by the COJ; and
1. Make provision for access via traditional browsers on desktops as well as mobile devices (tablets, smartphones, etc.).

[bookmark: _Toc380942211][bookmark: _Toc393913686]AFC Commuter Website
1. Support at least the latest versions of Microsoft Internet Explorer, Google Chrome, Apple Safari and Mozilla Firefox;
1. Use HTML5;
1. Support all functionality on desktop operating systems;
1. Support all functionality on at least the following mobile platforms and devices: Smartphones/Tablets with Apple iOS7 and later, Android and Windows Mobile 8; and
1. Encrypt card numbers and pin using at least SHA-256 and no card numbers and pin shall be transported or stored in plain text.
1. Be able to support AFC loads  and must be able to integrate into SAP CRM system for the logging and resolution of queries. 
1. All customer servicing functions should be available to the commuter via the commuter website
1. The websites will support the creation and usage of ABT based transit products and EMV wallets
1. The tenderer must ensure that  levels of authorisation are built into the AFC back office  for refund requests done via the website with the ability of  certain people to have viewing rights to assist customers to understand certain charges.
[bookmark: _Hlk80005993]Compliance Matrix for Commuter Website 
	No
	Requirement
	Compliant 
	Not Compliant
	Partially
Compliant
	Remarks

	1
	The portal will be the primary means of account management and loading value for customers.
	
	
	
	

	2
	Customers will use one account to manage their account across both the mobile ticketing application and smart cards, including on the portal.
	
	
	
	

	3
	Using the customer portal, customers will have the ability to:
Register an account
View account balance
View transaction history
View fare capping status
Add value to their account
Provide a facility to enable customer to replenish the stored value
Set up autoload to automatically replenish account value either by calendar date or by value threshold
Use their card number to manage their account (for anonymous customers)
Register a new or existing card for loss replacement
Report a lost or stolen card and request a replacement
	
	
	
	

	4
	The portal should support e-commerce functions:
Ability to browse fare products based on the category of the customer and operator configurations.
Support shopping cart behaviour.
Support check-out behaviour.
All purchase transactions shall be secured, and shall utilize no less than 128-bit Secure Socket Layer (SSL) encryption.
Ability to pay for the service using different payment methods.
Ability to save and print the order and the invoice.
Show historical orders and payments in the order page.
Bank funding including credit cards and debit cards will be processed through a single payment gateway managed by a merchant bank or third party payment processor. The gateway will support the processing of bank cards through the portal and mobile app.
The payment gateway identification shall be finalised during the design phase.
The payment gateway will be compliant with all appropriate security standards and the current version of PCI-DSS.
	
	
	
	

	5
	The General Public Web Portal shall display product selections tailored to the fare category profile of the user.
	
	V

	
	



Portal and mobile application general requirements
	No
	Requirement
	Compliant 
	Not Compliant
	Partially
Compliant
	Remarks

	1
	The design of the portal/mobile app should meet the following standards and best practices:
Accessibility and usability standards
Web Content Accessibility Guidelines WCAG 2.0
OWASP web application security
Accessibility and usability standards
	
	
	
	

	2
	During the design phase the bidder shall provide a solution for credit card and payment processing which comply with ISO/IEC 8583 and PCI DSS
	
	
	
	

	3
	The portal should be supported by a content management system (CMS) to enable Rea Vaya and Metrobus end users to maintain and update portal content.
	
	
	
	

	4
	User interface should support at least English language and iconography.
	
	
	
	


Mobile Application
	No
	Requirement
	Compliant 
	Not Compliant
	Partially
Compliant
	Remarks

	1
	Mobile app should include GIS data and be sent to the AFCS for reporting and analysis.
	
	
	
	

	2
	Customer should be able to access the customer portal from the mobile application and conduct all transactions available including payment transactions.
	
	
	
	

	3
	Customers should be able to purchase base fare pass using their smartphone and then use the device to display valid fare payment on-board using barcodes, NFC, or another form of electronic validation. The application will be available to both Android and iOS users and will be made available and maintained by the vendor from each platform’s public app store.
	
	
	
	

	4
	The mobile application will also act as an account management application for account holders to perform:
Loading of value and fare products to accounts
Inquiry of account balance
View transaction history
View caps status
	
	
	
	

	5
	The mobile app will offer two step verification as an option to users.
	
	
	
	

	6
	The mobile application will allow for dynamic generation of barcodes and real time validation of accounts.
	
	
	
	

	7
	The mobile app will communicate with the validators and back end system to recognize, log, and report on the usage.
	
	
	
	

	8
	Display a secure 2D barcode representing the purchased fare product.
	
	
	
	

	9
	Account validation will be able to occur when the mobile device is not internet connected.
	
	
	
	

	10
	The mobile app will be available in the app stores, offered and maintained by the vendor.
	
	
	
	

	11
	Mobile app QR codes will be ISO/IEC 18004 compliant.
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