Solution Evaluated:  Securing Digital Assets – Data Leakage Prevention, Maintenance & Support, Professional Services, training and all licensing as required for a period of five (5) years


Company Evaluated:	____________________________________________
Supplier refers to the company tendering - OEM refers to the manufacturer of the solution being proposed.
Attention Supplier. 


Gatekeeper Question – Mandatory -   

	Question
	Response 
	Returnable

	
Supplier has been in business for at least 3 years or more, providing and supporting devices  that perform TAP aggregation services

	
.
	Signed letter from the OEM stating that the supplier has been in Business for more than 3 years providing and supporting devices that perform TAP aggregation services. The letter from the OEM must mention the supplier by name on a letter with the letter head of the OEM.

OR

Signed letter from the supplier stating that the supplier has been in Business for more than 3 years providing and supporting devices that perform TAP aggregation services. The letter  must mention the supplier by name on a letter with the letter head of the supplier

OR

In case of a partnership, the OEM can name the partners in the partnership in the letter or the supplier can send a letter mentioning the partnership and as a result of the partnership the supplier has now gained the 3 years or more experience providing this type of service. This will need to be on a letter with the letter head of the company tendering. 

In all cases the letter must state the number of years providing or being a partner supplying TAP aggregation services.

	
Supplier is capable of providing a demonstration to prove all scope functionality. 

	

	
Signed letter from supplier confirming ability, to provide demo to prove all scope requirements.

The letter from the supplier must be on a letter with the letterhead of the company tendering.

If arrangements are made with the OEM to provide a demonstration for the full scope of work the company who is tendering will need to send a signed letter stating that a full demonstration as requested in the requirements of the RFP can be performed. The letter from the supplier must on a letter with the letterhead of the company tendering. 

	Supplier to have successfully deployed and implemented TAP aggregation services in an enterprise environment (Excess of 10000 users).

	
	Signed reference from the customer or OEM mentioning the customer and supplier by name.

In case of a partnership, The OEM can name the partners in the partnership in the letter or the supplier can send a letter mentioning the partnership and as a result of the partnership the supplier has referenced the deployment of the customer. This will need to be on a letter with a letterhead of the company tendering. 

The letter must reference the customer name and the user base of the customer is /was in excess of 10 000 users

	Minimum of 1000 filter rules per port

	
	Highlight in Datasheet or letter from OEM stating the max number of filter rules per port.




Technical Requirements 

	General Requirements
	Score
	Bidders Response / Remarks
	Compliant / Non-Compliant

	The proposed solution should be covered by 5 Year 24x7 OEM support with NBD hardware replacement
	2
	 
	 

	All subscription-based licenses must be covered for 5 Years.
	2
	
	

	Platform should support a consistent CLI and API across the entire network fabric.
	2
	
	

	Bidder should describe how the proposed solution will easily scale in terms of design to accommodate future 3-Tier Architecture expansion/scalability requirements (without replacing current investment).
	5
	
	

	Vendor should have a local RMA Depot in-country for rapid device/accessory replacement in case of failure
	2
	
	

	Please describe how the TAC support model works
	2
	
	

	
	15
	
	

	Next-generation network packet broker (NPB) controller requirements
	
	
	

	The proposed controller should provides an easy to use network observatory using GUI or CLI
	2
	
	

	The proposed controller must eliminate box-by-box configuration and management, and enable the team to easily select source and destination ports without the need to configure anything on any device manually
	2
	
	

	The proposed controller should auto-discover monitoring fabric components and enable the administrators to simply select a role for the fabric component.
	2
	
	

	The proposed controller must have auto fabric path computation that detects and responds to failures in the monitoring network.
	2
	
	

	The proposed solution should have policy-based load balancing of core links with failover detection to efficiently utilize all available bandwidth in the fabric.
	2
	
	

	The proposed controller should upgrade the entire monitoring fabric. No box by box upgrades should be performed by the administrators.
	2
	
	

	
	12
	
	

	Platform functions
	
	
	

	The proposed solution must be able to provide any-to-any connection of tap/span ports to tools 
	2
	
	

	The proposed solution must scale to have L2/L3/L4 header filtering on ingress and packet replication (as required) in the fabric for multiple egress tools
	2
	
	

	The proposed system must have Deeper Packet Matching (DPM) with masking (up to 128 bytes in packet). Should supports matching on inner header fields for encapsulated packets (e.g MPLS, VXLAN, GRE)
and/or protocols (e.g. GTP, SCTP).
	2
	
	

	The proposed solution must have IPv4 and IPv6 based filtering.
	2
	
	

	The proposed solution must have IPv4, IPv6, MAC Address masking, TCP Flags, DSCP matching.
	2
	
	

	The proposed solution should have support for filtering on inner VLAN of a Q-in-Q packet
	2
	
	

	The proposed solution must scale to be able to handle remote tapping devices across a L3 WAN, including centralized monitoring of remote DCs/POPs/branches/sites.
	2
	
	

	The proposed solution should enable tunneling at 1G, 10G, 25G, 40G and 100G bandwidths, and should be able to rate limit traffic before entering a L3 WAN.
	2
	
	

	The proposed solution should enable tunneling on a per-device basis, enabling remote sites with a single device to require no additional on-site devices / resources to enable remote tapping support. 
	2
	
	

	
	18
	
	

	Platform extensibility
	
	
	

	The proposed solution must support grow as you need without rip and replace. NPB devices should be able to connect to other devices in a typical cloud (Leaf-Spine network) fashion to allow for additional port requirements.
	3
	
	

	The proposed solution should be able to start with a single fabric switch, grow to a 2-tier and/or 3-tier topology.
	4
	
	

	The proposed solution should assist Eskom in eliminating tool silos by delivering tap/span across multiple sites to a centralized tool set 
	3
	
	

	The proposed solution must support 1/10/25/40/50/100G connectivity for tap/span and tools, with the possibility to tap 400G in the future.
	2
	
	

	The proposed solution must be extensible by having the ability to add additional specialized packet functions by simply adding a node/nodes to the currently deployed NPB network. 
	2
	
	

	
	14
	
	

	The specialized packet functions should include the following and will be required in the future:
	`
	
	

	· Packet De-duplication — Enhances tool efficiency, by dropping duplicate packets.
	3
	
	

	· Packet Slicing — Improves security and tool throughput by stripping off the payload.
	2
	
	

	· Packet Masking — Improves security by hiding user/confidential information such as Credit card, SSN, passwords, medical or financial data to comply with SOX, HIPAA and PCI regulations.
	2
	
	

	· Regex Pattern matching—Improves filtering of traffic based on regex patterns anywhere within the packet.
	2
	
	

	· Header stripping for VXLAN, Cisco Fabric Path, LISP, GENEVE, PPPoE, ERSPAN, and MPLS packets. A generic user-defined header stripping function is also supported.
	2
	
	

	· IPFIX/Netflow/sFlow Generation Function.
	2
	
	

	· L2GRE tunnel packet decapsulation.
	2
	
	

	· VLAN tag stripping, VLAN tag push.
	2
	
	

	· Match on inner packet post stripping.
	2
	
	

	· UDP Replication – Supports replication of UDP packets like NetFlow, IPFIX, sFlow, Syslog, and SNMP and send them to multiple, different collectors
	2
	
	

	
	21
	
	

	The proposed system should also include the possibility of adding a recording node to the NPB network with the following capabilities:
	
	
	

	· Enables Traffic Capture for Cloud-Native Network Defense & Rapid Remediation at Scale
	2
	
	

	· Integrated / centralized configuration and operational workflows
	2
	
	

	· Feature-rich capturing, querying and replay functions
	2
	
	

	· Supports PTP / NTP based timestamping
	2
	
	

	
	8
	
	



	Item
	Feature
	Minimum  Requirement
	Score
	Bidders
Response / Remarks
	Compliant / Non-Compliant

	
	Physical device requirements:
3 x 1/10/25 G Network Packet Brokering Device 

	1
	Forwarding performance
	The proposed equipment shall support high throughput capacity of at least 4Tbps.
	2
	
	

	2
	Dimensions
	The proposed equipment shall be maximum 1RU in size.
	2
	
	

	3

	Ports
	The equipment shall support a minimum of 48 x 1/10/25G SFP28 ports and 8x 40/100G Ports.
	2
	
	

	4
	Ports
	Ports must have the capability to have different speeds, for example port 1 = 1G, port 2 = 25G.
	2
	
	

	5
	Fans
	The proposed equipment must have N+1 redundant & hot-swappable fans 
	2
	
	

	6
	Power
	The proposed equipment must have 1+1 redundant & hot-swappable power supplies
	2
	
	

	
	
	
	12
	
	

	
	Total:
	
	100
	Score need to be greater than 80
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