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Specification / Technical Requirements

Detailed specifications are provided below:

Licensing Requirements

Necsa Group requires a total of 1,900 Mimecast licenses distributed across the following entities:

Entity \ Licenses Required

NTPR 470
NTPL 30
Necsa 1350
AECAM 50
Total 1,900

Required Mimecast Service Components

comprehensive suite of services under the Premium
Protection, Engage, A1Archiving, DMARC Analyzer, and Advanced Support categories.
Here's a breakdown:

Premium Protection Suite Includes:

>
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Secure Email Gateway + Targeted Threat Protection: Defends against malware,
spam, and targeted email threats.

Internal Email Protect: Secures internal and outbound email traffic.

Browser Isolation: Shields users from web-based threats across all browsers.
Advanced Brand Exploit Protect: Al-driven detection of BEC and social engineering
attacks.

Sync and Recover: Rapid data restoration from secure sources.

Collaboration Security: Protection for Microsoft Teams and SharePoint.
Continuity: Ensures uninterrupted email access during outages.

Large File Send: Securely send files up to 2GB.

Secure Messaging: Encrypted communication with external contacts.

Privacy Pack: DLP for HIPAA-related content scanning.

Engage — Awareness Training & Human Risk Management

» Access to 100+ video modules
» Simulated phishing tests

» Human risk scoring

» Behavioural nudges via email

A1 Archiving

» Email archiving with eDiscovery



» Regulatory compliance workflows
Immutable storage for up to 99 years

>

DMARC Analyzer
» Domain protection against spoofing and phishing
» DMARC policy enforcement

Advanced Support
» Personalized technical support
» All domains must be migrated to the new grid

Plan Product Description
Secure Email
Premium ?::e;% * Perimeter protection to safeguard against targeted email
Protection 9 threats, malware and spam.
Threat
Protection
. | Advanced detection applied to all email traffic extends security
Internal Email . D . .
to internal and outbound email to identify compromise and
Protect . )
reduce impact for you and your supply chain.
B Integrated, agnostic Browser Isolation providing 100%
rowser . . . .
Isolation protegtlon for advanced web tl_nreats de]lvered via email
covering all browsers and devices, not just Edge.
Advanced Al powered detection of Business Email Compromise (BEC)
Brand Exploit | and social engineering style attacks using natural language
Protect processing and social graphing technology
Sync and Fast, easy data restoration makes it easy to recover from data
recover loss and corruption from a secure and independent source.
Collaboration | Protects cloud collaboration tools like Microsoft Teams and
Security SharePoint from cyber threats.
Maintain 100% email uptime to keep your #1 communication
Continuity tool available even when Microsoft is not with integrated
applications and event management.
Large File A secure file sending service for all users. Allows individuals to
Ser?d send files up to 2GB in size with attachment controls, access
keys and custom expiration of shared data.
Secure Share sensitive and confidential information with external
Messaging contacts with confidence, via a secure email channel.
Managed DLP content to help prevent malicious or inadvertent
Privacy Pack breaches of protected health information as specified by HIPAA.
y Emails are scanned for names, ICD-10 codes, FDA drugs and
other potential violations.
Engage Security Awareness and human risk management platform
9ag Awareness accessed via the Email Security, Cloud Gateway product suite.
(Awareness - . ) .
Traini Training and Mimecast Engage includes access to a content library of over
raining and | |, Risk | 100 video-based learni dules, simulated phishi
Hurman Risk uman Ris video-based learning modules, simulated phishing .
Management | assessments, comprehensive human risk scoring and email
Management) .
based behavioral nudges.
Email archive with eDiscovery and regulatory compliance
o workflows including tools for finding and managing information
A1 Archiving . . , ;
easily, ensuring legal compliance, and safeguarding your data
with bottomless, immutable storage for up to 99 years.
Mimecast DMARC Analyzer helps organizations protect their
DMARC DMARC email domains from phishing and spoofing. It implements
Analyzer Analyzer DMARC policies to ensure only authorized senders can use
your domain.




Advanced Support Offers a more personal touch with access to
our team of Technical Support Professionals through telephone
support

Advanced

Support Support
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