Transnet SOC Ltd. 13 Girton Road. Private Bag X47 TRANSMNEI
Registration Parktown Johannesburg

Number 2193 2000
1990/000900/30 Tel: 011 584 0509
Fax: 011 774 9978

TPT FUEL FACILITY GAP ANALYSIS

DCT PIER 1 TPT DIESEL DEPOTS

PURPOSE: MAINTENANCE AND HOUSEKEEPING

PURPOSE

1. To provide feedback with the status of the TPT fuel depots with regard to their
conditions with regard to maintenance and housekeeping. A request was made
by the energy managers at TPT to have the fuel facilities fixed so as to reduce
environmental pollution through leaks and worn out equipment

BACKGROUND

2. DCT 1 is a fuel depot, located at the port of Durban. The original installation
was by the oil company and managed by them. The requirement and need for
the facility was to assist a few diesel run equipment and vehicles so as not to
take them off the property for fuel. Due to the lack of maintenance by the oil
company Transnet took a business decision to buy back all the facilities and
maintain them.

Transnet Fuel Solutions (TFS) assisted with managing the Fuel Facilities for the
group and that included TPT.

DEPOT ASSETS
The site comprises of the following assets

1. 2 x 23 000It underground diesel tanks
2. 1 x Prowalco single hose pump
3.Concrete slab

4. Operator office with power



DEPOT REPORT

The depot orders consistently approx. 1 x 23 000It diesel per week. Currently
refueling takes place during the day. There are 1 operators that work at the fuel
depot. The depot refuels forklifts, generators and mobile bowsers. These mobile
bowsers go to the machines and refuel them so as to optimize operations.

This site is in a very dangerous situation most especially for fuel theft and
environmental incidents. The ocean is approx. 10-15mts away. The assumption
is that one of the tanks may be leaking. In the event that it is, the diesel can
easily make its way to the ocean thereby contaminating the ocean.

Recommendations

A complete redo of the facility. Putting in a 40 000It self bunded containerised tank.
The tank will be fitted with all the requirements of a kerb side pump and a coupling
to receive fuel.

For improved management of fuel stock I recommend an improved fuel automation
that would connect as follows

1.Record fuel received

2.Record fuel in the tank

3.Identify vehicles with driver and fuel attendant

4.Record KM's and liters received into vehicles

5.Same technology must be fitted onto the mobile bowser

6.This information should be visible by all stakeholders of the depot via a
dashboard

7.This information must be captured by SAP
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TPT FUEL FACILITY GAP ANALYSIS

DCT PIER 2 TPT DIESEL DEPOT

PURPOSE: MAINTENANCE AND HOUSEKEEPING

PURPOSE

1.

To provide feedback with the status of the TPT fuel depots with regard to their
conditions with regard to maintenance and housekeeping. A request was made
by the energy managers at TPT to have the fuel facilities fixed so as to reduce
environmental pollution through leaks and worn out equipment

BACKGROUND

2.

DCT Pier 2 is a fuel depot, located at the port of Durban. The original installation
was by the oil company and managed by them. The requirement and need for
the facility was to assist a few diesel run equipment and vehicles so as not to
take them off the property for fuel. Due to the lack of maintenance by the oil
company Transnet took a business decision to buy back all the facilities and
maintain them.

Transnet Fuel Solutions (TFS) assisted with managing the Fuel Facilities for the
group and that included TPT.



DEPOT ASSETS
The site comprises of the following assets

1. 4 x 83 000It vertical diesel tanks

2. 4 x Prowalco double hose pump on islands
3. Forecourt with forecourt canopy

4. Receiving pump set

5. Decanting pump set

6. Decanting coupling

7. Refueling hose with Wiggins nozzle

8. Bund wall around the tank

9. Operator office with power

10. ATG

DEPOT REPORT

The depot orders approx. 7 x 40 000It diesel every week. Currently refueling
takes place only in the in the day. There is one operator that work at the fuel
depot. The depot refuels forklifts, generators and mobile bowsers. These mobile
bowsers go to the machines and refuel them so as to optimize operations.

The site has not been upgraded lately. The tanks are in fairly good condition.
There are signs of rust forming. It is still early stages if not attended to could
cause major damage. The upgrade was only done to the tanks as they were in a
very bad condition and was about to rupture. The kerb side pumps need
attention. The canopy has a major dent in it and requires repairs. There are rust
build up due to neglect. No major maintenance has been done on the site in the
last 2 years. Repairs are done if something breaks.

The pumps and flowmeters have not been calibrated in the last year. I found
diesel in the receiving hatch for diesel. A pressure test would need to be done to
identify a leak. This is a high volume site and a lot more emphasis has to be
made on scheduled maintenance and housekeeping.

The pump islands are cracking badly, this could be related to the heavy vehicles
fueling. The new islands must be specked to accommodate these bigger heavier
vehicles. The tanks over filling is due to faulty ATG probes in the tanks. The
current system is very old and outdated it is basically a legacy system that would
not be able to service the current demand.

The pump sets need to be serviced as it is visible that they are extremely
strained as some have small leaks others have excessive sweat. Due to lack of
housekeeping the site looks worse than what it really is. There is a firefighting



system installed however nobody on site is trained to use it nor has the system
ever been tested since installation.

The oil separator pit needs constant draining and staff need to be trained at
monitoring this unit. In the event of overfilling the oil separator the run off can
go into the ocean.

Recommendations

The site personnel requires training on the Standard Operating Procedure of
working at a fuel facility. The importance of housekeeping must be stressed as this
helps with the life span of the equipment. The following maintenance actions need
to be implemented

1.Calibration of the pumps and flowmeters

2.Calibration of the pressure gauges

3.New tank strapping done

4.Tank refurbishments. (Good practice at the ports is every 2 years this in return
keeps the maintenance cost down on tank maintenance and increases the life
of the tanks).

5.The spill drains are blocked these need to be unblocked and kept clean

6.Repair the fuel line where the leaks are taking place.

7.Replace all flange gaskets

8.Pressure test the lines and tanks

The fire system be handed to the ports local Hazmet to manage and test. The fuel
operator should be trained on the basics to start the system in case of fire and to
stop the system in case of accidental start.

The oil separator needs to be upgraded to a closed system. This system separates
the oil and water faster than the current installed system. The water is than clean
enough to be sent to storm water. The water may need to be tested before
discharging into storm drains.

For improved management of fuel stock I recommend an improved fuel automation
that would connect as follows

1.Record fuel received

2.Record fuel in the tank

3.Identify vehicles with driver and fuel attendant

4.Record KM'’s and liters received into vehicles

5.Same technology must be fitted onto the mobile bowser

6.This information should be visible by all stakeholders of the depot via a
dashboard

7.This information must be captured by SAP
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Prowalco Kerb side pump 2 hose

Pmp islands badly cracked

Rust forming on pumps
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Definitions/Abbreviations
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NEMA National Environmental Management Act.
OHS Act Occupational Health & Safety Act

NFPA National Fire Protection Association

SANS South African National Standards

API American Petroleum Institute.

AlA Approved Inspection Authority

MHI Major Hazard Installation

LDV light duty vehicle

TPT Transnet Port Terminals
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1 Background

TPT Inland Terminals uses diesel to support its operations for export of dry bulk which
includes chrome, coal, and manganese. The cargo handling equipment that uses diesel
includes pay loaders and light duty vehicles (LDV’s).

TPT also noted that the tanks do not have fuel management system in place to account for
fuel usage. An audit was conducted across all the terminals from late 2019 to early 2020., of
which the audit excluded the inland terminals. The audit focused on capacity adequacy and
effectiveness of controls, emergency plans and the current condition of the fuel facilities.

Three inland terminals were visited, and critical issues were identified, and recommendations
were provided accordingly.

2 Fuel Facility Assessment

A site visit was conducted across three (3) TPT inland terminals to assess the condition of the
fuel facilities. Photographs of noteworthy or pertinent issues were taken, and some of them
were used in this report to illustrate the challenges per each site visited. The purpose of the
site visit was to establish the condition of the fuel facility and its associated equipment.

The sites visited are shown below in Table 1 — TPT Inland Terminals, which also indicates the
location and the commodities handled by each terminal.

Table 1 — TPT Inland Terminals

Terminal Name | Location (Province) | Responsible/Managed by | Commodity Handled
Pendoring North West Richards Bay Terminal Chrome

Lohatla Northern Cape Port Elizabeth Terminal Manganese

Kendal Mpumalanga Richards Bay Terminal Coal
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2.1 Methodology

The assessment was primarily based on visual inspection of the fuel facilities. Discussions with
the operational team onsite were also conducted to understand any existing challenges.
Photographs were taken during site visit from each site and used in this report.

3 Findings and Recommendations

3.1 Pendoring Terminal

3.1.1 Findings
The following are findings;

The terminal does not have a permanent fuel facility.
The site is using a temporary mobile diesel bowser from external service provider.
The fuel facility is managed and maintained by an external service provider.

There is a soil contamination adjacent to the bowser caused by diesel spillage.

No fire extinguisher on the diesel bowser or nearby vicinity.

An elevated diesel steel tank shown below (Figure 1: Pendoring Terminal — Temporary
External Service Provider Fuel Facility) is not in use. The tank belongs to an external
service provider that previously managed the facility, the tank to be taken off site.
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Figure 1: Pendoring Terminal — Temporary External Service Provider Fuel Facility.

3.1.2 Recommendations
The following are recommendations;

e Conduct environmental assessment to ensure compliance

e Conduct risk assessment

e A permanent fuel facility that can be easily decommissioned (i.e., self-bunded tank with a
concrete slab).

3.2 Lohatla Terminal

3.2.1 Findings
The following are the findings;

e There are two fuel facilities onsite with two diesel tanks.

e The containerised self-bund tank belongs to TPT and the skid-mounted tank belongs to an
external service provider that previously managed the facility (see below Figure 2 : Lohatla
Fuel Facility).

e The TPT containerised self-bund tank diesel pump is not working.

e Currently the operations are using external service provider fuel facility.

e Thereis no oil separator or drainage system at the facility to handle spillages.

External Service
Provider Facility TPT Fuel Facility
(372Litres)
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Figure 2: Lohatla Fuel Facility

Summary of condition of the fuel facility during the site inspection on 29 February 2024, as
illustrated by the following sample photographs below;

1 Focus Area

Fuel Facility — External Service Provider




TRANSNEF
A /

Inland Terminal Fuel Facilities - Site Visit Report

2 Focus Area Fuel Facility — External Service Provider

3 Focus Area TPT Containerised Self-Bund Tank Fuel Facility
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4 Focus Area TPT Containerised Self-Bund Tank Fuel Facility

3.2.2 Recommendations
e The containerised self-bund fuel storage tank and fuel pump requires urgent maintenance
and repairs to bring it up to standard.
e Improve general housekeeping to minimise diesel spillages around and within the facility.
e Itis recommended that new drainage infrastructure be installed to ensure environmental
compliance.

3.3 Kendal Terminal

3.3.1 Kendal Findings
The following are findings;

e The terminal does not have a permanent fuel facility.

e The site is using a rental mobile diesel bowser (2000 litre capacity).

e The terminal has a high diesel run out risk exposure that is caused by limited tank
capacity of 2000 litres that require regular diesel top-ups.

e The terminal is experiencing high fuel delivery frequency throughout the month,
which is affecting the operations negatively because at times the supplier can’t keep
up with small volume deliveries.



TRANSNEI

Inland Terminal Fuel Facilities - Site Visit Report

o

Figure 3: Kendal Terminal — Rented mobile diesel bowser.

Summary of condition of the fuel facility during the site inspection on 01 March 2024, as illustrated
by the following sample photographs below;

10
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Drum used as an
additional diesel
storage Diesel drums used to
= refuel Front End

Loaders

5 Focus Area Kendel Fuel Facility — Drums used for refuelling Front End Loaders

by service provider that
previously managed the
facilit

6 Focus Area Kendel Fuel Facility — Bund wall (Used by previous service provider)

3.3.2 Recommendation
e Install a permanent fuel facility (i.e., containerised self-bunded tank).

11
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e For the interim solution, increase the size of the rented mobile bowser to at least 5000 litre
capacity.

e Consider reusing the existing bund wall to place a suitable sized containerised self-bund
tank.

4 Conclusion

From the site visits conducted across all the three (3) Inland Terminals fuel facilities, it is
concluded that all the fuel facilities do not comply in various aspects in accordance with
Occupational Health & Safety Act, SANS and NEMA.

The current condition of the inland terminal fuel facilities are in poor condition and pose a
potential risk to the operations, as well as the health and safety of personnel. Therefore, it is
recommended that the following should be carried out at each of the three inland terminal
fuel facilities;

e Install permanent fuel facilities in terminals where they are using temporary rented
mobile diesel bowsers.

e Mechanically perform condition assessment according to South African National
Standards (SANS) and Approved Inspection Authority (AIA).

e Perform maintenance and critical repairs, obtain compliance certificates, and get the
tank registered with the council and energy department.

e Ensure compliance to Occupational Health & Safety Act, SANS and NEMA across all
the inland terminals.

12
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2. DEFINITIONS & ABBREVIATIONS

a) NEMA — National Environmental Management Act.

b) OHS Act — Occupational Health & Safety Act.

c) NFPA - Standard on Fire Department Occupational Safety, Health and Wellness Program.
d) SANS —South African National Standards.

e) APl - American Petroleum Institute.

f) Approved Inspection Authority (AIA).

g) MHI - Major Hazard Installation.

3. BACKGROUND

TPT has fuel tank facilities across all the terminals to service the equipment and 90% of the
facilities were inherited from Transnet Fuel Solutions in 2014. The only facilities that TPT has own
from inception is in Nqura Container Terminal and DCT Pier 2. When TPT took over the tanks
there was no maintenance plans that were put in place and followed accordingly. Some terminals
have been doing minimal maintenance requirements i.e., performing pressure testing; however,
this is not enough to ensure that the tanks are fully compliant. Generally, the tanks are now
smaller compared to fleet size and increase diesel demand, the tanks are old and non-compliant
to Occupational Health & Safety Act, South African National Standards (SANS) and National

Environment Management Act National Environment Management Act NEMA.

4. PRELIMINARY CONDITION ASSESSMENT

A preliminary condition assessment that focused on engineering requirements was conducted
across all the terminals. The purpose of the assessment was to establish the condition of the

tanks, compile scope of work that will be used to appoint the AlIA.

Approved Inspection Authority will:

e Mechanically perform condition assessment according to South African National Standards
(SANS) and Approved Inspection Authority (AIA).

e Perform critical repairs, obtain compliance certificates, and get the tank registered with the

council and energy department.

TPT National Fuel Tanks
Preliminary Condition Assessment
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e Ensure compliance to Occupational Health & Safety Act, SANS and NEMA.

This preliminary condition assessment can be read in conjunction with audits that were

conducted by environmental department, energy department and Transnet Fuel Solutions.

5. TERMINALS

Physical inspections were performed in all Port Terminals. The Current capacity and installation

type for each terminal is depicted in the table below:

# Terminal Capacity & Fuel Type | Installation Tank Hire
Type
_ No - Multiple
1. Cape Town 2 x 39 000 = 78 000L Above ground tanks available
2. Saldanha 1x 23 000 = 23 000L Above ground Yes — 23 000L
Ngqura Container _ No — Multiple
3. Terminal (NCT) 4 x 83000 =332000L | Above ground tanks available
, _ No - Multiple
4, Port Elizabeth 2 x 23 000 = 66 000L Above ground tanks available
2 x 23 000 = 66 000L No - Existing tanks to be
5. EastLondon 1x 14000 = 14 000L | Underground  9€COMMissioned oncethe
. . new installation is
(Discontinued)
completed
6. | DCT, Pier2 3 x 83 000 = 249 000L | Ab g | No — Multiple
) , Fier X - ove  groun tanks available
No — Existing tanks to be
7. | DCT, Pier 1 2% 23000 = 46 000L | Underground | 9ccommissioned oncethe
new installation is
completed
g, | Maydon Wharf/ 1x23000 = 23000L | Above ground | Yes— 23 000L
Agri-port
9. Durban Point 1 x 23 000 = 23 000L Above ground Yes — 23 000L
10. Richards Bay 1 x 63 000 = 63 000L Above ground Yes — 65 000L

TPT National Fuel Tanks

Preliminary Condition Assessment
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6. FINDINGS

6.0 DURBAN, MAYDON WHARF

Dimensions of the Tank (2.2 m Diameter X 5.5 m Long)

Photograph of the Tank inside the Bund on site

TANK

e One horizontal tank with 23 000 L capacity.

e Tanks has flat ends.

e Corrosion is severe on the Tank at various places.
e Coating / Painting is in a poor condition.

TPT National Fuel Tanks
Preliminary Condition Assessment
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e Base Plate of the support is in the oily storm water and is rusting heavily.
e Tank manufactured by Forgeweld Engineering (PTY) LTD.

e Gaskets needs to be replaced.

o lLevel Gauge needs to be installed, as currently level is checked by dip stick.

Base plate and supports are getting corroded in the storm water

| .
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Photo of a corrosion on the Tank
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PIPING

e Piping was in an average condition and requires to be painted.

e Handles for the valves were corroded.

ELECTRICAL
e Distribution Board / Electrical connections need to be improved and reinstalled.
INSTRUMENTATION

e All instruments need to be tested.

e Dip Stick to be replaced with level gauge.

PLATFORMS, LADDERS AND STRUCTURAL

e ladder and top landing platform need coating at several areas.

e No stairs and railing to enter the bund area.

CIVIL WORKS

e Bund walls are cracked.

e Distance from Bund wall to Tank does not comply.
e No arrangements are made for diesel Spillage.

e No arrangements are made for storm water drain.
e Bund area was not clean.

e Vegetation was found around the bunded area.

FIRE FIGHTING SYSTEM

TRANSNETI
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o Firefighting system needs to be verified as per NFPA, SANS, APl and OSH Act requirements.

PUMP

e No maintenance reports or records was found on pumps.

RISK ASSESSMENT

e Risk assessment to be conducted for the entire Tank and the premises.

OIL SKIMMER
e Qil Skimmer and underground Oil spillage drain was not in a working condition.

7
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e Cover was rusted severely at some locations.

Photo of Rusted Oil Drain Cover

GENERAL OBSERVATION

e Need proper colour coding for Tanks, Pipping, Structural and other accessories.
e Vegetation and untidiness around the Tank and Bund Area.

e Identification, Signage and Marking is required in the area.

e No Layout drawing found.

e No record for testing of the Tanks as per regulation was found.

8
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e No record for calibration of instruments was found.
e No record of operation or maintenance for the facility was found.
o No Drawings, Data books or certificates found.

e No repair and alteration record found.

e No maintenance plan found.

e No Risk assessment Report found.

e No Environmental compliance report found.

e Fuel Pump calibration certificates not available.

e  Bund walls are damaged.

e Isolation valves don’t have service history.

e Missing earth wires.

e No electrical compliance certificates.

e Tanks are currently not constructed in accordance with SANS specification for petroleum storage.

TPT National Fuel Tanks
Preliminary Condition Assessment
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6.1 DURBAN, PIER 2

Tank Size: 915 mm diameter x 12.6 meter high: (3 Tanks)

TANKS

e Three 83000 L Vertical aboveground Tanks were found on site including piping and other
accessories.

e Manufactured by Springbok Tank Manufacturing.

10
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e Annual Ring corrosion protection: Denso wrapping was peeled off and the annular to shell joint
is exposed severely to the corrosion. This is the most critical joint of the Tank, which can cause a
rupture of a Tank, if corroded severely.

e No overfill protection found.

Annular ring is severely corroded along with piping and valves attached to it

11
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PIPING

e Piping was corroded at various locations.

Piping around the Tank and Bunded Area

ELECTRICAL

e Wiring is exposed at several locations.

e Earthing cables are running above ground.

INSTRUMENTATION

e Instruments needs to be tested.

e Qverfill system is not working.

12
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Stain on the Tank indicates that overfill system is not working

PUMPS

e Maintenance is required on the pumps.

TPT National Fuel Tanks
Preliminary Condition Assessment



TRANSNET

r

port terminals

PLATFORMS, LADDERS AND STRUCTURAL

e Corrosion was observed at various locations.

e Top landing attachments are severely corroded and currently it’s unsafe to walk on the top

platform.

Tank Anchor Chair is severely corroded

CIVIL WORKS

Tank Anchor chair is severely corroded and may fail if any action is not taken immediately. This
will cause overturning moment of the Tank if there are heavy winds.

e Bund walls are cracked.

e Distance from Bund wall to Tank does not comply.

e Sump Tank for water drain needs to be recoated.

14
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Photo of Oil Water Drain system

FIRE FIGHTING

o Firefighting system and foam pourers were present on site, but the operators don’t know how to

use.

15
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GENERAL OBSERVATION

e Need proper colour coding for Tanks, Pipping, Structural and other accessories.
e Vegetation and untidiness around the Tank and Bund Area.

e Identification, Signage and Marking is required.

e No Layout drawing found.

e No record for testing of the Tanks as per regulation was found.

e No record for calibration of instruments was found.

o No record of operation or maintenance for the Tanks & the facility was found.
e No Drawings, Data books or certificates were found.

e No repair and alteration record found.

e No maintenance plan found.

e No Risk Assessment Report found.

e No Environmental compliance report found.

e  Fuel Pump calibration certificates not available.

e Isolation valves don’t have service history.

e No electrical compliance certificates were found.
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6.2 DURBAN, PIER 1

The capacity for Pier 1 underground tanks is s x 23 000 L

Phase 2 of expansion, for the new above ground Tanks is immediately applicable for Pier 1, as both
the Tanks are below ground. Engineering team has suggested to clean and slurry fill both the Tanks,
which is a common engineering practice in the Petrochemical industries, accepted by Environmental

authorities not only in South Africa, but globally.

The terminal has identified three locations for new installation, one of the three locations includes
one existing location. If the current location is used the terminal will fence the area to improve

security.
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6.3 RICHARDSBAY

Photo of 60 000 L Diesel Tank

TANKS

e Two horizontal aboveground Tanks were found on site including piping and other accessories, in
which one Tank was for Petrol and one for diesel. The petrol Tank was decommissioned and was
not in use.

e Diesel capacity was 60 000 L with size 2.9 m diameter and 9 m long.

e Tank is Manufacturer is unknown.

e Paint/ coating is severely cracked and urgently needs to be re-coated.

e Tank was just mounted on the saddles without any welding, which does not comply any code

requirement.
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Photo of a Petrol Tank to be demolished along with piping and the bund area

ELECTRICAL

e  Wiring is exposed at several locations and DP needs to be reinstalled.

e Earthing cables needs to be organized.

Photo of Electrical cables and the Distribution Board
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INSTRUMENTATION

e All Instruments needs to be tested, calibrated, and certified.

e Level indicator/ gauge needs to install.

PLATFORMS, LADDERS AND STRUCTURAL

e ladder and top landing platform need coating at several areas.

e Supports are severely rusted at various locations.

CIVIL WORKS

e Bund walls are cracked.

e Huge tree is growing behind the Bund wall, which may be the root cause of cracking of the bund
wall.

e Distance from Bund wall to Tank does not comply

e No arrangements are made for diesel Spillage.
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e No arrangements are made for storm water drain.
e Bund area was not clean.

e \egetation was found around the bunded area.

Photo of a tree growing adjustment to the Bund-wall
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Photo of existing store house and office to demolish
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FIRE FIGHTING

e Firefighting system needs to be verified as per NFPA, SANS, APl and OSH Act requirements.

PIPING

e Piping needs to be cleaned and coated.
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Photo of Piping and Filters

OIL SKIMMER

e Qil Skimmer and underground Oil spillage drain was not in a working condition.

e Cover was rusted severely at some locations.
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Photo of Oil skimmer

PUMPS

e Maintenance is required on the pumps.

SHADE/ CANOPY

e Existing shade is corroded and is not in a good condition.

e Site team, operating these tanks has requested a big new canopy.
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Photo of an existing canopy
GENERAL OBSERVATION

e Need proper colour coding for Tanks, Pipping, Structural and other accessories.
e Vegetation and untidiness around the Tank and Bund Area.

e Identification, Signage and Marking is required.

e No Layout drawing found.

e No record for testing of the Tanks as per regulation was found.

e No record for calibration of instruments was found.

e No record of operation or maintenance for the Tanks & the facility was found.
e No Drawings, Data books or certificates were found.

e No repair and alteration record found.

e No maintenance plan found.

e No Risk Assessment Report found.

e No Environmental compliance report found.

e Fuel Pump calibration certificates not available.
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e Three locations are proposed for Phase Two, which includes one existing location.

Photo of Phase two: option three:
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6.4 POINT TERMINAL, MPT

Photo of Point Road Diesel Tank and dispensers

TANKS

e One horizontal aboveground Diesel Tanks was visually inspected on site including piping and
other accessories.

e Tank is mounted on the structural support.

e Diesel capacity was 23 000 L with size 2.4 m diameter and 5.52 m long.

e Paint/ coating is in an average condition.
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Photo of a coating peeling off on the rectangular manway

ELECTRICAL

e Wiring and DP was in a good condition.

e Earthing cables needs to be organized.

INSTRUMENTATION

e All Instruments needs to be tested, calibrated, and certified.

e Level indicator/ gauge needs to be installed.

PLATFORMS, LADDERS AND STRUCTURAL

e ladder and top landing platform need coating at several areas.

e  Stairs and railing to enter the bund area are intact and in a good condition.
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CIVIL WORKS

e Bund walls are in a good condition.
e Bund size: 10.54 m long x 5.8 m wide x 840 mm height.
e Bund area was not clean.

e Vegetation was found around the bunded area.
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Photo of a Storm water / Diesel Spillage drain

FIRE FIGHTING

o Firefighting system needs to be verified as per NFPA, SANS, APl and OSH Act requirements.

OIL SKIMMER
e Qil Skimmer and underground Oil spillage drain was not found.
PUMPS

e Maintenance is required on the pumps.

SHADE/ CANOPY

e Site team, operating these tanks has requested a big new shade.

GENERAL OBSERVATION
e Need proper colour coding for Tanks, Pipping, Structural and other accessories.
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e Vegetation and untidiness around the Tank and Bund Area.

e Identification, Signage and Marking is required.

e No Layout drawing found.

e No record for testing of the Tanks as per regulation was found.
e No record for calibration of instruments was found.

o No record of operation or maintenance for the Tanks & the facility was found.
e No Drawings, Data books or certificates were found.

e No repair and alteration record found.

e No maintenance plan found.

e No Risk Assessment Report found.

e No Environmental compliance report found.

e Fuel Pump calibration certificates not available.

PHASE 2
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6.5 SALDHANA

23 000 L Tank: Diameter 2.3 m x 5.4 m Long Bund-wall

TANKS

e One horizontal aboveground Diesel Tanks was visually inspected on site including piping and
other accessories.

e Tank is mounted on the structural support.

o Diesel capacity was 23 000 L with size 2.4 m diameter and 5.4 m long.

e Tank Manufacturer: No nameplate found

e Paint/ coating was in a worst condition. Tank is constantly under various chemical attack, which
are loaded/unloaded in the port with the recent addition of manganese. Big Lumps are formed
due to the heavy corrosion.

e Nozzles are severely corroded.
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ELECTRICAL

e Wiring and DP was in a good condition. but was installed in a canteen, far away from the facility.

e Earthing cables needs to be organized.

INSTRUMENTATION

e All Instruments needs to be tested, calibrated, and certified.
e Level indicator/ gauge needs to install.

e Breathers need to be tested.

PLATFORMS, LADDERS AND STRUCTURAL

e lLadder needs complete coating.
e No top landing platform was identified.
e No walkway or landing platform was installed.

e Saddle/support was not welded to the Tank.
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CIVIL WORKS

e Bund walls are in a good condition.
e Bund size: 6.9 m long x 4.6 m wide x 330 mm height.
e Bund area was not clean.

e \egetation was found around the bunded area.

e Drain was blocked.
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FIRE FIGHTING

e Firefighting system needs to be verified as per NFPA, SANS, APl and OSH Act requirements.

OIL SKIMMER

e Qil Skimmer and underground Oil spillage drain was not found.

PUMPS

e Maintenance is required on the pumps.

GENERAL OBSERVATION

e Need proper colour coding for Tanks, Pipping, Structural and other accessories.
e Vegetation and untidiness around the Tank and Bund Area.

e Identification, Signage and Marking is required.

e No Layout drawing found.

e No record for testing of the Tanks as per regulation was found.

e No record for calibration of instruments was found.

e No record of operation or maintenance for the Tanks & the facility was found.
e No Drawings, Data books or certificates were found.

e No repair and alteration record found.

e No maintenance plan found.

e No Risk Assessment Report found.

e No Environmental compliance report found.

e  Fuel Pump calibration certificates not available.

e Tank needs to be washed/ rinsed everyday due to excessive corroded condition.
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6.6 CAPE TOWN

TANKS

e Two Vertical Aboveground Diesel Tanks were visually inspected on site including piping and other
accessories.

e Tankis mounted on the annular ring which had a Denso wrapping.

e Each tank has Diesel capacity 39 000 L with size 2.82 m diameter and 6 m height.

e Tank Manufacturer: Tseba Construction (PTY) LTD.
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e Paint/ coating was in a bad condition at multiple locations.

e Top Nozzles are severely corroded.

e Corrosion was spotted at various locations.

e Flange/ bolt sizes were different and incorrect at some places.
e Anchor chair bolts were bent.

e MHIis required.

ELECTRICAL

e  Wiring and DP was in a good condition.

e Earthing cables needs to be organized.

INSTRUMENTATION

e All Instruments needs to be tested, calibrated, and certified.

e Level indicator/ gauge needs to install.

PLATFORMS, LADDERS AND STRUCTURAL

e lLadder needs complete coating.

e No top landing platform was identified.

CIVIL WORKS

e Bund walls are in a good condition.

e Bund size: round bund-wall with 900 mm (worst distance)
e Bund area was clean.

e Vegetation was found around the bunded area.

e Drain was not identified.
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FIRE FIGHTING

e Firefighting system needs to be verified as per NFPA, SANS, APl and OSH Act requirements.

OIL SKIMMER

e QOil Skimmer and underground Qil spillage drain was not found.

PUMPS
e Maintenance is required on the pumps.
40
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Photo of inside bunded area reflecting piping and hand railing
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GENERAL OBSERVATION

e Need proper colour coding for Tanks, Pipping, Structural and other accessories.
e Vegetation and untidiness around the Tank and Bund Area.

e Identification, Signage and Marking is required.

e No Layout drawing found.

e No record for testing of the Tanks as per regulation was found.

e No record for calibration of instruments was found.

o No record of operation or maintenance for the Tanks & the facility was found.
e No Drawings, Data books or certificates were found.

e No repair and alteration record found.

e No maintenance plan found.

e No Risk Assessment Report found.

e No Environmental compliance report found.

e  Fuel Pump calibration certificates not available.

e Tank needs to be washed /rinsed everyday due to excessive corroded condition.
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6.7 PORT ELIZABETH

2 x 23 000 L horizontal Aboveground Tank: Diameter 2.3 m x 5.4 m Long

TANKS

e Two horizontal Aboveground Diesel Tanks were visually inspected on site including piping and
other accessories.

e Tank is mounted on the support, which was not welded properly.

e Each tank has Diesel capacity 23 000 L with size 2.3 m diameter and 5.4 m long.

e Tank Manufacturer: unknown

e Paint/ coating was in a bad condition at multiple locations.

e Nozzles are in a good condition.

e Corrosion was spotted at various locations.

e MHIis required.

ELECTRICAL

e Wiring and DP was below the dispenser and needs urgent attention to rectify.

e Earthing cables needs to be organized.

INSTRUMENTATION

e All Instruments needs to be tested, calibrated, and certified.
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e Level indicator/ gauge needs to install.

PLATFORMS, LADDERS AND STRUCTURAL

e ladder needs complete coating.
e No top landing platform was identified.
e Steps sizes are incorrect and too small to climb the platform.

e Steps to enter the bund are also small and don’t have handrails.

CIVIL WORKS

e Bund walls are in a good condition.

e Bund size: 7.6 m wide x 8 m long x 1 m height

e Bund area was clean.

e No vegetation was found around the bunded area.

e Drain from storm water was identified as a small hole to the bund are.

FIRE FIGHTING

TRANSNETI

r

e Firefighting system needs to be verified as per NFPA, SANS, APl and OSH Act requirements.

e Firefighting system was blocked by the huge vehicles (photo attached).

OIL SKIMMER

e No Oil/fuel spillage drain was found in the bunded area.

e Qil spillage tank area was in a mess (scrap was found around it).

PUMPS

e Maintenance is required on the pumps.

GENERAL OBSERVATION

e Need proper colour coding for Tanks, Pipping, Structural and other accessories.

e |dentification, Signage and Marking is required.

e No Layout drawing found.

e No record for testing of the Tanks as per regulation was found.

e No record for calibration of instruments was found.

e No record of operation or maintenance for the Tanks & the facility was found.
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e No Drawings, Data books or certificates were found.
e No repair and alteration record found.

e No maintenance plan found.

e No Risk Assessment Report found.

e No Environmental compliance report found.

e Fuel Pump calibration certificates not available.

e Tank needs to be washed/ rinsed everyday due to excessive corroded condition.
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No extended platform to operate/repair/ maintain the nozzles on the top
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Piping supports needs to be replaced
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Electrical cables: urgent attention is required

.
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TANKS

e Four Vertical Aboveground Diesel Tanks were visually inspected on site including piping and other
accessories.

e Tank is mounted on the annular ring which had a Denso wrapping.

e Each tank has Diesel capacity 63 000 L with unknown size. The capacity written on the Tank and
name plate doesn’t match with each other.

e Tank Manufacturer: Forgeweld Engineering

e Paint/ coating was in a bad condition at multiple locations.

e Nozzles are corroded.

e Corrosion was spotted at various locations.

e MHIis required.

ELECTRICAL

e  Wiring and DP was in a good condition.

e Earthing cables needs to be organized.

INSTRUMENTATION

e All Instruments needs to be tested, calibrated, and certified.
e Level indicator/ gauge needs to install.

e Tanks are getting overfilled.

PLATFORMS, LADDERS AND STRUCTURAL

e lLadder needs complete coating.

e landing platform was missing.

CIVIL WORKS

e Bund walls are in a good condition.
e Bund area was clean.
e Vegetation was found around the bunded area.

e Storm water drain was full of water.

FIRE FIGHTING

o Firefighting system needs to be verified as per NFPA, SANS, APl and OSH Act requirements.
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e Foam Water Tank Pumps DP is locked by TNPA; hence we were unable to check the condition.

e Foam water system is getting heavily rusted and urgent attention is required.

OIL SKIMMER/ FILTRATION

e No oil skimmer or oil filtration plant was identified.

e Qil spillage Tank was in a good condition.

PUMPS

e Maintenance is required on the pumps.

GENERAL OBSERVATION

e Need proper colour coding for Tanks, Pipping, Structural and other accessories.
e Vegetation and untidiness around the Tank and Bund Area.

e Identification, Signage and Marking is required.

e No Layout drawing found.

e No record for testing of the Tanks as per regulation was found.

e No record for calibration of instruments was found.

o No record of operation or maintenance for the Tanks & the facility was found.
e No Drawings, Data books or certificates were found.

e No repair and alteration record found.

e No maintenance plan found.

e No Risk Assessment Report found.

e No Environmental compliance report found.

e Fuel Pump calibration certificates not available.

e Tank needs to be washed/ rinsed everyday due to excessive corroded condition.
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Tank Inlet nozzle
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Strom water drain is chocked
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6.9 EAST LONDON

TANKS

e Two horizontal below ground Tanks were identified on site including piping and other accessories.
e 2x Diesel Tanks capacity: 23 000 L each with sizes unknown.
e Both Petrol Tanks failed in the inspection and needs to be removed.

e Tank Manufacturer: unknown

ELECTRICAL

e Wiring and DP was in a good condition.

INSTRUMENTATION

e All Instruments needs to be tested, calibrated, and certified.

PLATFORMS, LADDERS AND STRUCTURAL
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e N/A

CIVIL WORKS

e N/A

FIRE FIGHTING

e Firefighting system needs to be verified as per NFPA, SANS, APl and OSH Act requirements.

OIL SKIMMER / FILTRATION

e  Qil Skimmer and underground Oil spillage drain was not found.

e Strom Water Drain was blocked.

PUMPS

e N/A

GENERAL OBSERVATION

e Alternative area in the same premises was proposed to build the two new Diesel Tanks.
e Need proper colour coding for Tanks, Pipping, Structural and other accessories.
e Vegetation and untidiness around the Tank and Bund Area.

e Identification, Signage and Marking is required.

e No Layout drawing found.

o No record for testing of the Tanks as per regulation was found.

e No record for calibration of instruments was found.

e No record of operation or maintenance for the Tanks & the facility was found.
e No Drawings, Data books or certificates were found.

e No repair and alteration record found.

e No maintenance plan found.

e No Risk Assessment Report found.

e No Environmental compliance report found.

e Fuel Pump calibration certificates not available.

e Tank needs to be washed/ rinsed everyday due to excessive corroded condition.
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IN CASE OF ACCIDENTAL
CONTACT OR LEAKAGE, SWITCH
|OFF MAIN SWITCH IMMEDIATELY
INGEVAL VAN TOEVALLIGE
KONTAK OF LEKKASIE MOET
HIERDIE HOOF-SKAKELAAR
ONMIDDELLIK AFGESKAKEL
WORD.
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7. COST AND SCHEDULE

7.1 COST TABLE
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The cost includes repairs to Fuel Tank, Tank Access Platform, Electrical, Instrumentation, Civil

Works, Fire Fighting System, Pumps, and hired fuel tank.

# Item Total cost
1. New Installations at Pier 1, East London & Saldanha
1.1 Supply and install Fuel Tanks R7 500 000
e Pier 1: 50 000L x 2
e East London: 35 000L x 1
e Saldanha: 35 000L x 1
1.2 Remove the existing Tank R1 250 000
1.3 Civil Work R3 600 000
1.4 Electrical Work R1 500 000
1.5 Mechanical Work & Fire System R2 400 000
2. Sub Total R16 250 000
3. Repairs
3.1 Repairs to the tank R8 000 000
3.2 Civil Work R2 100 000
3.3 Electrical Work R2 100 000
3.4 Mechanical Work & Fire System R2 100 000
3.5 Hire Fuel Tank R890 000
4, Sub Total R14 300 000
5. Preliminaries and General (20%) R6 110 000
6. Disbursement (5%) R1 527 500
7. Tank Hire R890 000
8. Total Direct costs R39 108 050
9. Indirect costs
10. TPT Project Management Fee (as per Man-plan) R4 001 893
11. TPT Contingency (10%) R3 910 805
12, | Total Indirect costs R7 912 698
13. | Total cost R47 020 748
7.2 CASH FLOW
FY Apr May Jun Jul Aug Sep Oct Nov Dec | Jan Feb Mar T;)TAL
m
23/24 3,284 |2585 [6,278 3284 |15 | 1,5 3,284 3,154 (23,8)69
24/25 | 4,528 | 3,187 4624 | 4,273 [3,652 | 1,387 |05 23,151
Total 4,528 | 3,187 | 4,624 | 4,273 | 6,936 | 3,972 | 6,778 | 3,284 | 1,5 | 1,5 | 3,284 3,154 | 47,021
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7.3 SCHEDULE

Project Deliverables

Completion Date

ORS Classification October 2022
Investment Forum Nov 2022
CAPIC Jan 2023
LOA June 2023
Execution Sept 2024
Project close-out Nov 2024
CAN Expiry Oct 2025

8. RECOMMENDATIONS

e Scope of Work to established by the entire team
e Commence with Phase 1 of the project to ensure regulatory compliance
e Award the Project as one contract to ensure uniformity across Terminals

e Finalize Fuel Capacity Strategy to ensure correct Tanks are manufactured if necessary

e Compile Project Execution Plan and share with the Terminals

e QOperation and maintenance manuals to be written for each Port separately

e Provide operation and maintenance training after completing each Terminal

TRANSNETI
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e Water and Oil spillage drains, collection Tank, Canopy/ Shade and filtration systems to be

handled separately.
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Summary of Version Control
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1.2 August 2014 General updates to the Policy.
1.3 November 2014 | Update headers and footers and corrected index numbers.
2 October 2015 | General updates to the Policy.
3 January 2022 Formatting updated; content aligned with the latest ISO27001 standard.
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1 BACKGROUND
1.1, Transnet business relies on Information and Communications Technology (ICT) to provide an environment where

business operations are executed in a smooth, un-interrupted and secure manner, while maintaining the
confidentiality of information, such as financial information and operational procedures. At the same time, the
current regulatory and legal frameworks place significant emphasis on the Information and Communications
Technology Governance and specifically in the protection of information.

1.2. The Information Security Policy defines the approach and outlines the requirements that the Information
Technology management must fulfil in order to provide business with a secure Information and Communication
Technology (ICT) operations environment. The ICT Security policy is aligned to the ICT Governance Policy and the

relationship is shown in Figure 1.

IT Governance
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Figure 1

1.3, The Information Security Policy was developed and aligned to the ISO 27002 standard. The ISO 27002 standard is
the code of practice for information security. It outlines potential controls and control mechanisms, which may be
implemented.

1.4, The Information Security Policy establishes guidelines and general principles for initiating, implementing,

maintaining, and improving information security management for the following areas (refer to figure 2):
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5.1 Organization of Information Security

5.1.1) Internal Organisation
5.1.2) Awareness & Training
5.1.3) Third Parties & Outsourcing

P

5.5 Communication & Operations
Management

5.5.1) Operational Procedures

5.5.2) Protections against Malicious Code
5.5.3) Back-up

5.5.4) Network Security Management
5.5.5) Logging & Monitering of Information

\

5.2 Asset Management & Control

5.2.1) Information Classification
5.2.2) Intellectual Property Rights
5.2.3) Information Privacy & Protection

P

5.5.6) Cryptographic Controls

b

5.3 Human Resource Security

5.3.1) Employee Matters
5.3.2) Discipline, Termination & Change of
Employment

-

]\

—— Incidents & Improvements

5.7 Information Systems Acquisition,
Development, & Maintenance

5.7.1) System Development
5.7.2) Security of System Files

5.8 Information Security Incident
Management

5.8.1) Reporting Information Security Incidents
5.8.2) Management of Information Security

b

5.4 Physical & Environmental Security

5.4.1) Security Areas & Physical Access Security
5.4.2) Physical Asset Security

il

5.6 Access Control

5.6.1) User Acceas Management

5.6.2) User Responsibilities

5.6.3) Network Access Control

5.6.4) Operating System & Database Access
Control

5.6.5) Mobile Computing

b -

2 PURPOSE

Figure 2 — Information Security Policy Areas

2.1 The purpose of this policy is:
o Ensure compliance with current laws, and regulations,

o Ensure administrators and employees maintain the responsibility for ownership and knowledge
about information security in order to minimise the risk of security incidents,

o Establish controls for protecting Transnet's information and information systems against abuse and
other forms of harm or loss.

5.9 ICT continuity Management

p
~

5.10 Gompliance
5.10.1) Compliance with Legal Requirements
5.10.2) Compliance with Security Policies &
Standards

-
b

22 An Information Security policy statement expresses management's commitment to the
implementation, maintenance, and improvement of its Information Security management system.

3 DEFINITIONS AND ABREVIATIONS

For ease of reference words, expressions and abbreviations used in the policy are defined below:

INFORMATION SECURITY POLICY
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3.1

3.2

3.3

3.4

3.5

3.6

3.7

3.8

3.9

3.10

3.11

3.12

Asset: Any tangible or intangible object that has value to Transnet and includes, but is not limited to
information, systems, facilities, networks, and computers.

Business impact analysis (BIA): The process by which the impact of a disaster or a business
interruption on key business processes from both a quantitative and qualitative perspective are
assessed, to include financial implications, performance impacts and any perceived impression on the
brand or reputation of the organization. The BIA helps management decide for which business
processes planning may be required and which continuity strategies to implement.

Communication: Includes both a direct communication and an indirect communication.

Control: Is any administrative, management, technical, or legal method that is used to manage risk.
Controls are safeguards or countermeasures. Controls include practices, policies, procedures,
programs, techniques, technologies, guidelines, and organisational structures. Controls can be
deterrent, preventive, protective, detective, or corrective and typically are implemented to deal with a
variety of root causes which result in risk.

Cryptographic controls: These are measures employed in the protection of information against
unauthorised or unintentional disclosure and/or unauthorised alteration of the information.

Demilitarised Zone: Demilitarised zone is a sub-network (physical or logical) that contains a
company's external services to a non-trusted network, such as the Internet.

Direct communication:

e Oral communication other than an indirect communication between two or more persons which
occurs in the immediate presence of all the persons participating in that communication, or

o Utterance by a person who is participating in an indirect communication, if the utterance is audible
to another person who at the time that the indirect communication occurs is in the immediate
presence of the person participating in the indirect communication.

Employees: means anyone who is on an indefinite contract of employment or on a fixed term contract
or any person who works for Transnet, and who receives, or is entitled to receive remuneration, and
any other person who in any manner assists in carrying on or conducting the business of Transnet,
excluding independent contractors.

Encryption: Is the process of transforming readable information into something unreadable using an
algorithm (or cipher) and a cryptographic key. The input into the process is often referred to as the
plaintext and the output is known as the ciphertext.

Entity: Includes both individuals and processes.
ICT: Information and Communications Technology is the integration of telecommunications,
computers, software, storage and systems that enable users to manipulate, transmit, access, and store

information.

ICT Continuity: Capability of the organization to plan for and respond to incidents and disruptions in
order to continue ICT services at an acceptable predefined level.
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3.14

3.15

3.16

317

3.18

3.19

3.20

321

3.22

3.23

3.24

ICT Continuity Plan/ Disaster Recovery Plan: A written plan used to respond to the disruption of an
organization's operations. This plan may focus on response to specific disruption scenarios.

ICT Risk: business risk associated with the use, ownership, operation, involvement, influence, and
adoption of ICT within Transnet. It consists of ICT related events that could potentially impact the
business considering both the likelihood and the impact of occurrence. It can occur with uncertain
frequency and magnitude and it creates challenges in meeting strategic goals and objectives.

IMEI: International Mobile Equipment Identity, is a unique identification number assigned to identify
devices with a sim card slot like mobile phones, tablets, or laptops. GSM networks use the IMEI number
to identify and stop stolen devices from accessing the network.

Indirect communication: The transfer of information, including a message or any part of a message,
whether:

¢ In the form of speech, music or other sounds, information, text, visual images (whether animated
or not), signals or radio frequency spectrum, or

e In another form or in any combination of forms that is transmitted in whole or in part by means of a
postal service or a telecommunication system.

Information Asset: Is information that has value to the extent that it enables Transnet to achieve
business goals.

Information: The quantities, characters, or symbols on which operations are performed by a
computer, which may be stored and transmitted in the form of electrical signals and recorded on
magnetic, optical, or mechanical recording media.

Information processing facility: Any system, service, infrastructure, and the physical locations that
house these.

Information Resource: The information and information assets of an organisation, department, or
unit.

Information Security events: Indicates that the security of an information system, service, or network
may have been breached or compromised. An Information Security event indicates that an Information
Security policy may have been violated or a safeguard may have failed. This is a single event.

Information Security incident: Is made up of one or more unwanted or unexpected Information
Security events that could potentially compromise the security of your information and weaken or
impair your business operations.

Information Security Management System (ISMS): An Information Security Management System
(ISMS) includes all of the policies, procedures, plans, processes, practices, roles, responsibilities,
resources, and structures that are used to protect and preserve information. It includes all of the
elements that organisations use to manage and control their Information Security risks. An ISMS is
part of a larger management system.

Information Security: aims to achieve, maintain, and regulate appropriate levels of:
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3.25

3.26

3.27

3.28

3.29

3.30

3.3

3.32

3.33

3.34

3.35

¢ Confidentiality: Ensuring that information is accessible only to those authorised to have access
to the information and to ensure that it is not made available or disclosed to unauthorised entities,

o |Integrity: Safeguarding the accuracy, unauthorised alteration and completeness of information and
processing methods,

o Availability: Ensuring that authorised users have access to information and associated assets
when required.

Information System: Is a system for generating, sending, receiving, storing, displaying, or otherwise
processing information messages and includes the internet.

Interception: Means the aural or other acquisition of the contents of any communication through any
means, so as to make some or all of the contents of a communication available to a person other than
the sender or recipient or intended recipient of that communication and includes the:

¢ Monitoring of any such communication by means of a monitoring or interception device,
¢ Viewing, examination or inspection of the contents of any indirect communications,
¢ Diversion of any indirect communication from its intended destination to any other destination.

ISGRC: Information Security, Governance, Risk and Compliance.

Keystroke Monitor: A specialised form of interception software or hardware, that records every key
stroke by a user and, possibly, every character of the response that returns to the user.

Malicious Code: Code, the execution of which may result in the loss of the integrity, confidentiality, or
availability of information. Examples include, but are not limited to viruses, worms and trojan horses.

Minimum Control Framework (MCF): Is a selected subset of controls from the COBIT framework
selected by EIMS in consultation with TIA.

Mobile Code: Mobile code is software code which transfers from one computer to another computer
and then executes automatically and performs a specific function with little or no user interaction.
Mobile code is associated with a number of middleware services.

Mobile computing device administrator: The appointed administrator/champion to manage mobile
computing devices assigned to users.

Mobile Devices or Mobile Computing and Storage Devices: A portable device that allows people
to work with information either locally or through a network connection. This includes, but is not limited
to, notebooks, laptops, tablets, PDAs and smart phones. The definition excludes single purpose
devices, such as hand-held terminals.

Monitoring: The method used to confirm that the security practices and controls in place are being
adhered to and are effective. Monitoring consists of activities such as the review of: user account logs,
application logs, information backup and recovery logs, automated intrusion detection system logs,
etc.

Network Devices: Network devices are components used to connect computers or other electronic
devices together so that or that share files or resources such as printers
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3.36

Owner (Asset, Information, Information, Application): Owners are formally responsible for making
sure that assets / information / information / applications are secure while they are being developed,
produced, maintained, and used.

3.37 Platform: A system on which application programs can run. Mobile phones running iOS, Symbian and
Android are examples of platforms.

3.38 Recovery Point Objective (RPO): The recovery point objective of a set of information is the point in
time to which the information must be restored for acceptable use of a system e.g. three days ago.

3.39 Recovery Time Objective (RTO): The timeframe that is available for the restoration of processes or
service areas. Going beyond the RTO is the point at which a business is no longer viable.

3.40 RICA: The Regulation of Interception of Communications and Provision of Communication Related
Information Act 70 of 2002.

3.41 Sensitive Information: Information which is currently notin the public domain. This information should
be protected against unauthorised access or unwarranted disclosure. This would include the personal
information of employees and commercially sensitive information.

3.42 System Files: System files refer to Operating System, database and application files that are
important for the operation of an Operating System, database or application.

3.43 Third party: In the context of a specific issue, a third party is any person or body that is recognised as
independent of the people directly involved with the application and implementation of this policy.

3.44 Threat: A threat is a potential unwanted event. When a threat turns into an actual event, it may cause
an unwanted incident. It is unwanted because the incident may harm an organisation or system.

3.45 TIA: Transnet Internal Audit.

3.46 Transnet or “The Company” or “The Group”: Transnet SOC Ltd.

3.47 Vulnerability: Vulnerability is a weakness in an asset or group of assets. An asset's weakness could
allow it to be exploited and harmed by one or more threats.

4 SCOPE

4.1 Information Security Policy covers the provision of organisational, technical and social measures
necessary to safeguard information assets against unauthorised access, disclosure, denial of use,
modification, diversion, destruction, loss, theft, or misuse, both malicious and accidental. The
Information Security Policy jurisdiction covers all Transnet information assets (located at Transnet and
non-Transnet locations) and begins with the electronic input of information and ends with its output
using an electronic or non-electronic output medium.

4.2  The Information Security Policy applies to the Transnet Group and all Operating Divisions, including
third parties servicing Transnet, employees, service providers and consultants.
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5 POLICY STATEMENTS

5.1  ORGANISATION OF INFORMATION SECURITY

Internal Organisation
5.1.1.1  The Information Security Human Resources structure with detailed roles and responsibilities

must be defined by the Information Security senior management.

Awareness and Training

51.1.2  Aninformation awareness programme to promote compliance with information security
regulations, policies and standards and promote protection of Transnet information assets, must
be conducted by the Transnet ISGRC team annually.

INFORMATION SECURITY POLICY 11 of 24
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Third Parties and Outsourcing

5.1.1.3  Third party access to Transnet information assets must be based on a formally executed
contract. This contract must stipulate that all employees or agents of the third party are required
to comply with all appropriate Transnet Information Security policy statements.

5.1.1.4  Prior to signing any ICT support agreement with a third party, the following requirements must be
respected, and if necessary, included in the third-party contract:

o The definition of security administration, management, and control objectives,

o  The separation of Transnet's and the third party's information, if on an external system the
restrictions on copying information and securing assets,

e  The right of Transnet to intercept Transnet communications must be in accordance with
POPIA and RICA requirements,

e  The requirement to prohibit access to Transnet information and systems without explicit
authorisation from Transnet. and to maintain a list of individuals who have access to such
information or system,

e The right of Transnet to monitor (and revoke) administrator rights,

e  Facilities to rapidly disable any individual user ID,

e The responsibilities and procedures for reporting and handling security incidents,

e  Theright of Transnet to audit contractual responsibilities,

o  Theright of Transnet to perform on-site inspections of the information centre of external
third parties.

5.1.1.5  The third party must ensure that all its employees and agents who have access to Transnet
information are aware of and carry out their security responsibilities with respect to that
information.

5.1.1.6  Third party access to Transnet information assets must be set to "no access" by default i.e. all
access rights must be explicitly granted). When granted, third party access to Transnet
information assets must be for the minimum necessary period of time. Access to the assets must
be approved by the asset owner(s) and the information process owner (if different from owner) or
the GM: Cyber Security, Governance, Risk and Compliance.

5.1.1.7  Third party remote access to Transnet information assets will only be authorised in cases where
there is a clearly defined business need. The access facility provided must limit the third party to
the agreed method of access, the agreed access rights, and the agreed level of functionality.

5.1.1.8  Third party remote access to Transnet information assets must be approved by the asset
owner(s) and the information process owner (if different from owner) or the Group CIO or GM:
Cyber Security.

5.1.1.9  Aregular review of all previously approved third party remote access must be conducted by the
information owner. Any changes to the conditions upon which the third-party access was
previously granted must be reviewed.
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5.1.1.10

5.1.1.11

5.1.1.12

51.1.13

5.1.1.14

5.1.1.15

5.1.1.16

5.1.1.17

Prior to the implementation of a third-party remote access, the implementing party must request
that an Information Security risk assessment be conducted by ISGRC and approved by the GM:
Cyber Security, Governance, Risk and Compliance. to determine the necessary level of controls
for that connection. All third-party connections must be classified according to the type of access
required for the connection, thereby identifying the necessary security controls required for the
connection approval.

When third party access needs to be granted with system-level privileges (e.g. root or supervisor
level access), such rights must be granted for a limited duration, and de-activated when not
required. The access usage must be subject to supervision and must be fully logged.

The third party must comply with all Transnet Information Security policies, standards and
procedures. information assets that have been entrusted to a third party must only be used by the
third party for the purposes agreed. Transnet information must not be disclosed to any non-
Transnet party for any purpose other than the one that has been expressly authorised by
Transnet.

Third party access to Transnet information assets, and in particular, access to customer
information must be in accordance with legal and regulatory requirements for trade and business
secrecy and information protection.

A risk assessment must be carried out by the ISGRC team and approved by the GM: Cyber
Security before considering the outsourcing of an information service.

Third party contracts must include controls for the protection of sensitive information.

Local laws must always be considered prior to outsourcing services or storing information in
cross border locations. Unless the local laws at the outsourcing location can guarantee adequate
protection of the information, outsourcing cross national borders is not permitted.

Contracts must always give Transnet the right to audit the service provider to ensure compliance
with the contractual requirements.
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5.2 ASSET MANAGEMENT AND CONTROL
Information Classification

5.2.1.1

5.2.1.2

5213

Information must be classified in terms of its value, legal requirements, sensitivity and criticality to
the organisation in accordance with Transnet's Information Classification Policy. The minimum
requirement for protecting the confidentiality of all information regardless of classification is the
application of access control and authorisation.

All information removed from the Transnet premises, for offsite backup reasons or the repair of
hardware devices (PC's, servers), must be adequately secured and controlled before the release
of the information from the premises.

All sensitive information must be properly deleted from the media, including backups, with no
residue remaining that could be recovered by unauthorised individuals.

Intellectual Property Rights

5214

5.2.1.5

5.2.16

5.2.1.7

5218

Without specific written exceptions, all programs and documentation generated by personnel for
the benefit of Transnet are the property of Transnet. All computer programs and documentation
owned by Transnet must include appropriate copyright notices.

All software on Transnet computers is protected by copyright laws. Commercial software
purchased by Transnet is authorised for Transnet use only and must be utilised in accordance
with contractual agreements and copyright laws. Unless specifically authorised within the license
agreement, making copies of copyrighted software for personal use is prohibited.

Transnet strongly supports strict adherence to software vendor license agreements and copyright
holder notices. Whenever bundled systems are being procured, the source must provide written
evidence of the software licenses. The agreements for all computer programs licensed from third
parties must be periodically reviewed for compliance and additional licensed copies procured as
required.

Transnet critical hardware and software products must be registered with the appropriate vendors
to assure that support and upgrades are readily available.

Transnet information, computer software and other information assets must be used for authorised
business purposes.
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5.2.1.9  Transnet employees must ensure that personal information stored in Transnet devices is secured
and protected. Transnet makes all reasonable efforts to respect the privacy of information stored
on Transnet information assets.

Transnet Group ICT

5.2.1.10 Transnet reserves the right to have authorised personnel intercept information at the user level or
user communications in the best interests of Transnet or in contravention of Transnet policies.
This will be conducted in compliance with requirements specified by POPIA and RICA.

5.3 HUMAN RESOURCES SECURITY

Employee Matters
5.3.1.1  Transnet employees, contractors and third-party users / vendors must act in accordance with
Transnet's Information Security Policy and accompanying standards, guidelines and procedures.

5.3.1.2 Individuals in the possession of portable laptops, notebooks, smartphones, tablets, and other
transportable computers or storage media (such as USB devices) containing Transnet
information must not leave these unattended at any time unless the device and information has
been properly safeguarded. Such individuals take full responsibility for the equipment and the
information it retains.

Discipline, Termination and Change of Employment

5.3.1.3 Inall cases, where employees terminate their employment with Transnet, they must return all
Transnet equipment and information back to Transnet.

5.3.1.4  Upon the termination or expiration of their contract, all contractors, consultants, and temporary
staff must relinquish all copies of Transnet information received or created during the
performance of the contract.

5.3.1.5  The access rights of the above parties to Transnet information and information processing
facilities must be removed upon termination of their employment, contract or agreement.
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5.4 PHYSICAL AND ENVIRONMENTAL SECURITY
Secure Areas and Physical Access Security

5411

5.4.1.2

5413

54.14

Buildings that house Transnet computers or communications systems must be protected with
physical security measures that prevent unauthorised persons from gaining access.

To ensure that only authorised personnel are allowed access, security perimeters such as walls,
card controlled entry gates or manned reception desks must be used to protect areas that contain
information and information processing facilities.

Printers used for printing confidential information must not be left unattended if they are located in
an open environment. Secure printing must be used whenever supported by a printer. Printed
material must be appropriately handled and protected by the person that printed them.

Access to Transnet information equipment by hardware maintenance staff must be controlled.
This includes proper staff identification, logging of work done, and supervision to ensure that no
unauthorised modifications are performed on any equipment other than that which is to be
maintained.

Physical Asset Security

5.4.1.5  Transnet premises for information equipment must meet minimum environmental standards for
power, cooling, humidity, etc. as per supplier recommendations to ensure continued availability
and integrity.

5.4.1.6  The security requirements for equipment stored off-site must be the same as the requirements for
on-site equipment.

5.4.1.7  Network control devices, diagnostic equipment, security firewall systems and encryption key
management systems must be stored in physically secure locations.

5.4.1.8  All storage media must be disposed of as per the "Disposal of electronic Storage Media
Standard".

5.4.1.9  During extended periods away from your desk, sensitive working documents must be placed in a
securely locked area such as a locked drawer.

5.4.1.10 Employees must place all office documents in securely locked desks or cabinets at the end of the
day.

5.4.1.11  Theft or loss of a Transnet asset must be reported to the Security department for investigation.
The Security department is responsible managing access to Transnet physical facilities.

5.4.1.12 The owner or official user of the asset lost must report the incident to the South African Police
Services (SAPS) and where applicable, the relevant service providers.
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5.5 COMMUNICATIONS AND OPERATIONS MANAGEMENT

Operational Procedures

5.5.1.1  The following operational procedures exist as a minimum for all systems:

5.5.1.1.1  Logical access must be managed in a standardised manner in accordance with the
requirements outlined in the "User Management Standard".

5.5.1.1.2  Operating procedures must be documented, maintained and available for information
technology processes as necessary.

Protection against Malicious Code
5.5.1.2  Detection, prevention and recovery controls must be implemented to protect the Transnet
Information Technology resources against malicious code.

Back-up
5.5.1.3  Backups must be performed as per documented schedules, monitored and stored off-site in
secured locations.

5.5.1.4  Back-up copies of information and software must be protected at the same levels of security as
the original information. Back-up copies of information and software must be restored for testing
purposes on a periodic basis.

5.5.1.5  Backups of business information must be done on the business servers not on desktops.

Network Security Management

55.1.6  Network devices must be secured, managed and monitored by senior management to protect the
devices and the information transmitted through them.

Logging and Monitoring of information
5.5.1.7  Auditing must be enabled on all systems at all times in accordance with the Minimum Control
Framework.

5.5.1.8  Additional audit logs must be enabled to accommodate business or security requirements as per
the application / information owner request and in accordance with the classification level of the
information.

5.5.1.9  Audit logs must have the capability to be reviewed for identification of exceptions and are kept for
a defined period of time in support of the review cycles.

5.5.1.10 Controls must be in place to protect the logging facilities and the information logged against
tampering and unauthorised access.

5.5.1.11 The clocks of all the Transnet information processing systems must be synchronised with a NTP
time source to ensure consistent time stamping of logs.

5.5.1.12 All technologies implemented in the Transnet environment must have a Minimum Security
Baseline Standard.

INFORMATION SECURITY POLICY 17 of 24
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Cryptographic Controls

5.5.1.13 Information must be encrypted in storage and in transit as per the requirements outlined in the
"Information Classification Policy" for the respective level of classification.

5.6 ACCESS CONTROL
User Access Management

5.6.1.1  Access to applications, systems and resources must be granted in accordance with the relevant
authorised job description profile.

5.6.1.2  User accounts and assigned privileges must be regularly reviewed by the information asset
owner to ensure the validity of the user accounts, the segregation of duties and the
appropriateness of the privileges assigned to the users.

User Responsibilities

5.6.1.3  Users must be reminded of their responsibility to comply with security policies and standards
when they request or change access by submitting an Access Form.

5.6.1.4  Employees must not be allowed to intercept any information without authority or permission as
doing so is an offence and may be prosecuted as per RICA.

Network Access Control

5.6.1.5  The capability of users to connect to the network and use network services must be restricted
according to the job description profile of each user.

5.6.1.6  Ports services and similar facilities installed on a computer or network resources must be
disabled or removed unless required for business purposes.

Operating System and Database Access Control

5.6.1.7  Access to the operating systems and databases must be configured securely. Logical access
controls must be implemented to allow appropriate identification and authentication of users in
order to limit the access exposure of the resources and the information stored in or processed by
them.

5.6.1.8  Logical access management controls, including account and password controls must be
implemented as per the "User Management Standard".

INFORMATION SECURITY POLICY 18 of 24
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Mobile computing

5.6.1.9  Controls must be implemented to ensure the secure access to information on devices used for
mobile computing. Such devices include smartphones, laptops, notebooks, and other portable
computers. Users may bring their own devices into the Transnet environment subject to
complying with all the security requirements applicable to Transnet owned equipment.

5.7 INFORMATION SYSTEMS ACQUISITION, DEVELOPMENT AND MAINTENANCE
System Development
5.7.1.1  Information Security must be considered at all stages of the system development life cycle.

5.7.1.2  Transnet information systems must comply with all relevant Information Security policies,
directives, standards, procedures and legal documents consistent with the business needs of
Transnet.

5.7.1.3 A Transnet approved risk assessment methodology must be used to help ensure that appropriate
Information Security controls are designed and built into new systems from the beginning.

5.7.14  Security mechanisms must be made available as modules that are technically separated from
applications and that conform to internationally accepted standards wherever possible.

5.7.1.5  The technical and organisational binding of security services into applications must be based on
standardised interfaces and processes.

5.7.1.6  Development staff must document all aspects of how Information Security has been considered
and implemented at all stages of the software development life cycle (SDLC). When first
published, such documentation must be issued to and approved by the Information Risk Security
Governance and Compliance Steering Committee.

5.7.1.7  Developers must be responsible for the design and implementation of tests to ensure that
Information Security controls meet previously specified acceptance criteria. The tests must be
completed prior to production implementation.

5.7.1.8  The use of production information for development testing is prohibited. Information used for
testing must be desensitised and approved by the information owner prior to release, use of
desensitised production information must never jeopardise security or business-related privacy.

5.7.1.9  Business application systems must go into production when all users and information operations
staff have received appropriate documentation and training in such issues as: how security
incidents are handled, how emergency support access for developers is managed, and what
users must do if they forget their password.

5.7.1.10 The ISGRC Steering Committee must confirm their approval that a new system satisfies all
necessary security requirements prior to that system being used in a Transnet production
environment.

INFORMATION SECURITY POLICY 19 of 24
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5.7.1.11  Prior to moving software and/or system to production status, all special access paths must be
removed so that access may only be obtained via normal secured channels.

5.7.1.12  The development environment must be physically or logically separate from the production
environment. The development staff must not have access to production systems. The
development staff may be granted access where appropriate lo their function for a limited period
of time for essential support purposes.

5.7.1.13  All third party developed products used within Transnet must comply with Information Security
policies, procedures, standards, etc. The installing agency must verify this compliance before the
third party product is installed in Transnet.

5.7.1.14  Athird party software product must be able to be integrated with the existing security system(s).
of blocking unauthorised access to programs, functions, and information.

5.7.1.15 Standard procedures must be followed both for the tests and for the introduction of the third party
software product into production.

5.7.1.16  System and information owners must be allocated prior to the implementation and go-live of a
system.

5.7.1.17  Access to source code must be restricted to the relevant developers on the development
environment and only production applications are installed on the production systems.

Security of System Files

5.7.1.18 Access to system or application sensitive files must be restricted to appropriate system users and
is in accordance with the user's job function.

5.8 INFORMATION SECURITY INCIDENT MANAGEMENT
Reporting Information Security incidents

5.8.1.1  Allemployees, contractors and third party users of information systems and services must report
security incidents to the Transnet Helpdesk.

Management of Information Security Incidents and Improvements

5.8.1.2  Reports of the incidents from the Helpdesk must be made available to the Information Risk
Security Governance and Compliance Steering Committee (ISGRC-SSC) and must be used to
identify trends or recurring incidents.
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3.9
5.9.1

5.9.2

5.9.3

5.94

5.9.5

5.9.6

5.9.7

5.9.8

5.9.9

ICT CONTINUITY MANAGEMENT

ICT Continuity management must be a collaborative effort of the OD Heads of ICT and the Group
CIO.

An ICT Continuity Programme must be developed and implemented for all Operating Division
functions and EIMS functions to maintain essential customer services and critical business
Processes.

The ICT Continuity Programme must align with the Transnet Business Continuity management
policy.

ICT continuity strategies must be developed based on the results of a formal a business impact
assessment (BIA}

ICT risk assessments (RA) must be conducted in line with the Transnet ICT Risk Management
Framework including the continuity risks in the ICT Risk Universe.

The ICT continuity, processes standards and guidelines. must be reviewed, tested and updated
every two years or after significant changes in order to verify that continuity objectives are
achievable.

The ICT continuity plans. procedures and arrangements must be reviewed, tested and updated
bi-annually or after significant changes in order to verify that continuity objectives are achievable.

An ICT continuity education programme must be established and maintained to ensure that all
Transnet IMS employees that are responsible for ICT continuity are adequately and continuously
trained. The training must enable the IMS employees to perform their required tasks competently.

An ICT continuity awareness programme must be established and maintained to ensure that ICT
enabled Transnet employees are aware of ICT continuity arrangements and their roles, and
responsibilities within the programme.

5.10 COMPLIANCE
Compliance with Legal Requirements

5.10.1.1

The developers of Information Security policies and standards must compile or update the
respective documentation in-line with the legal and regulatory requirements outlined in the
"Transnet Regulatory Universe". The regulatory requirements that affect Information Security are
listed in section "Related Information and Reference" of the current document.
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Compliance with Security Policies and Standards

5.10.1.2 Controls must be implemented to ensure compliance with the requirements set in the Information
Security Policy and the supporting Standards. The controls must be documented and operated
effectively and must cater adequately for deviations from technical standards in a manner which
does not introduce risk to the business.

6 ROLES AND RESPONSIBILITIES

6.1 GM:ISGRC (CYBER SECURITY, GOVERNANCE, RISK AND COMPLIANCE)

6.1.1  Ensure security assessments of Information Security platforms are performed prior to those being
approved. The platforms must conform to the Transnet security requirements.

6.1.2  Ensure that security configuration standards are defined and implemented for all platforms used to
access or store Transnet information.

6.2 GROUPISGRC STEERING COMMITTEE
The members of the committee must:

6.2.1 Participate in the development and maintenance of the Transnet Information Security Policy and
the supporting standards,

6.2.2  Facilitate the deployment of the Transnet Information Security Policy to all Operating Division,

6.2.3  Monitor that all Operating Division ICT Departments complies with the Policy and report non-
compliance.

Information Security Policy RACI

6.2.3.1  Accountable: Group Chief Information Officer and Senior Management.
6.2.3.2 Responsible: GM: Cyber Security, Governance, Risk and Compliance.
6.2.3.3  Informed: Operating Division's CIO.

6.2.34  Support: Group ICT.

6.2.3.5 Monitoring and maintenance: Information Security.

7 RELATED INFORMATION AND REFERENCE

This policy should be read in conjunction with the following documents, Policies and regulatory
requirements:

INFORMATION SECURITY POLICY 22 of 24
© Transnet SOC Ltd, Feb 2022



TRANSNET

r

Transnet Group ICT

7.1 INTERNAL DOCUMENTS:

7.1.1  Transnet Acceptable Use Poalicy,

7.1.2  Transnet Disposal of Electronic Storage Media Standard,
7.1.3  Transnet User Management Standard,

7.1.4  Transnet Register of Approved Mobile Platforms,
7.1.5  Transnet Cellular Procedures Document,

7.1.6  Transnet Records Management Policy,

7.1.7  Transnet Information Classification Policy,

7.1.8  Transnet Information Classification Standard,

7.1.9  Transnet Physical Environmental Standard,

7.1.10 Transnet Security configuration Standards,

7.1.11  Transnet Regulatory Universe,

7.1.12  Transnet Disciplinary Code and Procedures Policy.

7.2 EXTERNAL DOCUMENTS:

7.21  Regulation of Interception of Communications and Provision of Communication-Related
Information Act, 2002 (Act No. 70 of 2002) (RICA),

7.2.2  The Protection of Personal Information Act, 2013 (Act No 4 of 2013),

7.2.3  Electronic Communications and Transactions Act (Act No. 25 of 2002),

7.24 IS0 27001/2 (Information Security Management System and controls),

7.2.5 IS0 27031 (Guidelines for information and communications technology readiness for Business
Continuity),

7.2.6  Copyright Act No 98 of 1978,

7.2.7  Intellectual Property Laws Rationalisation Act No.107 of 1996,

7.2.8  Promotion of Access to Information (Act 2 of 2000),

7.2.9  King IV Code on Corporate Governance,

7.2.10  Cybercrimes Act (Act no. 19 of 2020).

8 FINANCIAL IMPLICATIONS

8.1  Budget provision for the implementation of the policy should be allocated according to the cost centre
management procedures.

9 EXCLUSIONS

9.1 There are no exclusions to this Policy.
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10 REQUEST TO DEVIATE FROM POLICY

10.1 In cases where material and compelling circumstances merit deviation(s) from particular provision(s)
of this policy, written submissions shall be submitted to the Group Cyber Security GM, who shall have
full authority to grant such request, in whole or in part, or to refuse same.

10.2 Exceptions will only be allowed following a risk assessment and a signed risk acceptance from the
Line Manager of the user. Thereafter, a waiver will be issued by the GM: Cyber Security, Governance,
Risk and Compliance.

10.3 The exception will be granted for a maximum of six months and will have to be reviewed every six
months if it is still required.

11  NON-COMPLIANCE

11.1  Breaches of this policy will be viewed in a very serious light. Employees who do not conform to this
Policy or Principles and Standards may be subject to disciplinary action in terms of the applicable
Transnet disciplinary processes and procedures.

11.2  Each Operation Division is responsible for ensuring compliance to the principles/rules of this Policy.
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This Cloud Standard sets out the rules by which decisions to consume cloud services must be made and

managed in Transnet. Transnet has clear set of objectives as articulated in its strategy, currently the Shareholder

Compact, Corporate plan, and all applicable Governance structures. It is also Transnet's objective to accelerate

the digital roadmap which has cloud-based technologies as one of the critical enabling blocks. The era of sensor

technologies, predictive capabilities and Internet of Things has led to "Big Data" requiring increased processing

power and consumptive models of IT. With the physical world forming part of the enterprise so rapidly, Transnet

is facing serious challenges and if these are not addressed by adaptation then we face extinction. Smart

consumption of [T as a commodity is now critical not only for IT, but for business as well.

Transnet is putting into place the standard, skills, and tools necessary to accelerate the adoption of cloud and to

become less technology-centric and more outcome-focused.

Through this standard, Transnet endorses the use of cloud services in enabling its operations. The standard

further provides guidelines in the use of cloud services for Software as A Service (SaaS), Platform as a Service

(PaaS), and all other "XaaS" with respect to access, management, and protection of data for all its stakeholders:
e Vendors.

Transnet contractors.

Transnet employees.

Transnet partners.

Transnet clients when interacting or who can provide appropriate levels of protection and recovery for

Transnet's information.

While cloud storage of files can expedite collaboration and sharing of information anytime, anywhere, and with

anyone, there are some guidelines that must be in place for the kind and type of internal information that is

appropriate for storing and sharing using these services.

1. INTRODUCTION

2. PURPOSE

This Standard identifies the minimum baseline configuration and security requirements and provides related
'good practice' for effective and efficient management of the Cloud computing environment within Transnet.

With the modernisation and transformation of the Transnet IT installed base, commoditising IT moves to the
centre to enable agility, speed of processing and speed of response. This modernisation will also make Transnet
a critical player in the Transport and Logistics industry not only in South Africa, but globally.

Itis also the purpose of this standard to encourage consumption of cloud-based services by all Transnet
stakeholders within a secure environment. The intention is to move away from unnecessary ownership of ICT
infrastructure and let Transnet consume it on a usage basis where appropriate.

Within the context of the Transnet Information Security Management System (ISMS), The Cloud Standard
supports the ICT Governance Policy and the ICT Governance Framework as depicted below:

Transnet Cloud Standard 50f 32
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ICT Policies, Standards & Frameworks

3. SCOPE

This standard applies to all Transnet systems deployed within cloud environments. This standard also applies to
all system owners and custodians where applicable. Any cloud-based solution must, at minimum meet the
requirements in this standard. There are cloud-based solutions available that are not able to have certain
elements of this standard applied, in which case they will be evaluated at the design stage at which point,
exemption may be sought from the relevant Govemnance Committee(s).

This standard pertains to all external cloud services, e.g., cloud-based email, document storage, Software-as-a-
Service (Saa$), Infrastructure-as-a-Service (laaS), Management-as-a-Service (MaaS), Platform-as-a-Service
(PaasS), etc. Personal accounts are excluded.

If you are not sure whether a service is cloud-based or not, please contact your ICT team.

4. DEFINITIONS AND ABBREVIATIONS

For ease of reference words, expressions and abbreviations used in the standard are defined below.

Azure Fabric: Azure Service Fabric is a distributed systems platform that makes it easy to package, deploy, and
manage scalable and reliable microservices and containers.

CGICTPF: Corporate Governance of information and Communications Technology Policy Framework. DPSA
framework instituted by cabinet. December 2013. Transnet falls within the scope of the framework for
implementation as a state-owned entity.

Transnet Cloud Standard 6 of 32
© Transnet SOC Ltd, May 2024



TRANSNErI

ﬁr
Cloud (Definition of cloud from NIST): Cloud computing is a model for enabling ubiquitous, convenient, on-
demand network access to a shared pool of configurable computing resources (e.g., networks, servers, storage,

applications, and services) that can be rapidly provisioned and released with minimal management effort or service
provider interaction.

Cloud computing: Is defined as the utilization of servers or information technology hosting of any type that is not
controlled by, or associated with, Transnet for services such as, but not limited to, social networking applications
(e.g., blogs and wikis), file storage (Drop Box), and content hosting (publishers textbook add-ons).

CMDB: Configuration Management Database is an ITIL term for a database used by an organization to store
information about hardware and software assets (commonly referred to as configuration items).

DOA: Delegation of Authority provides Signature Authority to certain individuals based on their level in the
organization to approve various transactions.

DPSA: Department of Public Service and Administration.

GICTF: Governance of ICT Framework. An abstraction that defines the elements for the effective and efficient
directing and controlling of ICT resources to facilitate the achievement of company strategic objectives.

ICT: Information and Communications Technology.

Infrastructure as code (laC): Is the managing and provisioning of infrastructure through code instead of through
manual processes.

Infrastructure as a Service (laaS): The capability provided to the consumer is to provision processing, storage,
networks, and other fundamental computing resources where the consumer can deploy and run arbitrary
software, which can include operating systems and applications. The consumer does not manage or control the
underlying cloud infrastructure but has control over operating systems, storage, and deployed applications, and
possibly limited control of select networking components (e.g., host firewalls).

I1SO 27001: Is an international standard to manage information security.

IT and Digital Governance Framework - An abstraction that defines the elements that support the effective and
efficient directing and controlling of ICT resources (people, process, and technology) to facilitate the achievement
of Transnet's strategic objectives.

MaaS (Management as a Service): Cloud-based service model that provides businesses with outsourced
management solutions for various aspects of their operations. Maa$ involves the delegation of tasks related to IT
infrastructure, applications, security, or other business processes to a third-party service provider. E.g., Software
managed for Transnet with Transnet specific configuration requirements.

NIST: The National Institute of Standards and Technology is an agency of the United States Department of
Commerce whose mission is to promote American innovation and industrial competitiveness.

OMS: Operations Management Suite (OMS) is an advanced, comprehensive offering that brings together four
complementary Azure services: Backup, Site Recovery, Log Analytics and Automation and is one of the tools
Microsoft leverages when providing managed Azure consulting services.

Platform as a Service (PaaS): The capability provided to the consumer is to deploy onto the cloud infrastructure
consumer-created or acquired applications created using programming languages, libraries, services, and tools
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supported by the provider. The consumer does not manage or control the underlying cloud infrastructure

including network, servers, operating systems, or storage, but has control over the deployed applications and
possibly configuration settings for the application-hosting environment.

Portability- The ability to transfer data from one system to another without being required to recreate or re-enter
data descriptions or to modify significantly the application being transported. 2. The ability of software or of a
system to run on more than one type or size of computer under more than one operating system. 3. Of equipment,
the quality of being able to function normally while being conveyed. (Source: NIST Cloud Taxonomy)

Private Cloud - The cloud infrastructure is operated solely for an organization. It may be managed by the
organization or a third party and may exist on premise or off premise. (Source: NIST Cloud Taxonomy) Itis a Cloud
ecosystem or platform specifically for an organisation with its own rules and governance and for its own
consumption only. The platform is not a shared platform and can be across multiple cloud providers. The
classification of data will be according to data classification policies i.e., which data is for public consumption, and
which is for Private Consumption.

Probity - Strict adherence to a code of ethics based on undeviating honesty, especially in commercial (monetary)
matters and beyond legal requirements.

Public Cloud - The cloud infrastructure is made available to the public or a large industry group and is owned by
an organization selling cloud services. (Source: NIST Cloud Taxonomy)

Regulatory Requirements -Any legislation applicable to Transnet, i.e., legislation as set out in the Transnet
Regulatory Universe as amended from time to time. e.g., National Treasury Regulations and the Public Finance
Management Act No 1 of 1999 (PFMA).

Software as a Service (Saa$S): The capability provided to the consumer is to use the provider's applications
running on a cloud infrastructure. The applications are accessible from various client devices through either a
thin client interface, such as a web browser (e.g., web-based email) or a program interface. The consumer does
not manage or control the underlying cloud infrastructure including network, servers, operating systems, storage,
or even individual application capabilities, with the possible exception of limited user specific application
configuration settings.

Terraform: Terraform uses declarative syntax to describe your Oracle Cloud Infrastructure (OCI) infrastructure
and then persist it in configuration files that can be shared, reviewed, edited, versioned, preserved, and reused.

TCP / UDP: Transmission Control Protocol (TCP) / User Datagram Protocol (UDP).

Transnet: "The Company" or "The Group" - Transnet SOC Ltd.
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5. ROLES AND RESPONSIBILITIES

5.1. ICT Architecture Review Council
*  Responsible for the final approval of all Transnet ICT Standards.
* Responsible for providing approval for any new cloud deployments.

5.2. GM: Technology Innovation & Digital Transformation

*  Owner of the standard.

* Responsible for overseeing the development, enforcement, and measurement of this standard.

* Reviews and supports waivers that have been compiled for exception from compliance with this
standard.

* Overall accountability for overseeing assurance reviews to ensure compliance with this standard.

5.3. Information Security, Governance, Risk and Compliance Committee
Responsible to manage and co-ordinate ICT risk mitigation and governance activities across the Group
and to co-ordinate activities regarding the protection of Transnet's information assets.

e Participate in the development and maintenance of the standard and/or related processes.

» The committee is responsible for recommending Transnet ICT standards to the ICT Architecture Review
Council for final approval.

e |ISGRC committee members participate in the development and maintenance of the standard and the
related procedures.

e Report compliance to the GM: Technology Innovation & Digital Transformation.

5.4. GM: Enterprise Technology Services

e Ensure the standard is communicated to all parties (including third parties) that are responsible for
designing, developing, and managing web-based applications in the Transnet environment.

e Ensure implementation of this standard.

5.5, Operating Division Information Security Liaison
Facilitate the implementation of the standard in the OD by communicating the requirements, providing
technical assistance with implementation, and reporting adherence to the standard.

+  Co-ordinate the compliance with this standard.

5.6. Vendor Manager

»  Ensure that compliance requirements for this standard are included in vendor/supplier contracts and
requirements of any engagement that involves the design, development and/or implementation of web
applications.

5.7. Transnet Operating Division ICT

+ Communicate requirements of the standard to all ICT departments and relevant third parties.

*  Establish mechanisms and controls to ensure compliance to this standard within your respective
operating division.

* Participate in the on-going maintenance, review, and enhancement of this standard.

5.8. Vendors, Third-Party Suppliers System Owners/Custodians

+ Ensure that the requirements of this standard are formally adopted and enforced during the design,
acquisition, implementation, or deployment of computer/information systems in the Transnet
environment.
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5.9. Transnet Group Change Advisory Board (CAB)
Responsible for providing final approval for any new or changes to cloud deployments.

6. REQUIREMENTS

The following stipulations must be complied with to ensure that Transnet Cloud services are efficiently managed:

6.1. GENERAL:

6.1.1. Cloud based solutions and services will be the first consideration for Transnet when new applications
or solutions are considered.

6.1.2. The consumption of Public Cloud solutions must comply with the principle of portability as defined in
this standard and be in line with both the letter and spirit of this standard.

6.1.3. A business case for cloud based versus on premise solutions must be completed each time a new
solution is considered.

6.1.4. For all cloud-based solutions, there must be a clear and approved DR (Disaster Recovery), back up
procedures and standards and integration requirements if any. Ease of integration with core systems
must be assured.

Transnet Cloud Standard 10 of 32
© Transnet SOC Ltd, May 2024



CEJOTT

$Z0Z AeW ‘P11 D0S 18USuRI] O
plepuels pnop jousues|

ue uo 9a16e UBD SIBSN PUS ) SUILLIBIEP PUB SJUSLINOOP YONS MBIARY [[IM Juswuliedap | D] SY} YlIM UORE)NSU0 uj Juslupedap
[eBs] s,Jousuel] jueasial sy} Jo 90110 8y ‘sfiesn 1o 80jAISS JO swiia) 0} 3aibe 0} s1asN [enpIAIpUI BXINbal ey} saISs pnojo Aue 104 "Z'L'Z'0

‘paidenoe Bujaq asay} o} Joud Juswipedap | O] Y} YIM UOKe}NSUOD Ul Juswiedsp
[eBa] s )ausuel] Jueas|as ay} A pamaIAS) 8q SN 8say) 'sjoelju0d pajelp-aid aAey siepiAoid B2IAISS PNOJO 2JUM SUOHENS U] *L'L'Z'9

‘Jey) aInsua
Jsnw “plom BuioBuo Jo yJom paseq josfod a|Buls Jay)ie 10} $80IAIBS PNOJo 8sn 0} Bupoo) Juswpedap Jo ‘dnoib Buiom ‘1asn pus Auy

JuawiRindodd pnojo °L'z'9

“ym pajdwod aq Jsnw sjuswalnbal Buimojics ayL

sjuswaiinbay piepuels

‘Juswafieueut JS09 aA1}93YS aINSUS 0} Yiim paljdwiod aq
JShu jey) sjo;3u0d 8y} ale mojag "sysi Pajeloosse ajebiiw o) pajuswialdwl S|oju0d ay) uo spuadap Juswabeuely 1507 JO SSBUBAIIORYS oY

uonduasaq / uoyesunsne

$891A188 pabeuew

pnojJ Joj Juswiabeuew 3s0)

A

JANSNWVYL

:INJWIAOVNVIN LSO T9



[43.X4}

$Z0Z A8W ‘P11 D0S IBUsueI] B
plepuels prnoj Jeusued]

"pajojap AjaInoss aq [m elep Moy Jo sse00id 8y} puB pauinjal 8q 1SN BJep YoIym Ul Jewo)
ay} Buikyoads Joejuod ay) Jo Hed wio} }snw uejd JIxe 8y ‘Jousuel] o} sjqejdacoe Jabuo| ou S| [9As] 89IAI9S 8} JO ‘8lAIas apiaoid
0} 9jqeun s| Japinoid SIS PNOJO B JUSAS 8y} Ul Suoljesado anuluod o) AJjiqe S}BUSUBL| 8IN08s 0} 10848 Ul SI SIY| *S9IAJSS

pue suoinjos paseq-pnojo |je Joj sainpaoold paaoidde pue Js00 ‘sauljaul) o't uejd J1xa pajuswnaop A|1ES)D B 8q Jshul a1yl "LL1'Z'9

*90UE||dLI09-UOU PIES By} SSAIPPE 0} USYESpUN a4 [|IM SUOiOR UoKEBIW BAI}99YS 1800 ‘A|dLW0d Jou S80p UOKN|OS
U} JBY} PAUILLIS}P S|}l SUOP S| JUSWSSASSE UB YINS JOYE J| "PIEPUE]S SIU) UM S3I[dLLI0D A||eus)ew }f i SUILIBISP 0} O]7 JUBAS|al

8y} Aq possesse aq |IImM Inq prepue)s siy) yum Ajduiod o} pawsap aq (|im pakojdap Ajjuaiind uopnjos pnojo Aue ‘uolisuel) e sy oL'L'2 9

"solljaw pue s[eob Aoy Joyuow pue saojoeld pue sajdioulid Juswafeueus anjea 10a1Ip ‘SJUSWSIAUI
pajqeus -1 9| Jo ofjojod ay} ayenjeas Ajjenurjuod o} uopesiwijdo snjea | 9| 4o} sassaoold [BULIO) YSI[qE)SS 1SN | D] JO SPEsH

“}Jomawei4 yojeBalaq Jousues] syl yum auj| u|
pue sainjonys souewssnob | 9| sjeudoidde sy} ybnoly) pabeuew ag jsnw ‘saojaas [eUOISSaj0Id puB ‘L0J9|9) ‘BIemMYos ‘alempley
Buipniour ‘sepiaoe uonsinbae ABojouys) uopew.oyu e ‘sainpadoid pue satojod uiey) Ajddng jeusuel) ay) Bulsiuoidwiod Inoyuan

‘Aoljod pue yiomauwely (uswabeuepy ysiy asudiaiug) YT Jeusuel |
panoidde au} yym 9ouepIodOe U) pajiodal pue ‘paiojuow pue ‘pajebiiw ‘pajen|eas ‘papiooal ‘palijuspl 8q JSnuI SYSU pajejas-1 |

*s)y6i diysiaumo ejep Jausuel] uo abuiju) 10 Me| UBDLSY YINOS SBUSARIUOD Jey) Aem
Aue ul EJep S}ouSUBI] 3N JOUUBD SIOPUSA "BJEp S}OUSUBI] 8sn Ued Jopuaa Bunndwod-pnojd ayy moy Aj19ads 1snw joeiuod sy |

*Aolj0d uoleo|ISSE|o S1auUsuel| 8y} 0)
Buipsoooe 1oe1U00 By} Ul paleys ejep Jo adA} sy AJISSE[D OS|e JSnul }| "SUMO Jausuel] Ejep Jeym ajejs Ajeaijioads jsnw Joenuod ay |

"PJEPUEJS SIY} YJIM BUI| Ul USHHLM 8q [|IM SBOIAISS Paseq-pnojo Joj (S8oIMaS 10} Jsenbay) sS4y 1ausuel] IV

"eJep 50| Aue 1510231 0} 9|ge S| Jausuel| Ja}sesip
BJEp € JO JusAS sy} ul s1aym saijijiqeded Ajnunuoy sseuisng pue A1sA0day Jejsesi( e apnjoul jsnw sadinias pnojo jo abesn Auy

Jausuel| puiq Aew Jey) Joenuod Bulfpapun ue s| a1ay; Jey; Buisiieal jnoyym ,1daoay, A0, ‘,SOA, Bumolo Aidwis
Aq1eusuel] puig Ajpuspaapeur Aew ssakojdwsa jey) ysi ay) ajebipiw o) si sy "sabueyo papasu Aue Ajjuapl 0 Siseq [enpiAIpul

L 1X4)

L9

TVe9

‘9'L'T9

§'1'T9

b A X4

TLT9

A

JANSNYHL



CEJOET

$20Z Aew 'PY1 D0S J8UsuUeIL @
plepuels pnoj jeusuel]

“(SWA Aoud-moT pue seouejsul jods) puewap moj jo spoliad Buunp

sBuines 1502 Jo abejueApe 9y} 0} SPEOYIOM JUEISIO}-)NE). ‘[ERIO-UOU 10} SBUIYDeW [enpiA Ajold-mo) Jo saoue)sul jods afelans '8'z'e'9
‘(sue|d sBuineS pue saoue)su| panIasay) abesn

puewap-uo o} paredwod Bujold pajunoosip wol Jysuaq o} speopiom sjqejdipald Joj sueld sBuiAes 10 S3oue)sUl panIssal dZI “2TT9
‘aln)ipuadxe Auessasauun jusaaid o} Buizisumop 10

Buluoissiwwoasp Ajawiy Jo} Buimojle 'sa01n0sal 9|p! JO pazifinispun AJjuspl 0} UOEZIfN 82IN0S3) UO S|j0Ju0d Bulojuow jusws|dw) *9'Z2'2'9
'(Buizis-)ybry 801n0say) 's)s00 Alessadauun pue Bujuoisircid-1ano Bujpioae sny)

'spuewsp peoyiom ay) 1o} pezis Ajsjeldoidde ale Asy} ainsus o} $821N0sal pnojo Jo uolesol|e ay) sziwijdo pue-mainas Ajieinbay '§zz9
'sinoy yead-yo Buunp s}s00 Buiziwiuiw

a|iym aouewlopad jewyndo Bupnsus ‘suoijenion)y peopiiom uo paseq Ayoeded aoinosa: jsn(pe Ajleojweudp o} Bujjeas-ojne uswajdw| ‘H'Z'2'9

‘painBiyuod aq Jsnw (spouad jainb  skepijoy Jaquiadaq “6-8) palinbal jou usym sawi) Bunp speopiom Jo dojs pue Heis ‘€229

"payoel) pue padojaasp aq jshwl s|dy uojlesiwiydo 1s09) 'Z'ZL9
‘saiborel)s

paje|ai-}s090 Jo uopejuaLus|dw pue JYBISISA0 Y)m payse) pue paysi|geisa ag jsnw wes) juawabeuew 1509 pnojo Aleuldiosip-Rinw v *L'2'Z'9

‘Jey) ainsua

Jsnw “yiom BuioBuo Jo xiom paseq joafoid s)bujs Jayys Joj SaaAISS pnojo asn o) Bupjoo| juswpedap Jo ‘dnoib Bupiom ‘Jasn pua Auy

‘JusiaBeuey 1500 93inosey 'Z'Z'9

A

JIANSNWVHL



$Z0Z Aew 'PY1 DOS 1uUsuel] ®
CE0PT PIEDUEIS PIoLD Jousues]

*sjapowl Buroud paziwolsna Jo ‘sjusulliwiwod Aoeded pealasal
'SJUN0JSIp SWN|OA Se yans ‘saliunpoddo Buines-)soo a10jdxe 0} siapiacid aa1A9s pnojo Yiim suonenobsu Jejnfal uj ebefug gL zz'9

*sanI}09{qo Buines-1sod yym ubije jey} suolsioap paulLiojul
ayew o} way) Bupsmodwa ‘sagjjoeid Jusiabeuew 821n0sal Pnojo aA93Y8-)S00 Lo SIasn sjeanps o) Bujures; Bulobuo apInoId ¥L'2'Z 9

(uoneziwndQ snonuuon) sbuliayo Japiroid pnojo pue ‘sjuswadueApe jealbojouyas) ‘spasu
ssausnq Buinjons uo paseq saibiajel)s Buires-}soo Bujuyal pue Buimalaal Aejnbas AqQ uoeziwido SNONURUOD JO INYND € Ja)S04’¢L'ZT 9

"(suonjos abelo)g paziwidQ) aoueuwoyad pue Ajjgissadde ejep Bujulejulew
3|lym s}s02 abelo)s aziwiuiw o} ‘uonesljdnpap pue ‘uoissaiduiod ejep ‘abelos paiay se yons uojeziwndo abelojs Juswaldwi g}L'z'Z'9

‘(sjobpng pue sualy 1s09) sunwusao j8bpng Buuanaid pue juswsbeuew
1509 anjoeosd Buijqeus ‘spjoysa.y) pauyepald spasoxs Buipuads uaym siapjoysyess Ajou o} sjebipnq pue spsje 1500 dn 19S°L1L°T°2°9

“(uopesoyy 1507 pue SuibBe] ) Aupgejunoooe Js0o Buijey(ioe} pue
uofieao]|e )09 ajeinooe Buijqeus ‘Juswuoilaus Jo ‘1osfoid ‘Juswipedap ‘1sumo Aq saoinosal azioba)ed 0} spaepue)s Buibbe) so10u3°0L 2T 9

(yuswabeueyy sjokosy7) sisoo abeiojs Alessadauun Juanaid o} ‘saoue)sul
Aieiodws) pue ‘afielo)s ‘sjoysdeus Se yons ‘se2IN0sal pasnun a}s|ap Jo aAlyole Ajeotieworne o} sajoljod sjpAoay ysiqels3 '6'2°Z9

A

JIANSNVYHL



$20Z Aew 'PY1 DOS IPUSURI] B
[45F 218 pIepuBlS pnoj 1ousued |

‘pa|qeus
9 Jsnw spaje Juswubisse ajo1 pue ‘payoel} aq Jsnus sabueyd ajoy saldde ssaooe abajiaud Jses) Jo sjdiouud ay) (SIA) SPUIYIB [ENUIA BY) UO
Ajuo jou pue 19Ae} 2lige} Sy} 1B pauoisirold B1e $9]01 BINSUS 0} Swsiueydsul / jepod Jueasjal ay} yBnoiy) pauoisinoid Dygy aney jsnw sjuswholdap ||y

Qvay) |01ju0 ss2IIY paseq 20y :JUNZY TE'9

"eusues] Buiusenob suonelnbal pue ‘spiepue)g ‘sejoljod ‘sme) sjgealjdde jje 0} a1aype Jsnw SaolAIes pnojo Jo abesn Auy ‘p'L'e"9

'(,Buibbe| , £'4'9 u0Nas 0} 1aja1) 8feI0)s Ul UBYM
pue (13pir0id pnojo auy) woly pue o)) shkem om) pajdAlous aq Jsnw ejep ay} ‘ejep pajejnfial 10 aayisuss jayjo Aue 1o ejep 8)eiodlod |euspyucd
‘19Y |dOd 19pun paIsaod ejep ‘siequinu pied JIpaid '()|d) uohewlol sjqeluapl Alleuosiad ulejuoo [im ejep jo moj sy} juiod Aue je §| "¢°L'e"9

"asn ssauisng 1o} panoidde Apiandxa ssajun oud panosdde aq isnw saiped pay Aq pajsoy
$90|AI9S Paseq pnoj) 'uonewloju Auedwos Bunio)s Jo/pue Bueys 1o pasn &q jou jsnw xogdoiq Jo/pue ‘pnojdl ‘aaup 8jficos) sjdwexs
S80)A\I8S paseq-pnojo olgnd Jayjo Auy “uonewou; Auedwod Bupeys pue Buuos oy wioped pnojd pastioyine ay} I SAGAUQ JOSOION 2 1S9

"piepue}s pue Ao1jod UoReoISSElO Bjep Upm aull Ul pabeuew aq Jim ‘paInjonsun pue painjonis yjoq ‘ejeq jeusues] paseq-pno iy L L'e'9

-uonosjoud eleq ‘I°'¢e'9
sjuawainbay
‘ypm paijdwiod aq jsnw sjuawalnbal Buimojio} 8y plepueis
"$80I1A8S pnojo Bunnbiyuoo uonduosag
[ uonedynsne

usym ypm paijduiod aq Jsnwl Jey) S|oLU0D ay) ale mojag “LoneziueBio ue uyim pajuswajdwl s )l Moy o spuadap S80IAJBS PNojD JO SSUBAINIBYS By |

'swiayshg pnojo |[e 10 sjuswainbas uopeinbyuod Aunoses ;

:INIT3SvA ALRINJ3S "€'9

A

JINSNWVHL



[43 L]

$Z0Z A8 P11 D0S JBuUsuel] @
PIEpUEIS pnoy Jousuel]

'sabueyo ayew ),uea nq sjuiodpus NGO MBIA UBD

Japeay Juiodpug NGD

‘s1asn Jayjo o ss399e juelf ),uea jng sjuiodpus Ngo sbeuew uey

JoInguuoy) uodpug NOD

‘Way) o) $S800€ JOU Jng 'saoinies yje[zig afeuew nof s 187

TOINGUIUoY YELZig

ejep bBuy|ig o) ssaa0e peel smojly

Japeay buiig

safueyo ayew J,ued jng ‘seoialss dnyoeq malA e

18peay anjoeg

slaylo
0} ss800e Buialb pue uojjesio jjnea ‘dnyoeq jo [eaowsal jdeoxa 'saoinlas dnyoeq sbeueww nok s a7

J0jeJadg dnyoeg

sJaljo 0} 38008 SAIb pUE SjnNeA 8)e8.o J,UeD Ing ‘soinias dnyoeq sbeuew nof s18]

Ionguuoy) dmpeg

‘'suojjes)sibas yoeyg ainzy sbeuew nof sjs7

I8UM(Q) Uonensiiay Yoels ainzy

"§0OQUNJ 8Y} JO SGO[ 8jeal0 0} ajqe 8q 0} - saledoid yooquny peay

10jelad() yooqUNy UOIEwo)ny

sqol swnsal pue ‘puadsns 'dojs ‘yejs UED siojesadQ uolRWOINY

JojeIad() uonewalny

‘syooquny uolewoyny Buisn sqor sfeueyy pue sleain

I0JeIad0 qor Uo[ewojny

saimes) JabBngaq Joysdeug siybisu| uojies)ddy asn o} uoissiwiad Josn san|g)

186bNga( 1oySdeUs SiubIsU uonesday

sjusuodles sjybisu| uonesyddy abeuew uen

TOGUIUGY) JUSL0dW07) SIUBISU] UoNeaday

S|dY PUE 801Ales 0} 558008 A|uo-peay

3|0y Japeay solAies JusLlisbeue) Y

8|dY @Y} jou Jnq soinies abeuew uen

8|0y Jojesad() 20IAG JUSIBBEUE |JY

s|dy auj pue aoss abeuew uey

IOINGHJUCY) S0IAI8G JUaWBDEUE [JY

J8jlim ejep auljuelenb oe TelMEUIEIEND ISy

lapeal ejep sujueienb soe IBpESYaUfjUBIENDIOY

Jaubis ebew joe JaUD|Gabe WDy

‘sabueyo Aue ayew jou Jnq 'Buiyihiena maia NoA sja1 Japeay

's80In0sal 0} ssa00e Jdeoxa Buiyifiens sbeuel nok 587 Jonguiuog

'§80In0s8) 0] ssaooe Buipniou; ‘Buiyifiens abeuew nof s8] J8UMQ
uonduasag 8|0t ul-jing

:21nZy/ YOSOIII UILIM S|qe|IBAR S8J0J DYEY UIFJING S|qe|IBA. JO ISl MOJaq 8y} 0} Jajay

A

JINSNVYHL




ceJo /1

$Z0Z A8 ‘P11 D0OS I8UsuRIl] O
PIEPpURIS pnojD jotistiel ]

"SJuNoodYy qeT ainzy nok Japun sqe| pabeuelu Jnok ajs|ap ‘ebeuew ‘9jesd nok 181

0eal) qe

"Way) 0} $83008 J0U Ing ‘s)jnea Asy abeuew nok sja

TOINqUIU0Y) JNeA ADY

‘Way) 0} $S8008 J0U Jnq ‘sjunoooe swisisAg Juabijeju) sbeuew noA s

IOJNAPIUO ) 1UN0o0Y SWalSAS JUsbi|ay]

"gQIusLINo0( SB UMOUY ABWIO0) S| §J SOWSO) 8Inzy ‘Sjuncdde gq Sowso?) ainzy abeuew ue)

JOINQLIUOY) JUN00Y gaiuaunoog

‘WsY} 0} $S9008
SBY OYM [03u02 NOA J8] JOU SB0P ING SN INZY Ul S}9S PI0dal pue sauoz SNQ sbeuew nok sja

lojnquiuog suoz SNQ

'$qeT 1891A8Q 8.nZy JNOA I SBUIYDBW [BNJIA INOA UMOPINYS pUB 'Ue)sal 'He)s J0suuoo nof s ja7

1880 Sqe] 158 A8

elep sonAjeue sbind uen

196ing B1eq

"$JUN0ooe
sonAjeuy exe ejeq aiejep Jo 81easd jou Ing sqol umo Jnok abeuew pue ‘Joyuow ‘Jlwgns nok s8]

18d0[BAa( SOTAEUY OYET BIEQ

"Wy} UIYNM $80.N0S81 P|IYO SE [|oM Se 'saLI0joe} ejep abeuew pue sjeai)

JOINGUIUCY) FI01oE BIEQ

‘SJUN0J0E g( SOWSOY) 2Nz
BuiBeuew o} JOTAGHIUOL JUN0G0Y GaIUSWNG0Q 99 'BIEP JUNOOOE g( SOWSOY) 2inZYy pesl Ue)

3]0y JoPEDY 1UN020Y g( SOWs0))

“Way} 0} $8008 JOU Inq ‘saseqelep TOSAW gales|) abeuew nok sjan

Jojnguuo) 94 TOSAW gdesd

"0} pajoauu0d 81 Aay) Junodoe abelo)s
10 YIOMJBU [BNJIA BY) JOU PUB ‘WBY) O) SS90 10U Jng ‘Seulydew [enjliA oisse|o sbeuew nok sje

TOJNAIIU07) SUIUOB [ENHIA OISSE[D)

SJUN022Y
abe.0)g oI1sse}n uo shey ajeiausfial pue isi| 0) pamo||e a.e siojesd( A8y Junodoy abelolg Jisse|)

30y

B01M1ag Jojesad() Aey JUN0DDY SDEIOIS 0ISSE|D)

"Way) 0} $$8908 JOU Inq 'sjunodoe abelojs oisse|o abeuew nof sja

IOJNGUJUO0Y) 1UN0J0Y 8Delojs OISSE|)

‘Way) O} $$809€ JOU Jnq ‘SyIomjau aissepp abeuel nof s e

JOINQUIUCY) JIOMIBN 01858

'sabueyd ayeu 3,ued Ing sjuiodpus Jiay) pue se)yold NGO MSIA UeD

18peay 3[oid N

‘S198N J8Y)0 0} 853998 JuelB },ued inq syuiodpus Jisy) pue sajyold NOD sbeuew uen

0InqLiuog 8yijoid Na9

A

JIANSNVYHL



4081

$20Z Aew ‘P11 D0S 1BUsURIL @
PIEPUEIS Po|D Jousuel]

"Wy} 0) SS800B JOU Jng 'suoij08|j09 qol Jejnpayog abeuew nof s e

10INQIIUCY) SUONIIS0Y) GO JBNPayos

‘AyoJeI9Iy/s90.N0SBI pEa. pue
1901 poddns ejeaun ‘Aojjod sonosal Ajipow/aleald o} S)UBH Yim 'y3 Wodj siasn pajjipoeg (Malnsld)

[MaAaIid) I0INGHIUSY) AJ(0d BaJnosay

“Way} 0} $S9908 Jou Jnq ‘'seyoeo sipey ebeuew nof s 3o

JOINGIIUC)) BUOBY) SIpay

'shey Junoooe
abelo)s 0} $S809€ BIA JUNOOE SBEIO)S B Ul PAUIBIUOD EJEP (|2 O} SS822€ B}lIM/PEa] MO|[E OS|E ||IM }]
"821N0S3. paulejuod 10 Juncade abelols e 8jeald Jo a)ajap noA 18] Jou Jiim Ing Buiyifiene maia nok s8]

$S600Y EJe(] pUe Jopeoy

“Way) 0} $8392€ JOU
Ing ‘suojjejdde pue syunodoe Juswabeuepy aouewiouad uonesddy oy meN sbeuew nok s)a7

T0INQHIUCY) JUN000Y QY ooy MaN

"By} 0} $$9008 Jou Jnq ‘syiomjeu abeuew nok S8

T0INQIIU07) YIOMBN

“TONUOY SINZY YIM AIMDBS
PUE "SUDISSIWIBd "Sejod UM PalEs 199 osfe 995 ('0)0 ‘sBo) ‘soujew) ejep Buuoyuow (e pes. uen

1opeay BUNONUON

“JOJ[UO] SINZY UM AjInoas pue 'suoissiuied
'SS]01 YIM PaJIE}S J90) Os|e 993 "sBuijjes Bunoyuow 1pe pue ejep Buuoyuow ||e peas uen

JOINQUIUCY) BULOHUOH

Auap| paubissy Jasn ubissy pue peay

J0IBI8d0) Auap| pebeue |y

Awuap| paubissy Jasn sjejeq pue ‘sjepdn ‘peay ‘siesin

IOINQIIUOY) AYIUSP| pabeuey

‘dde 2160 a|qesip pue ‘a|qeus 'peal nof sja7

101eI8d() ddy o150

‘Way) 0} $s800e Jou Ing ‘dde 2160| sbeuew nof s}

T0IqIIu07 ddy oibo|

'$89IN0S8I 8.NzY ||E U0 sonsoubelp sinzy jo uonelnBiyuoo sy} Buimala Buipnjoul
‘sBuijes Buliojuow mala pue se ([am se ejep Buloyuow ||e yosess pue maiA ued Japesy sonkjeuy Boq

18pesy SONAEUY b0

'$80JN0S81 8.2y |[e uo sansoubelp ainzy Buunbljuco pue ‘suonnjos

Buippe ‘sjunodoe uofewolny Buunbiyuod pue Buleslo ‘abelolg ainzy woyy s60| jo uonos||oa ainbiyuod
0} 8|qe 8q 0} sAay Junoaoe abelo)s Buipeas 'S A 0} uoisuaxe WA 9y} Buippe sapnjoul sbumes
Bunoyuow Buryp3 "sbuies Bulioyuow yps pue ejep Buloyuow |je pess uea Jojnguyuoy sonkjeuy 6o

T0)NqIIU07) SOlAleUy o

A

JIANSNWVUHL




3061

»Z0Z A2 'PT1 D0S J8usuer] @
pIEpUEIS PnojD) Jausuel]

sjsenbal poddng afeuew pue ajealo nok sje

JOINGIIUOY) 159nbay Hodang

sobessow ananb pue sananb abelo}g ainzy 0} $$8008 Peal Joj SMO|fY

[Majhald] Jepeay EjeQ anan() eDeI}g

sobessaw ananb pue senanb s6ei0}g 8INZY 0} SS8008 8}8|8p PUE ‘S}LIM 'PES] IO} SMO|Y

[MBINal4) JoJnqujuo7) BJeq anant) abeiojg

ejep puUe s18UIeju0o qo|q aBeio)g ainzy 0} $S8008 Pesl o) SMO||Y

(Malhald] jepeey e qojg abelolg

Bjep pue sJauejuoo qojq ebeio}g einzy 0} S$800 8)9|8p pUe ‘ajliM 'peal Joj SMO|Y

[Manald) JoInauiuoy) Bjeq 4oy abeiorg

sjunoday abelo}s uo skay ajesauahial pue jsi| 0} pamojje a.e siojesad( Aoy Junodoy abelo)g

3]0y 201MISS J0jeiad0) A8y JUn0ooY JPEIDIG

‘Way} 0} $S90E Jou Ing ‘sjunocooe sbelojs abeuew nok s e

ITOINGUIUOY) JUN0OJY SPEICS

'sajoljod
paje(a.- AJINOSS JIY) JOU pUE 'Way) 0} SS800e JOU JnNq 'Saseqejep pUB s1anles 103 abeuew noA sa7

JOJNQUIU0Y) 19AI8S J0S

"WaY} 0} SS800 JOU JNq ‘SeSeqejep pUB SieAlas OS Jo saoljod pajejal-Ajnoss ay) sbeuew nok s)e7

Jabeuey AjlINd8S OS

"SJ9AJAS DS Jualed sy} Jo sajolod pajejel
-Aunoes Jiayy abeueuw j,ued nok ‘os|y "LWay) o) S$8208 Jou Jnq 'seseqelep TOS abeuelw nof s1a7

oingiuo) §d ToS

suoneJado juswabeuew Jayjo wiopad jou Inq snjels A19A008Y 8l MaIA nok s 197

1opesy AIoh0osy aNg

suoljesado juswabeuew A1oa009y ajS Jayjo wioyad jou Jnq yoeq|ie} pue JaAo|ie) NoA s187

01800 AIGA003Y 8l

Juswubisse 8joJ pue uoijeald Jnea jdaoxe solAIas A1eA00aYy a)ig aBeuew nok sja

T DU ELN R ENE

sabueyo ayew Jouued Ing 'sajejs
fjunoss malA ‘saloljod A)Noos MaIA 'SpB|R PUB SUOEPUSWILIODS) MBIA UBD) :A|Uo Jajua)) AIinasg u|

Japeey Ajnoag

pesjsul Jojeljsiulpy AUnoag asn ases|d "ajol Aoeba) e si siy |

[RoeboT) Jebeuejy Anoag

SUOIJEpUSILL0DA. PUB SHBe SSIWSIP ‘SUOIJepUSLUILIO0Ia] pUe SUaje
mala ‘se10jjod Ainoss Jipa 'sejeys Ajlinoas mala ‘sajoljod Aundas maia ue) :Ajuo Jejuar Alnoeg uj

UIWpy AJInoag

‘WiBLy} O} SSB00E JOU INQ 's8dIAIeS Yoleag abeuew nok 587

JOINQIIUOY) S0IAIBS YoIEag

A

JINSNWVHL




#20Z Aew ‘P11 D08 I9Usuel] O
€40 0C p1epuelS projD Jpusuel |

sejnu buysixa Jpa 0} BuiAey Inoylm Sejni mau ppe 0}.4eises Sl Jey) oS - 08 ‘008 ‘002 ‘004

- Sajni usemieq sdeb anea) 0] papusLUwioal S| Jj “Ajuoud sy seybly eyp ‘taquinu sy} Jamoj 8y spio Ayioud uj passaooid aie ssiny Hypond

:MOJq pajou ale suoido pajeloosse pue spjal 8y} JO UMopyeslq i

"SaNUI
M3} B }SES] € 10} UOIJ0alIp Joyye uo Buimoy si aiel} ou pue ‘paddo)s aie SUOjoauu0d usym pajdnuisjul 81e SMOJ) Oljel] “MOj) 8Y} pejqeus
1ey} ajnJ A)lINJ9s B sA0WS4 NOA usym paydnliajul 94 Jou Jsnut uojoauuoa Bulisixa uy “Hod sy Jano djyel} o) puodsal 0) 9jn. AjlIndas punogino
ue Aji3ads 0} Alessadau jou 1] ‘Hod e J9A0 pamoj|e S| Jljel} punoqul § "anyj osje S| ajisoddo ay| "Ajleulsixs pajeliul S| UOJEIIUNWLIOD
11 8jnJ Anoas punoqu) ue Ayoads o) paau Ajuo noA *oijed) punogino sy} o} asucdsal ayj 1o} 8|t AjInoas punoqul ue Ajioads o) Alessassu
Jou s} ‘adwexa 10} ‘08 Mod Jano ssalppe Aue o} ajni A}INdas punogino ue Ayaads noA J| ‘injolels aq 0) SN SMOjIe SIY) ‘SPJ0IBI MOJ) 3y} 10
SJE}S UOJ108ULI0D Sy} UO paseq psiusp JO PSMOJE S| UCHEDIUNLILLIOD ‘SUOosuu0d Bupsixa Jo) pajeald S| piooal M| Y *oljels au) Ausp 1o mojle
0} (jooojoud pue Hod uoljeusap ‘uoljeurjssp ‘Hod 82inos ‘8oinos) uojjewlojul a|dn)-g ay} Buisn Ajuoud Aq pajenjeas ale sajni Ajundas oSN 'Ze'e'9

‘pakojdap usaq sey HSN dy;
90U0 paInbiyuoo ale jey) ss|n WoJsho pue uoljosjold JISeq Joj dlige - aInzy au) Ag papeoy sjnejop Jo sasudwod SOSN U} Jo uoieinfiyuo) ‘| e ¢ e
SUO[eINBu0?) JNejoq pue (DSNJ SAnois AJIndas JIOMPON  °€'¢°9

‘Way} 0} $8809€ jou Ing ‘(suejd gam jou) sejisqom abeuew nok s a7 I0JNQI{UGY) SNISGIM

"W8Y) 0} $$8008 JoU Inq ‘sejisgam Joj suejd gam ay) abeuew nof s ICINQUIUOY) UE|d Qo

‘19sn Je|nbal e se aujyoew [enyiA e o} uibo| Ued 8|01 SIU) UM SIaS( UBo7 1850 SUIUDEN [ENHIA
‘0} pajoauu0g 81,k8U} jJunoade

abeJo}s Jo yIomjau [BnjIA BU} JOU pUB 'Way) O} $$9298 10U INg ‘seulyoew [enpIA sbeuew nok s)87 I0JNGHIUOY) SUIUDE[ [ENHIA
‘sabayiaud

l1asn Jo01 xnur 10 JojesiulLpe SMOPUIA Ul sulydew [enyiA B 0} uiBo| Ueo 9|0J SIY} yum sJas( - UIG0T JOESIUIWPY SUIOE}y [ENHI,

'$90JN0SaJ aInzy 0} $s200€ Jasn abeuew nok s}e I0JBI}SIUIWPY SS820Y 188

‘WaY) 0} SS830B SBY OUM [04Ju0d NoA 18] 1ou seop Jng ssjyold Jebeuely oiyel | sbeuew nok s 187 IJOINQUIUCY) JOBEUEY JIel]

A

JIANSNVHL



cejore

5Z0Z Aep 'PY] DOS 1PUsuRl] O
plepuels pnojD Jeusues |

Aemojel yiomjou [enyin e 0] PajoSLLIOD YIOMIBU [BNYIA 1O SYIOMISU [BNYIA paisad pue ‘saoeds sse.ppe sasjuiaid soReRi
~U0 PBJoaLILod Jfe '(yiompsu feniin ayj Joj paulep sebuel 4q|) Jje) soeds ssaippe yomou [enyia ay} sapnfous bey siy | YIOMIEN [ENUIA
'S8|ni OGN BuunBijuod usym sjqe|ieA. SBe | 8ojAIaS du} JO UOO8]es € S| Mojog
«'Stnoib Ajunaes uonesydde Jo sBey somies yym sejn Aunoss pejuswibne suiquiod ‘uoluyep
ajni Aunass 1noA o soueusiuew Aiduns o “syod pue ‘sebuel (Bupnoy ulBLIOQ-19}u| SS9|SSEID) HQID ‘Sassaippe ) Jaidxa sjdiniu
Ayioeds uea nof ‘ajnu e Buyeaia usyp ‘st e Jo spjey pod pue ‘uogeLlsep ‘8aInos 3Ly} uy seynu pajuatubne asn ‘st Aunoes poojsiepun
Alises ‘afbuss e ojut sdnoib Ajunaes uopeayddy pue 'sbe) 8OII8S 'sassalppe o) Joijdxe s|dinw ‘spod ajdiynuw BuIGUIoD UBd NOA *SajM Jamay
Yym ‘seiojjod Ajunass yiomjeu xe/diwoa pue iabie| syap o} NoA Bumoye ‘syiomeu [eniiA 10f uopiuyep Anoas Ayjduis sejni pajuswibny, ‘z'p'e'9
"0liqe4 ainzy sy} jo ped Bureq
Aeuoiouny sy} o} 8np sjuswaiinbal snbjun s J8WOJSNI € JiNS 0} pajipe 8Q Jouued pue JosoIdl|N Aq Ppajjoiju0a S| Jsi| SIY L "SUOHEUNSSP puB
$80.n0s paujwisiapald Joj Jaises juswabeuew sjni ayew o} sajni ALnaas payuswBny Buisn ajqejiere s) sajn) A1n9as JO WO} [BUOHIPPE UY L'b'e'9
S9Ny MuNoag pajuawibny  'p'e'9
painbyuod sbuiyas ayj uo paseq ybnouy; ayes buikusp 1o bumoyie ase noA iayjaym Bugou si siy) uonay
"9jni Siy) Aq pajusp Jo pamojie aq jim jey} sbues ssejppe fuoheuase
dl uojeusap ayoeds e Joj el buiobino ayj seyjoads jj Bej jneysp e o ‘obueyssaippe d| ue ‘Auy aq ue ey uopeunssp sy | Heupseg
'8inu iy Aq pajusp o pamojje aq jim jey) +991n0
abue: 4 921nos oyely Bujuioaus ey} sayloads )y ‘be) jnejep e o abues Ssaippe / ssaippe 9jjioeds e ‘Auy oq ued Jajy 8Inos oy ’ s
dan/daL /ity "1 "9SN ot ybnouy) pejusppemojje buraq j0oojoid ayess ey i sty ‘jod0j0.d
Hod Aue uo el mojje o} (,) ysialSe pue apiNoid 'GEGS9-bZ0L ‘08 Se yons
sabued piod Jojpue suod abuis Jo Jsif pejeledss-ewiwod e Jo §€G69-¥204 se yons abuel piod e ‘gg se yons pod aibuis e apinoid ‘Hogd
"8I SIy} Aq pajisp Jo pemojje aq jim iyl spod Yojym Uo sayoads Sit|
BIn! Yoes .o Jayuspl enbiun e s) siy | "siayjo wiol i ysINBULSIP o} 8 84 Jo suieN :oweN

A

JINSNVYHL



[4 SR 44

»Z0Z AW 'PY1 D05 J8usuel] @
pPL/EPURIS PNOJD JoUSUEL |

feteu uoibai] g@sowsonainzy Jewiio) Buimoyjos ay) ur uoibau ay) Aydads ued noA ‘uoibai
Jljioads e U @SOWS0DaINZY 0] SS9208 MOJje 0] Juem AjUo NoA §| ‘gESOWS0DBINZY 0 PBIUSP 40 POMOjIe SI JiYjes) ‘anfeA
8y} 10} g@SowWsonaInzy Ajoads noA §j ‘eoinies eseqeleq Sowson ainzy 8y} Jo saxyeld ssaippe ay) sejousp bey sty

gQ sowso) aInzy

‘Be) Jowiaju; oy} Aq pajuasaldai osje aie Bej siyj Aq pajuasaidai saxiaid

S$S2IppPe Jly JoMIes 10 8seqejep DS 2i08ds e Jou Jnq 'eaiMiss eseqeled TOS 8inzy 8y) sjuasaidal bey et} ‘sjauiexs 4o
"20IAIBS 8] JO SaoUR)SUI JYIDadS JOU NG ‘B3iMaS oLy Sjussaidal bej oty Be) eojues e se §Nises oS Ajoeds pinod noA
‘uoibai SN Jseg ayj ul eseqeleg TOS ainzy 0} Ajuo Ssad3e mojje o} Juem noA i ‘sjdiexs 1o ‘uoibal ay) Ajoads ueo nok
‘uoibai oy108ds B Ul JOS 0] $58208 MOjfe 0} JUeM AjUo NOA § “TOS 0} PaIUaP JO PaMOjie S e} ‘anjeA ayj Joj TOS Aloads
noA J| *sedINIaS 9SNoyaIeM Bleq TOS 8inzZy pue aseqeleq TOS 8inzy ayj jo Sexyald ssaippe oy} sajouap bej sy |

108

"By jouss)uy oy} Aq pajuasaidai osie ale bej

Siy) Aq pajussaidas saxieid ssaippe Jiy '1unoade ebelo}s ainzy Jijioads e Jou nq ‘edinies abeiojs ainzy el Ssjuasaidal
bBe) ay) ‘ajditexs 104 ‘9IRS B} JO SBIURISUI OI08dS JOU INq ‘9JIAIBS B} S)Uasaldal Bej ay) "be} saiiss e se

Snise3 abelo)s Aoads pinoa nof ‘uoibas SN 1se3 8y ui abeio}S ainzy o} AjUo $$8298 Mojje 0] juem noA j) ‘sjdiexa 1o
‘uoibai sy} Ayoads ued noA ‘uoibai ay10eds e ul abeio)s 0] $$8008 Mojje 0} Juem Ajuo noA §j “abelo)s o} pajuep Jo pamoje
S oye) ‘anjea ayj Joj abel0}s Ayoads nod J ‘saias abelo)s ainzy ay) Joj 8Jeds ssaippe 4 ay) sajousp bej sty

abelio)g

"DV Jobeuely JHJeI] SINZY 8y} Ul punoj 8q ued Sdj eqoid
Jabeueyy oiyel) uo uoneuLIojul 8io) "S4] 8qo.id sebeuepy diel | 8inzy 8y Joj 83eds SS8Ippe 4} 8y} Sejousp bej siy |

Jobeueyy oiyel] ainzy

'00BdS SSBIPPE d] ljqnd paumo ainzy sy} sepnjou) abue. ssaippe
oy Jowsul oygnd ayj Aq 8jqeyoral pue YIoOMBU [ENJIA 8L} BPISING SI jey) 80eds SSaIPPE J4f 8y} sejousp be} i1

EINE T

"9J1d Silj} 9PLUIBAO UBI NOA “1aduejeq peoj ainzy ey Buisn jou ale noA J| “sjeulbiio seqoid yjesy S,9iNZy a4oym Ssaippe
(1000j01d Jowa}lly) 4 Jejusaeiep ainzy ue 0} sejejsue) Bej 8y 1eaueleq Peoj ainjoniselul s,aunzy sejousp bey siyl

laguejeg peo- ainzy

A

JINSNWVHL



£20Z Aew 'PY1 D0S IuUsueIL @

CEJO £C pIgpUEIS PnojD) Jausued |

Auag I GE6e9-0 0/0000 G€49G5-0 0/0°0°0°0 | 00599
$S999Y | |090j0ld | sHod uojjeulisaq uoneunsag | spod asnog 921nog Ruoud
punoquj |y Auag

Mmojly v GE€5S9-0 0/0°0°00 GE£GS9-0 Joduejeg peoT ainzy | L00S9
$S999Y | |090}0.d | spod uoljeuiysaq uoljeunyseq | syod aainog 9910 AjIold
punog uj Jaduejeq peo ainzy mojy

MOy I GEGG9-0 | YIomISN [enHIA GESS9-0 HIOMION [eNUIA | 00099
$5999Y | |090)0id | SHod uojjeul}saq uojjeunysag | sHod asinog 92.n0g Aond

:paidde sajn1 jnejep 8y} jo UMopyealq & I mojag

'sdnolb Ayunoas wojsna Buyesto Jo jeacidde
3y} 10} pamo|jo} 3q Jsnw ssadold (gy)) pieog Alosiapy abueyd sy paijdde sajni ynesep 40 1as pauluLisiepald e si alay) pakojdap sl OSN € Usypm

punog ujJoNA Mojly

S3In1 JEeQ PUNoGu] *L'§'e"

juawanojdaqg uo se[ny OSN JInejeq  "9'e’9
[aweu ucibail ynepfeyainzy jewios Bumojoi ayp ul uoibal ay) Ayasds
uea noA ‘uoibial oyioeds e ul jineAAayeinzy 0} SSaa0e Mojje o} Juem Ajuo noA Jj ynepdexelnzy o} peiusp Jo pamoje Jnep fay ainzy

S1 ljjed) ‘anfen sy} 1o} Jinepfayeinzy Aj1oads nof Jj ‘a9inies Jinep Aey einzy 8y} jo sexield ssaippe ey} ssjousp bey siy|

f N

JANSNVYHL



[4 %54

p20Z A8l ‘P11 D0S 1Busuel O
plepuels pnoy) jousuel]

SPIEPUETS 1oUSUBI]) plepue)g AJInoas JIoMBN 8y} pue pIepue)s JaAag qaj JausUel | 8y} 0} Jojoy

Auag v G£GS9-0 0/0'000 Ge€459-0 0/0'0°'0°0 | 00999
$S220Y | |020301 syuod uoeunsaq uoneunsaqg spod 221n0g 99inog | Ajuolg
punog ino Iy Aueg

Mmojly I G£484e9-0 Jouidu| G£989-0 0/0'0°0°0 | L00S9
§S920Y | [090)0id spod uoieunsaq uopeunsaq spod a21nog aainog | Ajuolg
punog JnQ Joulaju| mojly

Mo|ly v GEGG0-0 |  OHOMISN [enuIA GEGe9-0 HOMIBN [ENHIA | 00059
$S999Y | |090j01d spod uoneunsaq uoneunsaq spod 821nog aoinog | Ajioug

punog jnQ JoUA mojly

S9|NJ J{nejog punoqing ‘z's'¢"9

A

JIANSNYHL



TRANSNET

T

6.4. RESOURCE CONSISTENCY

Resource consistency on all cloud Systems

Justification/ | The effectiveness of a resource consistency depends on how it is implemented within an
Description organization. Below are the controls that must be compiled with when initiating cloud
services:

Virtual systems must be clearly identified and documented to enable the effective
management of cloud infrastructure.

Standard The following requirements must be complied with:

Requirements
6.4.1. Maintain a CMDB of all workloads deployed:

6.4.1.1. All deployments of cloud-based solutions to be documented on the Transnet
CMDB.

6.4.1.2. Changes to cloud-based deployments can be maintained through Infrastructure
as code (laC) (e.g., Terraform declarative configuration files, deployed via
pipeline and source controlled)

6.4.2. Data Classifications and Restrictions:

All data moving to and through Transnet's usage of cloud services are subject to and
must adhere to organizationally defined data classification levels. This classification
includes all the levels as defined in the Classification Policy (Data for public
consumption and data for private consumption). The Group CIO may after consultation
with Chief Corporate and Regulatory Officer determine how Transnet data is to be
managed whilst on the cloud platform.

6.4.3. Tagging Definitions and Standards:

6.4.3.1. Database Server:

1) Environment - AZ (AZURE)

2) OS version - W (windows) / L (Linux)

3) OD -TCC

4) Abbreviated Application (workload)- PRIM (Primavera)

5) Database -DB

6) Number - 101 following 102 following 103
7) Stored Data Classification level - Public/Confidential/Secret

8) Business Unit - HR/Marketing/ICT/Finance
9) Development / Production - Dev / Prod

Example: AZWTCCPRIMDB_HR_Prod101
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6.4.3.2. Resource Group:
1} Group -RG
2) Operating Division -TCC
3) Abbreviated Application (Workload) - PRIM (Primavera)

Example: RG-TCC~PRIM

6.4.3.3. Server:
1} Environment - AZ (AZURE)
10) OS version - W (windows) / L (Linux)
2) Operating Division -TCC
3) Abbreviated Application (Workload) - PRIM (Primavera)
4) Server - SRV
5) Number - 101 following 102 following 103
6) Stored Data Classification level - Public/Confidential/Secret
7) Business Unit - HR/Marketing/ICT/Finance
8) Development / Production - Dev/Prod

Example: AZWTCCPRIMSRV_FIN_Dev101

Transnet Cloud Standard 26 of 32
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6.5. CLOUD DEPLOYMENTS

Cloud Deployments

Justification / The effectiveness of Cloud services depends on how it is implemented within an

Description organization. Below are the controls that must be complied with when configuring cloud
services.

Standard The following requirements must be complied with:

Requirements
6.5.1. General Requirements:

6.5.1.1. Transnet must have a single tenant with operating divisions configured
as departments under the single subscription. Each OD (Operating
Division) will then register accounts and subscriptions under the relevant
OD.

6.5.1.2.  Any cloud workloads must go to Change Advisory Board (CAB) for
formal approval (including DEV, QA, and Production systems).

6.5.1.3. Forall cloud deployments (e.g., SaaS, Paas$, |aaS), at minimum obtain
an annual SOC (Security Operations Center) Type 2 report and/or ISO
27001 certification from the contracted cloud service provider (CSP) /
operating service provider (OSP) and ensure they meet the minimum
requirements.

6.5.1.4.  Use of cloud computing services for work purposes must be formally
authorized by the Operating division head of ICT or DOA (Delegation of
Authority). The OD head of ICT or DOA must certify that security,
privacy, and all other IT management requirements will be adequately
addressed by the cloud computing vendor.

6.5.1.5. Before entering into any new contract or agreement with a cloud vendor,
a thorough due diligence must be conducted to ensure that the vendor's
services align with the security, privacy, compliance, and operational
requirements of Transnet. This aims to minimize risks, safeguard
sensitive information, and ensure the continuity of our operations while
leveraging the benefits of cloud-based services.

This due diligence process includes at a minimum the following steps:

1) Security Assessment: Evaluating the vendor's security measures,
including data encryption practices, access controls, network
security protocols, and incident response procedures.

2) Privacy Compliance: Verifying that the vendor complies with
applicable privacy regulations, such as GDPR, CCPA, HIPAA, or
any other relevant standards, and assessing their data handling and
privacy protection mechanisms.

3) Compliance Certification: Confirming that the vendor adheres to
industry-specific compliance standards, such as SOC 2, ISO 27001,
PCI DSS, or others relevant to our business operations.

Transnet Cloud Standard 27 of 32
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4) Data Residency and Sovereignty: Ensuring that the vendor's data
storage and processing locations comply with our legal and
regulatory requirements regarding data residency and sovereignty.

5) Service Level Agreements (SLAs): Reviewing SLAs to understand
the vendor's commitments regarding uptime, performance, support,
and resolution times for issues or disruptions.

6) Vendor reputation and Reliability: Assessing the vendor's
reputation, reliability, financial stability, and track record of delivering
high-quality services to other clients.

7) Exit Strategy and Data Portability: Establishing procedures and
mechanisms for data migration, termination of services, and
ensuring data portability in the event of contract termination or
vendor changes.

8) Risk Management: Identifying and mitigating potential risks
associated with the vendor's services, including vendor lock-in,
service disruptions, data breaches, and legal liabilities.

Cloud Deployments

6.5.1.6. Forany cloud services that require users to agree to terms of service,
such agreements must be reviewed and approved by the OD Head of
ICT or DOA.

6.5.1.7. The use of such services must comply with Transnet Acceptable Use
and Transnet Information Security Policy.

6.5.1.8. The use of such services must comply with all laws and regulations
governing the handling of personally identifiable information, corporate
financial data or any other data owned or collected by Transnet.

6.5.1.9. The OD Head of ICT or DOA decides what data may or may not be
stored in the Cloud.

6.5.1.10. Below is a set of standards that must be applied to all cloud-based
deployments. Due to the list of available services or workloads this
document does not provide granular detail for configuration standards
and therefore require that the cloud administrator ensures that
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deployments are done looking at best-practise while ensuring all
standards noted in this document are adhered to.

6.5.2. Generic standards across subscriptions:

6.5.2.1. All deployments to have anti-malware installed.

6.5.2.2. Al deployments to be placed in the South African region.

6.5.23. Alldisks and databases deployed to have encryption.

6.5.2.4. All workloads, components, resource groups to be tagged for their
purpose — Tagging definition and standard to be defined.

6.5.2.5. All passwords created during deployment are to be either 42 characters
or use certificate authentication. The password may be securely stored
in a PAM (Privileged Access Management) or password manager.

6.5.2.6. Al IP addresses to be dynamic unless there is a business and technical
need for static IP addressing.

6.5.3. Production deployments:

6.5.3.1.  All production deployments to be part of high availability sets.

6.5.3.2. Al production deployments to have OMS (Operations Management
Suite) monitoring.

6.5.3.3. All production deployments to have backup and disaster recovery
enabled.

6.5.3.4. All production deployments to have change tracking enabled.

6.5.3.5. All production deployments to have alerts enabled and configured.

6.5.3.6. Use of Premium disks is limited to deployments that require high
Input/Output rates.

6.5.3.7.  All production deployments to have disks managed as part of the
managed disks feature.

6.5.3.8. Al production deployments to have Just in Time VM {Virtual Machine)
access enabled. -

6.5.3.9. The use of external IP addresses is limited to workloads that need direct
internet facing connections. By default, all workloads will have this
disabled as all traffic will route through load balancers. However, this is a
workload and design dependant.

6.5.3.10. Regular reviews and monitoring must be performed for external facing
IPs. Alerts must be configured for the creation of public IPs.

6.5.3.11. All VMs are to have disk encryption enabled.

6.5.4. Development and Testing deployments
6.5.4.1. Dev/Test deployments not to have high availability outside of the High
availability PoC (Proof of Concept).
6.5.4.2. Masking requirements for the usage of production data in
development/test environments in cloud computing:
1) Data Anonymization: Ensure that personally identifiable
information (PII), such as names, addresses, social security
numbers, and other sensitive data, is anonymized or replaced with
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6.5.4.3.

6.5.4.4,
6.5.4.5.

6.5.4.6.
6.5.4.7.

OMS (Azure Operations Management Suite) monitoring is required on
Dev/Test deployments as it is best for pre-production environments to be
mirrors of production. Not having OMS monitoring during the Dev and
Testing phase may introduce risks or result in outages, when released to
production.

Disaster recovery is not required on Dev/Test workloads.

Cost management visibility alerts must be configured for Dev/Test
deployments.

Premium storage is not to be used for dev test deployments.

Disks to be managed as part of the managed disks feature.

synthetic data that retains the format and structure but does not
contain real information.

Tokenization: Implement tokenization techniques to replace
sensitive data with randomly generated tokens while preserving
referential integrity and ensuring that the tokens cannot be reverse
engineered to retrieve the original data.

Pseudonymization: Use pseudonymization methods to replace
identifiable information with pseudonyms or aliases, which are
reversible only with access to a separate mapping table stored
securely and accessible only to authorized personnel.

Subset Selection: Limit the amount of production data used in
development/test environments by selecting a subset of records or
data fields that are necessary for testing purposes while excluding
unnecessary or sensitive information.

Data Masking Techniques: Employ data masking techniques such
as substitution, shuffling, encryption, or format-preserving encryption
to obfuscate sensitive data while maintaining its usability for testing
and development activities.

Dynamic Data Masking: Implement dynamic data masking
mechanisms that dynamically conceal sensitive data in real-time
based on user roles and privileges, ensuring that unauthorized
users do not have access to sensitive information even within the
development/test environment.

Data De-identification: De-identify sensitive data by removing
direct identifiers and suppressing quasi-identifiers to minimize the
risk of re-identification while maintaining the utility of the data for
testing and development purposes.

Data Lifecycle Management: Establish policies and procedures for
the lifecycle management of masked production data in
development/test environments, including data generation, masking,
storage, usage, and disposal, to ensure compliance with regulatory
requirements and minimize data exposure.

Monitoring and Auditing: Implement monitoring and auditing
mechanisms to track and log access to masked production data in
development/test environments, detect unauthorized access or
usage, and maintain accountability for data handling activities.
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Cloud Deployments

6.5.4.8. Justin time VM access can be enabled depending on technical
requirement,

6.5.4.9. No Dev Test deployment is to use public IP addresses unless there is a
technical and business requirement that is approved.

6.5.4.10. Disk encryption is not mandatory and is at the discretion of the business
owner.

6.5.4.11. All Dev test deployments to have auto-shutdown enabled.

7. EXCEPTIONS

Conformance with this standard is mandatory and whilst the necessary care must be taken to ensure that the
requirements within this standard are as practical as possible, situations may arise where compliance to specific
requirements may not be feasible/possible. For all cases where compliance to a specific requirement is not
possible, an exemption or exception must be formally submitted in line with the deviation process. Such deviation
requests must be submitted to the GM: Technology Innovation & Digital Transformation for preliminary
investigations and considerations. Only the Information Security, Governance, Risk and Compliance Committee
has the authority to formally approve deviations from this standard.

8. REFERENCES

The Standard must be read in conjunction with the following related internal and external requirements;
8.1. INTERNAL DOCUMENTS:

e &6 e e @& o

Information Security Policy.

Information Classification Policy & Standard.
Cryptography Standard.

Enterprise Risk Management Strategy and Framework.
ICT Continuity Standard.

ICT Physical and environmental Security Standard.
ICT Vulnerability & Patch Management Standard.
Network Security Standard.

Web Server Standard.

Incident Management Standard.

User and Device Management Standard.

8.2. EXTERNAL DOCUMENTS:

Azure Well-Architected Framework.

The Protection of Personal Information Act, 2013 (Act No 4 of 2013).

The King IV Report on Corporate Governance for South Africa.

Electronic Communications Act 36 of 2005.

Regulation of Interception of Communications and Provision of Communication-related Information Act,
2002.
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Each employee is responsible for complying with the Cloud Standard requirements. Violation of any provision of
this Standard will result in one or more of the following:

¢ Total or partial limitation of an employee's or third party's access to some or all of Transnet's systems.

e |Initiation of legal action by Transnet including, but not limited to, criminal or civil prosecution under the
applicable law.

 Transnet requiring the violator to provide restitution for any improper use of service.

e Disciplinary sanctions against employess.

* Invocation or legal remedies such as those included in contractual agreements and Service Level Agreements
including cancellation of contracts with third parties.

9. VIOLATIONS OF THE STANDARD
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Port Terminal Equipment Available
CPT CTCT Straddle Carriers 12
CPT CTCT RTG cranes 32
CPT CTCT Haulers 75
CPT CTCT Empty Container Handler 7
CPT CTCT Reach Stackers 2
CPT CTCT Mobile Bowser 2
CPT CTCT Fuel Tanks 2
CPT CTCT Dispenser Pump 1
CPT CTMPT Straddle Carriers 8
CPT CTMPT Mobile Harbour Cranes 3
CPT CTMPT Haulers 16
CPT CTMPT Reach Stackers 3
CPT CTMPT 13 - 45Forklifts 5
CPT CTMPT 3T Heli Forklifts 3
CPT CTMPT 5T TCM - Forklits 2
CPT CTMPT Mobile Bowser 1
DBN DCT Pier 1 RTG cranes 25
DBN DCT Pier 1 Haulers 47
DBN DCT Pier 1 Reach Stackers 4
DBN DCT Pier 1 Mobile Bowser 2
DBN DCT Pier 1 Fuel Tanks 2
DBN DCT Pier 1 Dispenser Pump 2
DBN DCT Pier 2 Straddle Carriers 108
DBN DCT Pier 2 Haulers 75
DBN DCT Pier 2 Reach Stackers 3
DBN DCT Pier 2 Empty Container Handler 10
DBN DCT Pier 2 Mobile Bowser 2
DBN DCT Pier 2 Fuel Tanks 4
DBN DCT Pier 2 Dispenser Pump 8
DBN Maydorn Wharf Haulers 8
DBN Maydorn Wharf Tractors 15
DBN Maydorn Wharf Reach Stackers 2
DBN Maydorn Wharf Forklifts 3
DBN Maydorn Wharf Mobile Bowser 1
DBN Maydorn Wharf Fuel Tanks 1
DBN Maydorn Wharf Dispenser Pump 1
DBN Point Mobile Harbour Cranes 4
DBN Point Haulers 37
DBN Point Reach Stackers 15
DBN Point Forklifts 3
DBN Point Mobile Bowser 1
DBN Point Fuel Tanks 1
DBN Point Dispenser Pump 1
EL ELMPT Grain Elevators 2
EL ELMPT Straddle Carriers 4
EL ELMPT Mobile Bowser 1
EL ELMPT Fuel Tanks 2
EL ELMPT Dispenser Pump 2
NGQ NCT RTG cranes 37
NGQ NCT Reach Stackers 4
NGQ NCT Empty Container Handler 6
NGQ NCT Haulers 98
NGQ NCT Mobile Bowser 2
NGQ NCT Fuel Tanks 4
NGQ NCT Dispenser Pump 6
PE PE BULK Stackers 2




PE PE BULK Reclaimers 3

PE PE BULK 30 Ton Forklifts 1

PE PECT Straddle Carriers 21

PE PECT Mobile Harbour Cranes 1

PE PECT Reach Stackers 2

PE PECT Empty Container Handler 2

PE PECT Mobile Bowser 1

PE PECT Fuel Tanks 2

PE PECT Dispenser Pump 3

PE PEMT H&T 2

RCB RCB DBT Stackers 2

RCB RCB DBT Mobile Harbour Cranes 3

RCB RCB DBT Hoppers 2

RCB RCB MPT Reach Stackers 3

RCB RCB MPT Terberg Haulers 69

RCB RCB MPT Mobile Harbour Cranes 1

RCB RCB MPT Ferrari Haulers 4

RCB RCB MPT Mafi Haulers 2

RCB RCB MPT 42T Forklifts 3

RCB RCB MPT 32T Forklifts 6

RCB RCB MPT 18T Forklifts 10

RCB RCB MPT 8T Forklifts 11

RCB RCB MPT Water Tankers 3

RCB RCB MPT Excavators 11

RCB RCB MPT Bobcats 6

RCB RCB MPT Bobcat Sweepers 2

RCB RCB MPT Mobile Bowser 2

RCB RCB MPT Fuel Tanks 3

RCB RCB MPT Dispenser Pump 6

SAL SLD MPT Forklifts 12

SAL SLD MPT Terberg Haulers 14

SAL SLD MPT Mobile Shiploaders 2

SAL SLD MPT Mobile Bowser 1

SAL SLD MPT Fuel Tanks 2

SAL SLD MPT Dispenser Pump 2
NORTHERN CAPE LOHATLA Motor Vechicles 3
NORTHERN CAPE LOHATLA Heavy duty Machines / FEL 4
NORTHERN CAPE LOHATLA Excavators 1
NORTHERN CAPE LOHATLA Generator (Back up) 1
NORTHERN CAPE LOHATLA Locomotives 3
NORTHERN CAPE LOHATLA Mobile Bowser 1
NORTHERN CAPE LOHATLA Fuel Tanks 2
NORTHERN CAPE LOHATLA Dispenser Pump 2
NORTHERN WEST PENDORING Heavy duty Machines / FEL 3
NORTHERN WEST PENDORING Bobcat 3
NORTHERN WEST PENDORING Water Tankers 3
NORTHERN WEST PENDORING Mobile Bowser 1
NORTHERN WEST PENDORING Fuel Tanks 1
NORTHERN WEST PENDORING Dispenser Pump 1
MPUMALANGA KENDAL Heavy duty Machines / FEL 3
MPUMALANGA KENDAL Bobcat 3
MPUMALANGA KENDAL Water Tankers 3
MPUMALANGA KENDAL Mobile Bowser 1
MPUMALANGA KENDAL Fuel Tanks 2
MPUMALANGA KENDAL Dispenser Pump 2
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