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1 PURPOSE OF THIS MEMO

11 Purpose

The purpose of this document is to provide security measures for EL Solar Farm in line with SACAA,
ICAO and NKP legislative requirements,

1.2 Objective

The objective of this document is to ensure that all security measures installed are as per ACSA IT/ES

standards and in line with ES security technology strategy i.e ISS.

1.3 Background

T5S and IAM is in a process of installing PV Modules at EL Airport to convert sunlight into electridty
energy. These assets need to be protected against acts of sabotage and unlawful acts. Provision needs
to be made for cable routes from wire centre to the point of installation to the camera. Therefore

IT/ES isto implement the best possible security measures forthat area.

2 SCOPE OF WORKS

Below isa detailed SOW, Proposed Security Measures and BOQ;

Table 1: SOW, Security Measuresand BOQ
| Measure | Quamtity [ commens |
- — N _|_ — e —— .

| 2 _' Access Gate to the solarfarmshall ‘

|be access controlled. Access

p—

' control can be by means of |
ACS r' physical durable lock. Control of ‘
| ACS keys shall follow PE Security [

Key Control or management |

[
| Procedure.

|
} oS SP shall asses the area and The detection systsn;haTl_be for _‘
| determine  camera  (Thermal | the entlre area perimeter fence.

— —
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[ ‘—masr'mm—— ‘*BEEcFoT shallbe by means video 1|
| [ qualify number of cameras analytics, which shall detect all
i ’ needed for complete coverage, unauthorized entry and intrusions
|I and detection. Detection around mthesolarplant.Thereshallbeno
:' | solar farm perimeter shall be blind-spot or dead-spot into the |
| | complets meaning there must not | secured side.

| be any desd spot or blind spot J |
|’ || without detection. The SP shall Analytics shall be used with ||

.| also determine the height of the | thermal cameras for visual and
| | pole to enable effective camera | detection. /
,! |view to maximize detection, II ’
‘ | NOTE: Helght of the camera pole ;
| | shall notexceed 6 meters - airside [|
| | legal height. SP shal determine

J the tamera field of view i.e, view
‘ | angleand distancecoverage. : 4(
T shall asses the area and |

tamera (Thermal

Cameras) positions and qualify
| | number of cameras needed for
P shall

' ccv | determtine the camers field of

J determine

| complete  coverage.

[f view l.e. view angle and distance

| | coverage and ensure that blind

' | spots and dead zones are

| | eliminated, Subsequently SP shall
| also determine height of the
[ camera for maximum coverage.

Optical Camera
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g|
| Al access gates to the solar fam ]
| shall be equipped with Optical '
] camera located at the entrance
| gate which shall be used to identify [
| people entering and leaving the ’
| site. The $P shall also determine

S
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| Configuration

|

S — —_—
J ntrol 2 X Workstation

.] Room

|

raining/
Control room

operators

L

} First line
Maintenance

I Engineer

.| {train the
trainer)

| SN

I_—Svsﬁl;\_ T

| Training/

|

10 X Qperators
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the helght of the pole to enabie |
effective camera view, NOTE:

Height of the camera poleshall not

exceed 6 meters - airside fegal '
height.

‘There shall be PTZ cameras that

shall be used by control room for

surveillance. NOTE: Height of the
camera pole shali not exceed 6

meters - airsidelegal height

—_— e

ACSA VMS (Dviel/ Flier version 8).
5P shall aiso configureall thevi deo

analytics around the perimeter for
intrusion detection.

| SPshall setup theclient station and

configure the aslarms user

interface. (

*WMM*T
Jon how to acknowledge and ’

|manage alarms and SP shall

| providean OPLtraining manual for !

J
i
[
|
|
S —
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Sufficient dleacance
‘outside solar perimeter
must be provided for so

that that threat can be
Oetelcted efficiently.

Figure 1: Propose layout at EL Solar Farm

In scope

The following are in scope:
*  Supply, installation and commissioningof security measures as stipulated in the above table,
®  12-monthGuarantee and Warranty on the entire installation and all Equipment;
®  Architectural documents;
®  End User Training;

e Handoverdocuments.
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12 Camen Specifications
Table 2: Camera Specification
|21 Thermal Bullet Camera Specifications |
. I_Uncooled long rangefimage sensor/focal Iens_;_ T _-Ar

j IP{network cameras), 10/100 Mbps;
{ Power Source ~ POE+ / Input Voltage 24Vde

P67 t?a-bove {outdoor)

5. __-I High resolution (Athermalized, focus-free), Streaming Resolution - D1: 720:376, 4CIF: FMEF
Native: 640x512, Q-Native: 320x256, CIf: 352x288,QCIF: 176x144
6. | Thermel Frame rates - NTSC: 3010 PAL: 25 Hz
1|

2. l’ Brightness, Contrast, Sha rpness, Grey Shade Compression, Gamma, Smart Screen Balance, AGC —]

‘ Types: Histogram, Histogram HC, Histogram Blend, Linea

8 ‘ Anzlytics Features {must support external analytics) - Region Entrance/intrusion Detection, '

Crossover/Fence Trespassing; Auto/Manual Depth Setup, Human and Vehicle Rules, Hand-off ’
itarga to PTZ racking, Tampering

9, | Analvticﬁﬂanagemem -Web—basedconﬂsurationandmanagement. Maskingofanal;/_tii_ o i
] detection areas, adjustables ensitivity, automatic res ponses, remote 1/0 control
10. | Must support - 32GB SD Card(not supplied) E
11 AarmFeatures - 1x D_Cﬁmmmmrmwm
12, | Video compression - Two independent channels ofH.264 F\Emo_kb_p:Mbps,
| MPEG4, and MIPEG)
13 Thermal Frame Rates - NTSC: 30 W2 PAL 35 2 _'__'—1
u_i ] P67 or above {outdoor); T ___1
15, Ultra-High Definition;and *1
| 16. Three-year Camera -~ Warrantee f Ten years Sensorguarantee =~ T
e — — S—
17. Infrared (IR} day and night camerss;
/_'_m.__"_sm_plﬁcal_len?h e
[ 19, 1P (network cameras), 10/100 Mbps; = =
2. | IP67orabove fowdoor) -
L 2. l ‘High resolution/Focus (Eaﬁ?dfcus?r@ ____ :_ o :-“ ]
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22, [ Uttra-High Definition, ——

— ]

Ourability:1P66 or above

Signal:NTSC / 1920 x 1080 o

{ Power Consumption: POE /12 vdc/24vac

] Network Protocols:1Pva / 1pve, HTTP, HTTPS, SSL, TCP /1P, uDP
EEEEJEE;:T;:E&E’ -

Image Type: MIPEG, H.264 T S

perating Temperature: 0 ~ 50 degrees o

2Megapixel progressivescan ExmorcMo§  ~  —— — — f

Max 30fps @1080P reso) ution

Max 40°/s pa ns_p-eeT 360° endless pan rotation o
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”“__Ts._TXc'ﬁvTDEw o o - TS
b e ﬁ________ﬂ_*________.___._ |
| 14. Camera shaii besupplied ag received from OEM, no software and hardwarecuswmlzation shallbe '
.J accepted
}____ J-_—-____q____ —_— e ——————— —
| 2.4 Application Storage

—_— .________———__________________ﬁ________._ —_—
(- T The Serviceprovideris requested to do an assessment o determing ifthere would be an
[ additional storageor servers to cater for these additional tameras,

Note:

* Camera should be compatible with fLR Video Management Software without any

customization,

25 Out of scope

The provision as well asmaintenance of the followingis out of scope:
* ITnetworki nfrastructure (switches, routers, LAN, Fibreand i ncluding cabling);
®* SlA’sand Maintenance Contracts will be Putin place as part of an extens{on to the current

Completion,
* WireCentre;
® WireCentre equipment;
® Electrical Power
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