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3. GLOSSARY OF TERMS / DEFINITIONS

Term Definition
Analytics Refers to the business intelligence cépability.
Business Business continuity encompasses planning and preparation to ensure that an
Continuity organization can continue to operate in case of serious incidents or disasters and is
able to recover to an operational state within a reasonably short period.
Business The term Business Intelligence (BI) refers to technologies, applications and practices
Intelligence for the collection, integration, analysis, and presentation of business information. The
purpose of Business Intelligence is to support better business decision making. It
can also be described as a broad set of data analysis applications, including ad hoc
analysis and querying, enterprise reporting, online analytical processing (OLAP),
mobile B, real-time BI, operational BI, cloud and software as a service Bl, open
source B, collaborative Bl and location intelligence.

Business Business requirements specification is the eliciting, analysing and documenting of

Requirements | business requirements early in the development cycle to guide the design of the

Specification | solution.

Business A business rule is a rule that defines or constrains some aspect of business and

Rule always resolves to either true or false. Business rules are intended to assert business
structure or to control or influence the behaviour of the business.
Business rules describe the operations, definitions and constraints that apply to an
organization. Business rules can apply to people, processes, corporate behaviour and
computing systems in an organization, and are put in place to help the organization
achieve its goals.

Change A change request is when an enhancement is made to an existing system that meets

Request specific criteria.

Disaster A disaster recovery plan (DRP) is a documented process or set of procedures to

Recovery / recover and protect a business IT infrastructure in the event of a disaster. Such a

Disaster plan, ordinarily documented in written form, specifies procedures an organization is to

Recovery follow in the event of a disaster. It is "a comprehensive statement of consistent

Plan actions to be taken before, during and after a disaster”.

External Sends information to and receive information from analysis area of study/focus area.

Agents

innovation innovation generally refers to changing processes or creating more effective
processes, products and ideas. For businesses, this could mean implementing new
ideas, creating dynamic products or improving your existing services. Predominantly
focuses on digitisation type projects.

Process Set of activities that describe how an activity is executed.

When downloaded from the document management system, this do
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Term Definition
Project A project consists of a concrete and organized effort motivated by a perceived

opportunity when facing a problem, a need, a desire or a source of. it seeks the
realization of a unique and innovative deliverable, such as a product, a service, a
process, or in some cases, a scientific research. Each project has a beginning and
an end, and as such is considered a closed dynamic system. It is developed along
the 4 Ps of project management: Plan, Processes, People, and Power. it is bound by
the triple constraints that are calendar, costs and norms of quality, each of which can
be determined and measured objectively along the project lifecycle. Each project
produces some level of formal documentation, the deliverable(s), of course, and some
impacts, which can be positive and/or negative.

Software A software license is a legal instrument (usually by way of contract law, with or
License without printed material) governing the use or redistribution of software. All software
Purchase is copyright protected, in source code as also object code form. The only exception is

software in the public domain. A typical software license grants the licensee, typically
an end-user, permission to use one or more copies of software in ways where such a
use would otherwise potentially constitute copyright infringement of the software
owner's exclusive rights under copyright law.

System An organized, purposeful structure that consists of interrelated and interdependent
elements (components, entities, factors, members, parts etc.). These elements
continually influence one another (directly or indirectly) to maintain their activity and
the existence of the system, in order to achieve the goal of the system

4. ABBREVIATIONS

Abbreviation | Description

NC Nerve Centre

NCC National Control Centre

ERCC Eskom Response Command Centre

EOC Emergency Operating Centre

PJJC Provincial Joint Command Centre

DIVTCC Divisional Tactical Command Centre
PEOC Provincial Emergency Operating Centre
Munics Municipalities

SANDF South African National Defence Force
SAPS South African Poelice Services

ACE Analytics Cenire of Excellence Department
ARIS Architecture of integrated Information Systems
BCP Business Continuity Plan
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Abbreviation | Description
Bl Business Intelligence (also known as Analytics)
BPM Business Process Manager
BRS Business Requirements Specification
CR Change Request
DR Disaster Recovery
DFD Data Flow Diagram
GIT Group Information Technology Division, also referred to as Group IT
ITSO Information Technology Service Operations
T Information Technology
KPA Key Performance Area
KPI Key Performance Indicator
PCM Process Control Manual
SIS Strategic Intent Statement
SLA Service Level Agreement
Ul User Interface
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5. BUSINESS REQUIREMENTS SPECIFICATION FOCUS

The purpose of this document is thus to record and confirm the business requirements for: (select
appropriate one and remove all other options}):

« Analytics (business intelligence related requirement)
« Enhancement to existing soiution (change request criteria met and ITSO have approved option)
+ New solution

6. REASON FOR THE REQUIREMENT

6.1 Define the current business challenges / issues that need to be addressed

The stipulations of the National Disaster Risk Management Framework require that Eskom implement an
Information and Communication System to support the business obligations during disaster scenarios
(such as National Biackout incident).  Additionally, emergencies require efficient response and
communication to be well coordinated and efficiently resolved. These demands will allow the
management of business abnormal conditions, from the response to the recovery of the disaster and/or
business continuity incident(s), in such a way that limits the damage to Eskom’s equipment, service and
reputation.

Currently incidents are managed using a combination of tools, processes and resources. These include

Word, WhatsApp, SharePoint sites and Excel spreadsheets. The following are business challenges with

regards fo current information collaboration and data consolidation:

« Too much time is spent consolidating incident information from various data sources i.e. WhatsApp,
SharePoint, Ms word, Ms excel, amails

« There is the manual intervention during data consolidation, this intervention is prone to human error
and data inconsistency

e The business is utilizing 20 personnel to consolidate the incident data from various data sources
resulting in duplication of the effort

e There is no proper collaboration between various emergency stakeholders who need to share
emergency response plans. Currently the response plans are shared amongst stakeholders via email,
which limits the concurrent participation of stakeholders

6.2 Define the high level gaps between the “As-is” and “To-Be” state

As s Statement - | To Be Statement T | Therefore the high level gap is:
« Too much time is spent Reduce turnaround time Turnaround time

consolidating incident | through integration of

information from various | systems

data sources ie.

WhatsApp, SharePoint, Ms
word, Ms excel, emails

There is the manual Reduce manual intervention No alternative to manual intervention
intervention during data though business process
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As |Is Statement ‘| To Be Statement Therefore the high level gap is:
consolidation, this intervention | automation
is prone to human error and
data inconsistency since the
business utilizes 20 personnel
to consolidate the incident
data from various data
sources.
The business utilizes 20 Business process Inefficiency
personnel to consolidate the | automation will help the
incident data from various | business create efficiency
data sources with its human resources
There is no proper Collaboration tool to share Collaboration
collaboration between all emergency plans,
emergency various procedures etc. amongst
stakeholders various stakeholders

7. AS IS AND TO BE BUSINESS PROCESS ACTIVITY MAPPING
7.1 AS-IS Flow Chart

The following flow chart depicts the business activities, information flow amongst business entities when
an emergency situation emanates.
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Release: 3
Refeased on: 25 Jun 2018
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7.3.1.2 Manage Incident Response
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7.3.1.3 Deactivate Incident Response

E g

L5 - Activilty Fiow
Manage Incident
Response

(Sh
incident Managemant
N

ncident objectives

response achieved

Atity
Describe chjectives
achieved

Activity
Issue instruction to
desctivate
structures

Activily
Deactivate
emergency
structures

Event

Structures
deactivated

L5 Deactivate Incident Response
Release: 3
Released on; 25 Jun 2018

8. BUSINESS REQUIREMENTS
8.1 High level Requirements

Eskom requires an integrated communication platform to support the emergency response structures in
order to respond more quickly and adequately to emergency situations to minimise the risk of revenue
loss and support the sustainability of the organisation. The solution should guarantee uptime under
emergency conditions to manage the flow of information during a disaster or continuity incident, such as
severe supply constraint conditions, cyberattacks or a national blackout.

8.2 Detailed requirements and Business rules

Functionality | BRS T L
grouping | Number Fun_ct:onah_ty SRR SR L Pr;o_rn_tyfphasmg.

Controlled Disclosure
When downloaded from the document management system, this document is uncontrolied and the responsibility rests with the
user to ensure it is in line with the authorised version on the system.
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Functionality | BRS
grouping Number

Functionality

Priority / phasing

Notification and | BRS 1
Alerts

Ability to send notifications and alerts to
various relevant stakeholders using the
secured platform

High

Ability to monitor values and raise an alert
when defined thresholds are reached

High

Ability to define the rules based on which
alerts should be raised

High

Ability to specify levels of response activations
for various alert thresholds that determine:
different alert dissemination and response
protocois

High

BRS 1.1

Ability to issue and disseminate emergency
alerts

High

Ability to send and receive emergency alerts

High

Ability to specify whether notifications { alerts
need to be acknowledged by their recipients

High

Ability to track whether notifications [ alerts
have been acknowledged within specified time
frame

High

Ability to escalate notifications / alerts if not
acknowledged within specified time frame

High

BRS 1.2

Ability to send emergency related instructions
to relevant stakeholders

High

Ability for recipients of notifications / alerts to
reply / respond to standard feedback requests
that can be customised by original sender

High

BRS 1.3

Ability to issue emergency notifications to
relevant stakeholders

High

BRS 1.4

Ability to share a critical information pertaining
to the incident condition — two-way flow:
dissemination and response

High

BRS 1.5

Ability to view alerts raised and escalated
between Operational Nerve Centres, Tactical
Command Centres, Strategic Command,
National Control/System Operator, Provincial
Emergency Operations Centres, Provincial
Emergency Operations Centres

High

_Data/lnformation BRS 2
Consolidation

Ability to consolidate information from
disparate data sources for a better decision
making

High

Controlled Disclosure

When downloaded from the document management system, this document is uncontrolled and the responsibility rests with the
user to ensure it is in line with the authorised version on the system.
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Functionality . | BRS Functionality - | Priority / phasing |

grouping Number

BRS 2.1 | Ability to integrate information from various High
data sources e.g. WhatsApp, SharePoint, MS
Excel, MS Word

BRS 2.2 | Ability to have an access to identified critical High
information sets

BRS 2.3 | Ability to view information spatially High

BRS 2.4 | Ability to integrate a disparate flow of High
information (including instructed data, e.g.
from social media, e.g. WhatsApp groups,
SMS, emails, SharePoint posts)

Ability to assign prioritisation and High
categorization rules to determine urgency '
among disparate data flows through which
specific information packages needs to be rise
to the top ito response priorities

Ability to update map display with information
from disparate information flows

Ability to track & update divisional allocation
with information from disparate information
flows

BRS 2.5 | Ability to have an integrated view of incident High
response & response resources activated

Ability to track updates and consolidate status
against prioritised incident objectives

Tracking BRS 3 | Ability to track the resources pertaining to High
incident resolution and action plans
BRS 3.1 | Ability to track resource requests, support High

handling of requests, allocation and
movement of resources

BRS 3.2 | Ability to track incident related expenditure High
BRS 3.3 | Ability to track all documents and records High
pertaining to the incident
BRS 3.4 | Ability to track the status of information High
messages
Communication | BRS 4 | Ability to define and differentiate on High
and Controlled communication types
instructions
BRS 4.1 | Ability to define communication types i.e. High

informative, instructive and controlled
instructions

Information and | BRS 5 | Ability to distribute incident relevant data, High

Controlled Disclosure
When downloaded from the document management system, this document is uncontrolted and the responsibility rests with the
user to ensure it is in line with the authorised version on the system.

No part of this document may be reproduced without the expressed consent of the copyright helder, Eskom Holdings SOC
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Functionality BRS . o . .
grouping - Number Functlonailty. : Priority / phaSIIng
Document documents
Distribution
BRS 5.1 | Ability to pre-distribute plan instructions to High
specific individuals for rapid response
BRS 5.2 | Ability to define and build communication High
templates
Electronic log of
IAP
BRS 6.1 | Capability to audit log all decisions made High
about |AP
BRS 6.2 | Ability to log shift information — plan & actual | High
BRS 6.3 | Ability to log stakeholder information — contact | High
details and records of engagements
BRS 6.4 | Ability to log feam rosters/contact details High
BRS 6.5 | Ability to log incident assignment list High
BRS 6.6 | Ability to log a frequency of communication High
intervals
BRS 6.7 | Ability to log all decisions and assumptions High
Scenarios BRS 7 | Ability to define possible events outcomes High
pertaining to possible action plans
BRS 7.1 | Ability to define and test different scenarios to | High
address the action plans
Ability to pre-build exercise scenario and Medium
execute it during planned exercise
Ability to pre-build event scenarios {e.g. world | Medium
cup or elections) and execute these based on
decision paths as events unfold

When downloaded from the

No part of this document may be reproduce

Controlled Disclosure

document management system, this document is uncontrolled an

d the responsibility rests with the

user to ensure it is in line with the authorised version on the system,

Limited, Reg No 2002/015527/30.

d without the expressed consent of the copyright holder, Eskom Holdings SOC

Page 20 of 43




¢y jo |Z obed
Z00z ON Bay 'penwil 008 sBup|oH woxs] epjoy WBuAdoo 2y} O JUSSUOD passaldxa au} INoUUM peonpoidsl g Al JUBWINI0P SIY} jO wed oN
‘wolshs

UJ| Ui S§ ) 2INSUD 0] J3SN B4} Yuim s]sal Agisuodsal ay pue pajjojuoouUn S| JUSWNJ0P st} “uaysAs JusWaBRUEL JUSWNIOP SU) LI0Y PSPEOUMOP USUAA

DY) UO UOISIA PISLIOUINE S} UM 8

21ns0[9S1q P8ljcu0)

o3 UL

yioddnsg

1E2nTEL

‘aBuBeyoxa UOHEWIOUI pUe sioke|d o|0J sapN|auUl Sl JSISesIp INOXIE|] 0} ueld ssuodsai xQ wolj pajdope s welbeip Bumoljol ayl

sjuowalinbai eyepjuonewioju] €8

120z 42quisasq ojeq malAgd LOZO-€¥620-WAd
g10Z 19qWIAAON 61 | 91eq uonesuoyny (syg) uoneoyivadg Juswalinbay ssaulsng EOv_mW @
11 dnolo

9 AdY §10025€8-0vZ | Jeynuap| sjejdwal




£ 0 Zz obed

200z oN Bay ‘papwii 508 sBuipjoH wios3 'Jspioy yBiuAdoo suy) 4O WUSSUOD passaidxe ay) oM pasnpoidas 2q AWl JUSWNIOD SIYL JO ped oN
‘wasAs
B} UO UOISIBA PASUIOYINE U Upim sull ul st il aInsus 0] Jash U} Ulim sisal Apqisuodsas ay) pue pa|josuodun st JUBWINJ0P Silf} 'W2iSAs JusWweBEUBLU JUSWNIOP B} WY PBPED|UMOD UBUYM

21NS0]2s1d PoII0U0D
funosag woysy §°¢°8

IOM}BU [BUOISIAK SU} EIA pRio)sal A|jnyssaddns soyS ‘gyS1 AJINDSS SWIWOO8|S | SY} UO HOBqPS3) opircid 0} [04UOD 1T U} UlUNM 3sSp sdO  ©
-UOIEDIUNLILLIOD SU} UO SNJEIS - UONEISqns je J0.RU0I fiosiuadns swoosie) ¢

‘sueD |8sald Pue D@ Joj Juawalinbal dn-yoeq jo siuisi ul (SWWOD pappaqwa [eollo pue BUOG-HOBADHOMISU | T 8Y} JO UONBLLIoW STELS  *
SUONEIIUNWWOIS[3] Woys  t'¢'8

IOrd PUB DON 0} uoneulojul siu apinoid pue sanoedsiad oS N/AUN SU}
Wi0J) PAI0JSal PEO] SU} LIKUCD Os|e ‘Siy} Buiop uj "SONN Sy} Woy sjuswanbas peo| pue aseyd uolelojsal au} Lo SOJIBN/SIIUNIA YliMm SSJEDIUNWIICY  *
‘SUQISIAIR JOUJO0 WO} sjusLuaiinbal poddns pue ssauipeal aU} Ssesse 0} abejseseyd xau ayj 1o} sjuswalinbal UolEI0)S8) BU} SSISSE Ajlsnonunuo) e
-aseyd uoyeIojsal Yoes Bulinp palosal seale Jo JOLISIP 8Uj} ‘PRIOISSI SISWIOISND JO Jequinu Sy} 0} UONELLLIOJUI BPIACIH

(AMIN)PaIo)Sa) PBO| PUE adA)
JBWOJSND By} UO uonewloul s|iejus siyl "Dodd pPue 3Ird @ul o) (uoneioisel pue uonesedsid)walshs Jomod 8y} Jo SMEIS syl U UOIEWLIOJU! SPIADIH ®

uonnqiysiq €¢'8

‘aWAIaAS pue Yodes pandsxe s aseyd uone.o}sal 191100 8y} Jey} yons DOrd a4} UIUIIAL [BUOISIAIQ Uim Bseyd UonieIolsal WIUoD c .
-sgo001d asuodsal pue uoljelolsal oy} Bulnp ( paiinbal j)2oue)sisse 10§ Saljlioyine uoneiae jo juswebebuy 'z e
‘[RUOISIALQ] WO} Sjuawalnbal poddns 2}edipul PUE UOIEI0ISal JO SNJE}S S} U UOIJeLLIO] SPIACI] | ®

spuo uoissiwsuel] Z'¢’8

|oAS7 [BUOHEN B U0 pub 1amod ay} uo sarepdn apinoid Apueisucyd e

pLB oy} 0} PAIOSUUOD BC UED SB2INOS SAJEUIS)E o) usyM pue WRjsAs Jemod auj Jo SNIENS S} UO $JaWOoISN2 dd| 01 S81edIunwiwod

‘pSJEDIUNWILLOD Sq 0} 31e ('0)9 syjed UONeIO}Sal "2UNONIISBULSHSH HIOMISU SIGISSOd

‘pUE|S| UOEIOISY JO SWLISY Ul YIOMIBU SU] O SNIESS JUS4IN0 Y} UO UolleuwIoju]

-oseyd uoNeI0}sal 8y} Joj sjuswalinbal 320|q peo| 8y} 30 sulley ul souepinb apiaold 0] QON

-57903d PUB DDfd ‘SOWN [BUOISIAI] 8Lj) 0} 2JUSD aAION 9U} BIA pafejal ©q Jale| ||im uoljeuuolul

syl ‘FD bue DOYI Yl 0} Snjels JNONOEIq B} so]eoiuUNWWOoD pue (oLEUSdS MNONJElY ‘SPUM pepuB|s)welshs Jamod a4} Jo SIE)S BL} ssullwee

josuo) |[euolleN L°E€'8

1202 42quiada( ajeq malroy L0ZO-e¥620-N3Aa

210Z 19qWSAON G} | 2)ed uonesuoyny (syg) uoneoyloads Juswalnboy ssauisng EOv_mW @

9| oY GL00LSE8-0VZ | 4ounuap) ajejdwal 1] dnoio




£ 40 £ abed

Z00Z ON Bay ‘penwi D0S sBuipion woxs3 Japloy 1yBuAdod sy Jo Juasued passaidxa U} oYM paonpoidal ag Ael JUsWN20p siy} jo pyed oN
‘We)sAs
alj} UC UOISIaA PaSLIOYINE SU} Ul BUI| U S Il 2INSUS 0} JOSN ay) Upm sisal Ajjjiqisuodsal sy pue pajjoquooun st uswnoop siu) ‘WwioysAs Juawabeuell JUBLINTOP S} WL} PSPROJUMOD USUAA

ainsojasi[ pajjouo)

|0o0j0.d poje jeuoneu Buisn HAGN O3 SHje SJBUILUSSSIP PUB 8siel 0} WoxsT Joy Aliqy e
[020j0ud paje jeucneu Buisn woys3 o) DINAN Ag pues sus|e jssbul o} Ajjiqy e
‘sainjonins AJLINJes |BUISIXE PUB S4YS ‘JANVS wol) sjusasinbsl poddns Uo uoljeulioju] e
‘(012 Buipooy} 'WyBnolp e19Ass
‘s189301d "6°9)|an9| [euoneN & Uo si1s)sesip joedw Aeul Jey) 1o (UoNedo| o410ads)eouInCd U} UM PaUNdd0 aAey ABLU JEU] SID)SESIP UD YoBgpoa] e
juswebeuep 10)sesiq  6°€'8

‘saouInoid uiypm suonels Burdwind eyj 0} Buipesy seiiddns [eano Joy poddns Ajnoss apirold 0] |EUCISIAI( ‘popoasu | e
‘mo| Buiuuny ale salddns [202 a1aym suonels
Jamod Buikiddns sauiw A8y /peo] |In} un) 2q 0} aJe suoie)s duund usym 1o} saue)lsisse apinoid 0} (SONN PUB DDrd)BUCISIAI] YIM SSJEDIUNWIWOD e
"[E00 PUE JBJEM 10} S|SAS| DAISS3I Y}
UO UOIJBULIOJUL SSPIAOIH 2 "Suoije)s Jamod je sjuswalinbal ABisus Arewiud [eoio ale sssusieme [euolieniis sy} Uim uohnglisig sapiaoad Alsnonunuoy) e
(qad) voising ABisug Aewnd  g8'¢’8

P2J0)$8J SIOLISIP/SESIE JO SWIS) Ul JUSLLIUOIIAUS DN PUB D0Td SU} UIYIM UOHELLIOI JaIOISND 8U} Jo uone(dwon sy} W ISISSY e
*A19A0021 PUB UONRIO0SSI JO SWLIS} LI SNJE}S SSSUIPEa) 9] U0 SIBWOISND [e0fjLo A9) WOJj UoBWLIOI UeIqO)  »

‘WaISAS 18MOd JO SNIE]S B UC SISWIOISNY [BLISNPU| ASY PUE SOS ‘SOIUNIY YONS SISWOISND [edfjlio Aex wioju| e

S90IAIaG Jowo)sn) dnods)  1°¢'8

S2INIONJIS (EUISIXS PUE [BUISIUI 0] UORESIUNWILIOS UO MIIA PSJEPIjoSUCD B SSIEIUNWWOYD "D d 8Y} JO MBIA PSJEPIOSU0D 8y} oidwo) e
SJUBPISUL INOYOE]] 10} (09030.4d UOIESIUNWIWOD paujuLRlapald aNgLysiq
uoISIAIQ SHieyy sjelodio) 9¢'8

‘sjuiod Aoy [euonEN pUE
sjutod Aiddns Jsjem pue [200 [eou0 ‘(038 sajls DoAd ‘Sells DOL 's8NS OOrd 'SOND)SPUIp|INg [EonLD A2y Jo sniejs AJINDas 8y} UO UOHBWIOU SPIAC]H
‘g108se Jueld pue yejs au) jo Ajundes pue Alpjes e

£20Z 12quisda( ajeq molasy LDZO-£¥6Z0-W3A

1L0Z J9qWIBAON G} | 9)eQ uonesuoyny (sug) uonesydeds Juswaiinbay ssauisng EOv_mW @

9| ey 6100/568-0¥Z | ounuap) syejdway 11 dnotg




Group IT Template 240-83570075 |Rev |6

. X Identifier
Business Requirement

Authorisation
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DEM-02943-Q2Q1 Review Date | December 2021

8.4 Use Cases

8.4.1 Execute Incident Response and Recovery —“AS-IS”

Make an incident
response decision |

Emergency Response Head of Structure Main Delegating Authority

Incident Owner

Use Case No: UC 0.1
Use Case Name: Make an incident response decision
(Send Notifications and Alerts)
Goal in Context: Make a decision to activate the structures based on the following

Incident situation:

e Activate the structure when predefined trigger point has
been reached.

e lInstruct activation of the emergency response structure at
lower levels when an activation of structures higher in the
emergency hierarchy is requested.

e The head of Incident response structure decides to convene
for a specific Incident.

« The main delegating authority of Incident response structure
instructs the chairperson to convene for a specific Incident.

Scope: « Main Delegating Authority

s |Incident Owner

« Main Delegating Authority

e Incident information

+ |dentified Security Deficiencies
e Issue Briefing Document

o Reviewed Risk information

Level: High
Preconditions: Pre-developed emergency management response structures.
Success End Condition: « Incident response initiated

e Security emergency identified

Failed End Condition:

Primary Actor: Emergency Response Head of Structure

Controlied Disclosure

When downloaded from the document management system, this document is uncontrolied and the responsibility rests with the
user to ensure it is in line with the authorised version on the system.
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Secondary Actor: » Main Delegating Authority
» Incident Owner
Trigger: Security emergency identified
Crisis communication required

Main Success Scenario (Basic Flow)
1. Make an incident response decision

a. Instruct activation of the emergency response structure at lower levels when an
activation of structure higher in the emergency hierarchy is requested

b. The head of incident response structure decides to convene for a specific
incident

¢. The main delegating authority of Incident response structure instruct the
chairperson to convene for a specific incident

Alternative Flow

Open Issues:

Activate emergency
structures ;

N

Emergency Response Head of Structure Emergency Structure Secretariat

Emergency Response Structure Members

(N,

Incident Owner

Use Case No: uco.z2
Use Case Name: Activate emergency structures
(Send Notifications and Alerts)
Goal in Context: Activate pre-existing emergency structures at strategic, tactical and
operational level. The processes for activating such structures are

Controlled Disclosure

When downloaded from the document management system, this document is uncontrolied and the responsibility rests with the
user to ensure it is in line with the authorised version on the system.
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pre-defined for each structure and follow a predictable course. This
might include a decision on a venue, an initial assessment by the
head of such a structure on the extra-ordinary personnel that need
to be part of it, and the time to convene, if not immediately.

Scope: « Emergency Structure Secretariat

e Emergency Response Head of Structure
+ Incident Owner

« Emergency Incident decision

Level: High
Preconditions: e 32-123: Emergency Planning Standard
« Pre-developed emergency management response
structures.
Success End Condition: « Incident structures activation information
Failed End Condition:

Primary Actor: Emergency Response Head of Structure

Secondary Actor: » Emergency Structure Secretariat

e Emergency Response Head of Structure
+ Incident Owner

Trigger: Security emergency identified
Crisis communication required

Main Success Scenario {Basic Flow)
1. Activate emergency structures

a. Include a decision on a venue
b. Initial assessment by the head of structure
c. Time to convene

2.

Alternative Flow

Open Issues:

Controlled Disclosure

When downloaded from the document management system, this document is uncontrolled and the responsbility rests with the
user to ensure it is in line with the authorised version on the system.
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Brief emergency
structures
Incident Owner Emergency Response Siructure Members

Emergency Response Head of Structure

Use Case No: Uc 0.3
Use Case Name: Brief emergency structures
(Send Notifications and Alerts)
Goal in Context: Formally brief the structure about the nature of the Incident and any

ongoing response that is in place. This consists of a report/s from
several functions/areas responding to the Incident. The report
includes a general contextual report to ensure all the affected areas
are accounted for.

Scope: « Emergency Response Head of Structure

« Emergency Response Structure Members

« incident Owner

« Incident structures activation information

Level: High
Preconditions: Pre-developed emergency management response structures.
Success End Condition: « Incident structure brief
Failed End Condition: ‘
Primary Actor: Incident Owner
Secondary Actor: « Emergency Response Head of Structure

« Emergency Response Structure Members

Trigger: Security emergency identified
Crisis communication required
Main Success Scenario (Basic Fiow}

1. Brief emergency structures

a. About the nature of the incident

b. Ongoing response in place

¢. Reports from several functions/areas responding to the incident
Alternative Flow

Controlied Disclosure

When downloaded from the document management system, this document is uncontrolled and the responsibility rests with the
user to ensure it is in line with the authorised version on the system.
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Open Issues:
Consofidate incident
datafinformation
Emergency Response Head of Structure Emergency Response Structure Members
Use Case No: uc 0.4
Use Case Name: Consolidate incident data/information
Goal in Context: This entalls gathering information continuously about the Incident,

the context {media, public, network etc.) and the resources either
aiready deployed or available to be deployed. Using this
information, the resources are redeployed in order to move from
the abnormal situation either threatening to, or actually preventing
the delivery of a service, to a normal, in which the risk of such
service interruption has reduced to acceptabie levels.

Scope: «  WhatsApp,
» SharePoint,
« MS Excel,
« MS Word
o Email
+ Photo’s
» Maps
Level: High
Preconditions: . Access to identified critical information sets structures.
Success End Condition: « integrated view of incident response, response resources
activated
Failed End Condition:
Primary Actor: Emergency Response Head of Structure
Secondary Actor: Emergency Response Structure Members
Trigger: Emergency structures briefed

Main Success Scenario (Basic Flow)
1. ldentify the data sources €.9. WhatsApp, SharePoint, MS Excel, MS Word etc.

2. Interrogate the data sources

Controlled Disclosure

When downloaded from the document management system, this document is uncontrolled and the responsibility rests with the
user to ensure it is in line with the authorised version on the system.
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3. ldentify critical information sets
4. Extract critical information from data sources
5. Consolidate the extracted data from data sources
6. Develop the reports using the consolidate data
Alternative Flow
Open Issues:
Track incident
response
Planning Section Chief Incident Head of Section

Emergency Response Head of Structure

Use Case No: uc 0.5
Use Case Name: Track incident response
Goal in Context: Track the resources pertaining to incident resolution and action
plans.
Scope: » Planning Section Chief,

« Emergency Response Head of Structure
+ Incident Head of Section

e incident
Level: High
Preconditions: ¢ incident
Success End Condition: « Incident Response Status
Failed End Condition:
Primary Actor: Plann]ng SeCtion Chlef
Secondary Actor: Emergency Response Head of Structure
Incident Head of Section

Trigger: Operational Personnel Execute Activities
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Main Success Scenario (Basic Flow)
1. Incident Monitoring include

a. Monitoring of plan progress

b. Monitoring of incident status

¢. Monitoring of incident assigned resources

d. Monitoring of the equipment acquisition.
Alternative Flow

Open Issues:

8.5 Define the legal requirements.

The table below depicts regulatory and compliances the business need to adhere to with regards to
Disaster and Risk Management. _ -

BRS . - | Legal Requirement.

Number Functionality - - |1 Response Y/N . :

- S . . if Yes, provide legal document number / clauses

LR 1 Legal Compliance Yes - Disaster Management Act 57 of 2002

LR 2 Adherence and Compliance to Yes — National Disaster Risk Management Framework
Regulatory

8.6 Intellectual Property

All the business data intellectual property belongs to Eskom.
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10. NON FUNCTIONAL REQUIREMENTS
10.1 User Interface requirements

The following are some of the common user interface components, but not limited to:
10.1.1 Data Capturing Window

The Data Capturing Window will allow the user to capture the basic information

The Data Capturing Window will allow the user to edit/update the captured information

The Data Capturing Window will allow the user to filter and view the captured information

The Data Capturing Window will allow the user to attach the supporting documents

The Data Capturing Window will allow the user to import and export data using the common data
format such as CSV and Excel

10.1.2 Logon Window

« The Logon Window shall enable a user to enter a user name and password
« The Logon Window will indicate to the user if the user name and password were accepted
+ The Logon Window shall allow the user to accept or reject command authority for the system

10.1.3 Report Window

e The Report Window shall allow the user to select and view reports generated by the system
« The Report Window shall allow the user to select the information to be included in a report format,
including the time frame the report is to cover

10.1.4 Help Window

« The Help Window shall aliow the user to request and display help information
10.1.5 Main Window

« The Main page will have all the menus that lead to different Windows
e The Main window will have the content that describe the business and its mandate

10.2 System integration requirements

The following table depicts the information fiow between various stakeholders. For detailed information,
please see section 8.3 (information/data requirements)

“information . Source " Destination . | - Frequency
Blackout status National Control + ERCC Real time
« CE
s Divisional NMCs
« PJCC
» PE0Cs
Restoration status Transmission Grids o PJCC Real time
rStatus of Power System | Distribution « NCC Real time
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PJCC
PEoC
Load Requirement NMCs Distribution Real time
Customer
Security status of Eskom Security All Adhoc
« key critical
buildings,
« critical coal and
supply points
e critical corridors
Predetermined Corporate Affairs Division All Adhoc
communication protocol
Status of Power System | Group Customer Service Key Critical Real time
Customers
Readiness Status Key Critical Customers Group Customer | Real time
Services
Reserve level of water Primary Energy Division Distribution Real time
and coal
Reserve level of diesel Commercial Generation Real time
Reserve level of fuel oil Commercial Generation Real time
Provincial disaster e SANDF Disaster Adhoc
e SAPS Managent
» External security
structures
National Disaster o SANDF Disaster Adhoc
e SAPS Management
« External security
structures

10.3 Access requirements

The table below depicts user profiles i.e. who
user restrictions to certain information.

has access to product, what they access and how include

" Req - " Functional item | | Users (or pi'bﬁles)&At:dess rights _

D ordata ERHS |MDA| 10 | ESS |ERS|LG [IC. |PSC_ THS
AR 01 Emergency RwW R
| incident decision

When downloaded from the document managemen
user to ensure it is in line with t
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AR0.2 Incident structure R R RW
activation
information
AROQ.3 Incident structure R RW R
brief
AR 0.4 Integrated view of R R R R R R R R R
incident response
AR 0.5 Incident R RW
Response Status

Legend:

« ERHS - Emergency Response Head of Structure
e MDAES - Main Delegating Authority Emergency Structure
¢ 10—~ Incident Owner

« ESS - Emergency Structure Secretariat

o ERSM - Emergency Response Structure Member
e LG - Logistic Group

e LC - Logistic Chief

e |C ~ Incident Commander

e PSC - Planning Section Chief

« HIS - Incident Head of Section

e RW — Read and Write

¢ R~ Read Only

10.4 Archiving requirements

According to Occupational Health and Safety Act, No. 85 of 1993, the retention period for reported
incident records at work should be 3 years

10.5 Disaster recovery requirements

To protect against data loss resulting from hardware failure, backups are required. Both native
backup/recovery functions and an interface for connecting 3rd party backup tools are available. The
system replication would be set up so that it replicates data and logs to a secondary standby system in
full synchronous mode and configured as an exact copy of the active primary system - including tenant
databases, with the same number of active hosts in each system. The solution is specified for full
redundancy, with comprehensive data back-ups to address the protection of operational application and
configuration data.

10.6 Business Continuity

In case of the Incident Command Platform being down or unavailable due to unforeseen circumstances
or planned maintenance, the business will revert back to current solution of tools combination i.e. MS
Word, Whatsapp, SharePoint, Excel and data consolidation. Once the Incident Command Platform
become available as the service, the business will capture the data manually from current solution to
Incident Command Platform.
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11. PRECONDITIONS AND DEPENDENCIES

11.1 PRECONDITIONS

NMGCs will function from standby generators to support SCADA and telephony systems with diesel
supply arrangements to sustain functioning beyond 14 days. Facilities will be responsible to ensure
that these facilities are able to meet these requirement

Group IT to shut down non-essential equipment and only mission critical systems and applications will
be available for the duration of the blackout

Each province to identify the critical and non-critical staff

Standard Operating procedures will be activated to support the recovery of the power system (DC
conservation, etc.)

Internal and External communication to be facilitated by communication structures

Each province will conduct self-assessments to ensure readiness of the response capability within the
province '

Provinces will appoint the relevant people to engage at the provincial command structures.

Metros to have their own blackout restoration to support Eskom’s Nationai plan

Customer services to have engaged all the customers around blackout awareness (Metros, Munics,
Top Customers, Medium Customers)

Provincial Engagement to be facilitated by the PJCC and PEoC (Local Emergency structures will take
over engagements locally if required)

Critical substation batteries can support operations for 8 to12 hours

11.2 DEPENDENCIES

Cell phone communication will be congested and only available for 2-4 hours (Impact communication
to Urban and Rural customers)

Radio communication to field staff constrained after 8 hours which will necessitate implementation of
local control measures

HR wi!l provide guidelines on how to deal with staff that are not required at work

Fuel supply for operating and private vehicles will be constrained. Fuel and Transportation needs to
be managed by Commercial and Finance

Appointment of the disaster management coordinator for blackout

Security to facilitate the securing of prioritized sites as the need arises

12. CORPORATE, DIVISIONAL AND DEPARTMENTAL PLAN ALIGNMENT

12.1 Strategic alignment

12.1.1 Select the Eskom Shareholder's Strategic Intent Statement (SIS) that are supported by this

requirement:

Supported

SIS _ - (YIN) How .
Provide reliable, predictable and vy
affordable electricity in line with the
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approvals and regulatory model by

NERSA.

Ensure and maintain a financially viable Y

and sustainable company.

Consolidate socio-economic contribution

to ensure alignment to national

transformation imperatives.

Reduce the impact on the environment.

Ensure that company structure is

responsive to changing energy

landscape.

Submit annual strategic documents and

report on progress.
Resilience management is informed by: (i) the
Disaster Management Act No 57 of 2002 (and
amendments); (i) the key performance areas

Conduct reporting in line with regulatory and enablers in the National Disaster

model, with profit and loss for each Y Management Framework; (iii) the International

licensee. Business Continuity Management (BCM)
standard (ISO 33201) and related BCI Good
Practice Guideline; and, (iv) the FEMA/SA
Incident Command System (ICS).

12.1.2 Divisional Focus Areas / Mandates being supported

The Group's mandate is to “provide long-term sustainable business performance and growing
stakeholder confidence by providing strategic and functional leadership to Eskom on Zero Harm,
Technology Innovation, Quality, Risk and Resilience, Sustainable Development, Low Carbon Growth,

and Reducing the Environmental Footprint™.

12.1.3 Departmental Focus Areas / Mandates being supported

Risk and Resilience’s mandate is to provide and maintain one integrated Enterprise Risk and Resilience
Management framework, methodology and system enabling the organisation to apply an integrated risk-
based approach to organisational strategy, business planning, and business management ensuring

sustainability and resilience.
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13. REFERENCES

The following documents have been referenced or used to compile this Business Requirements
Specification inciuding Process Control Manuals.

Number | Name B Location

240123919038 Execute Incident Response and Recovery ?ggéﬁhggggw ave.eskom.c0.za/240-

240-51122806 http://hvpenNave.eskom.c:o.za!240—

51122806

Incident Management
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By sighing this document, the people listed record their approval on the contents of this document,
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Diane Small Manager M ! / 41201
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