ANNEXURE A


Technical Notes Relating to The Hosting and Maintenance of The Competition Tribunal Website

1. The site is developed in C# .Net framework 4.6.
2. The front-end libraries used are jQuery and Bootstrap 4.3.
3. IP-based filtering and logging is done, on the code and at server level.
4. Microsoft updates are run as and when they are released.
5. Software updates and patches are updated as required.
6. Active Server Pages (ASP)
7. PHP Plugin
8. The database used is MS SQL 2019.
9. Web traffic to the server can reach more than 30 GB/month.
10. At least 10 GB of drive space is required.
11. Several cronjobs/scheduled tasks are performed daily to synchronise files and data with the internal Case Management software.
12. The CMS is a bespoke application.
13. Security and data protection
a) The web server incorporates:
· Penetration (vulnerability) assessments
· Coding security
· Reliability/redundancy
· Protection against malicious attacks
· Physical security of the server
· Backups and restore points are updated daily
· SSL in place
· Layered access control
b) The CMS is built with high-level security features:
· 128-bit encryption
· Tiered users
· Workflows / moderation
· Validation on forms and upload fields
14. Search Engine Optimisation
· Bi-annual SEO analyses are run and reported on, to ensure optimal delivery of content and user experience.
15. Google Analytics and IIS reports are produced monthly.
