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	ID
	FUNCTIONAL REQUIREMENTS 
	Available?
	Not Available but can be developed

	BR 3.1.
	 Training Delivery
· Focuses on distributing engaging, relevant, and role-specific cybersecurity education across ACSA.
· It ensures that users receive timely and accessible learning materials through secure and scalable channels. Key elements include:
	
	

	BR 3.1.1
	Secure, cloud-based training platform.
· Training platform that leverages cloud infrastructure to ensure high availability, data protection, and seamless access across devices. Key features include:

(a) End-to-End Encryption for data in transit and at rest
(b) Role-Based Access Control (RBAC) to manage user permissions
(c) Multi-Factor Authentication (MFA) for secure login
	
	

	BR 3.1.2
	 Delivery formats:
(a) E-learning modules
(b) Simulated phishing campaigns
(c) Interactive videos and gamified learning
(d) Monthly newsletters and security tips
(e) Live webinars and workshops 
(f) Gamified quizzes and challenges
(g) Ability to learn the user’s behaviour
(h) Comprehensive training library of at least 1000 training content
	
	

	BR 3.1.3
	AI-Driven Features and Functionalities
· The training platform must include or support the following AI capabilities:
(a) Personalization
I. Adaptive learning paths based on user behaviour, role, and risk profile.
II. AI-generated content recommendations tailored to individual learning needs.
(b) Phishing Simulation Intelligence
I. AI-generated phishing emails that mimic real-world threats.
II. Dynamic difficulty adjustment based on user performance.
III. Real-time feedback and coaching after simulation interactions.
(c) Behavioural Analytics
I. AI-based analysis of user engagement and learning patterns.
II. Identification of high-risk individuals or departments.
III. Predictive modelling to forecast potential insider threats.
	
	

	BR 3.2
	Reporting & Analytics
	
	

	BR 3.2.1
	Dashboards for training progress and phishing simulation results.
	
	

	BR 3.2.2
	Monthly and quarterly executive reports.
	
	

	BR 3.2.3
	Monthly detailed training reports per department
	
	

	BR 3.2.4
	Risk scoring based on user behaviour.
	
	

	BR 3.2.5
	Integration with Active Directory (AD) to allow sign into the platform and enable the deactivation of non-compliant users. 
	
	

	BR 3.3
	 Compliance & Certification
· The training awareness platform shall comply, and generate the below:
	
	

	BR 3.3.1
	Regulatory-compliant training modules with POPIA, GDPR, NIST, ISO27001
	
	

	BR 3.3.2
	Certificates of completion to a user on completion of training.
	
	

	BR 3.4
	Target Audience
	
	

	BR 3.4.1
	All employees, contractors, and service providers
	
	

	BR 3.4.2
	High-risk departments (e.g., Finance, HR, IT)
	
	

	BR 3.4.3
	Executives and senior leadership
	
	

	BR 3.5
	Training Modules
· The training library must include the following topics as a minimum:
	
	

	BR 3.5.1
	(a) Cybersecurity Fundamentals
(b) Phishing and Social Engineering
(c) Password Hygiene and Multi-Factor Authentication (MFA)
(d) Data Protection and Privacy
(e) Secure Use of Devices and Networks
(f) Incident Reporting Procedures
(g) Compliance and Regulatory Awareness (e.g., POPIA, GDPR, ISO 27001)
	(h) 
	(i) 

	BR 3.5
	Each published training content must have an expiry date. The system must be able to track it and generate reminders targeted to a user.
	
	

	BR 3.5.1
	The system must integrate with Outlook to send notifications to users when there is an assigned training(s)
	
	

	BR 3.5.2
	Cyber Awareness Mascot
· Create a digital and physical cybersecurity awareness mascot that can resonate with ACSA employees and contractors
· Ensure that the mascot is embedded on all cyber awareness content
	
	

	BR 3.6
	Physical training 
· The trainer must have the follow requirements.
	
	

	BR 3.6.1
	Qualifications
· IT qualification with one cyber security certificate such as CompTIA Security, ITIL etc.
	
	

	BR 3.6.2
	Knowledge & Expertise 
· Cybersecurity Fundamentals – trainer must understand core concepts such as phishing, malware, social engineering, password hygiene, and data protection regulations
	
	

	BR 3.6.3
	Experience & Communication Skills
· Two years' experience in facilitating cyber awareness training as well as being capable of developing or adapting training materials to suit different learning styles and roles.
· Effective communication skills.
	
	

	BR 3.6.4
	· One trainer per site, with mascot during the quarterly trainings that must be conducted in all 10 ACSA sites countrywide.
	· 
	· 
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