










Annexure 1: Bid Specification
	[bookmark: _Hlk158711578]RFB No:
	RFP 2852/2023

	Description
	[bookmark: _Hlk158712087]Request for Proposal for the provision of an interactive Advance Passenger Information (iAPI) System with Passenger Name Record (PNR) for a period of eight (08) years

	Publication Date
	[bookmark: _GoBack]14 February 2024

	Briefing Session 

	[bookmark: _Hlk67409882]COMPULSORY VIRTUAL BRIEFING SESSION
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	Closing Date for questions / queries
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	Bid Response Submission Address 
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TECHNICAL, PRICING AND PREFERENCE POINTS REQUIREMENTS



Contents
1.	Introduction	3
2.	Background	3
3.	Scope of Bid	4
3.1	Scope of Work	4
3.2	Delivery address	7
3.3	Customer Infrastructure and environment requirements	7
4.	Requirements	8
4.1	Product / Service / Solution Requirements	8
4.1.1	Primary Deliverables	8
5.	Bid Evaluation Stages	8
5.1	Administrative responsiveness (Stage 1)	8
5.1.1	Attendance of briefing session	8
5.1.2	Registered Supplier	9
5.1.3	Submission of bid response:	9
The bidder has submitted a bid response documentation pack –	9
5.2	Technical returnable documents	9
5.2.1	Instruction and evaluation criteria	9
5.2.2	Technical mandatory requirements (Stage 2)	9
5.2.3	Technical Functionality Evaluation Requirements (Stage 3)	12
5.2.4	Virtual Demonstration / Presentation /Proof of Concept Requirements (Stage 4)	16
5.3	Special Conditions of Contract Verification (Stage 5)	27
5.3.1	Special Conditions of Contract	27
5.3.2	Declaration of compliance and acceptance SCC	32
5.4	Costing and Preference Points Evaluation (Stage 6)	33
Annex A: Bidder substantiating evidence	40
6.	TECHNICAL MANDATORY REQUIREMENT EVIDENCE	40
6.1	Bidder Certification / Affiliation Requirements	40
6.2	Bidder Experience and Capability Requirements (System Requirements)	40
Annex B: Addendum 1:Product/ Service Functional Requirements	43
Annex C: MIOS Certification Requirements	45
ATTACHMENTS	48





		

	eOSCM-00006 v2.0
	RESTRICTED
	34 of 42




[bookmark: _Toc158384171][bookmark: _Toc394775451][bookmark: _Toc394778358][bookmark: _Toc498843318][bookmark: _Toc505652265]Introduction 
The purpose of this RFP (Request for Proposal) is to invite Suppliers (hereinafter referred to as “bidders”) to submit proposals for the provision of fully integrated solution for an interactive Advance Passenger Information (iAPI) System with Passenger Name Record (PNR) by a single service provider, that enables pre-departure risk assessment and identity management to ensure that travel by known high-risk individuals is identified and prevented before they start their journey and as yet unknown persons of interest are flagged through their behaviour based on customised business rules and profiles for a period of eight (08) years.
[bookmark: _Toc158384172]Background
The Department of Home Affairs (DHA) is the lead department on behalf of the South African Government and has implemented an iAPI system in 2009 by the name of Advance Passenger Processing (APP).

The system needs to be refreshed and the market tested with regards to availability of providers with proven ability and successful implementation history of an integrated, end to end iAPI and PNR solution that supports all ICAO standards to fulfil international obligations in accordance with Annex 9 to the Convention on International Civil Aviation. 

The system must be passenger friendly and whilst securing the integrity of borders, also smoothly facilitate traveller movement without any disruption to the check in process, through real time processing.  
DHA as the custodian of identity in South Africa shall be the sole owner and proprietor of all data processed by the system. 

South Africa’s data privacy and protection laws shall be fully satisfied and managed in accordance with the provisions of the Protection of Personal Information Act, 2013.

The solution shall be fully compliant with Annex 9, Chapter 9 to the Convention on International Civil Aviation dealing with Passenger Data Exchange Systems, as well as the requirements of ICAO Doc 9944: Guidelines on Passenger Name Record (PNR) Data.

Note:
(a) SITA/DHA, in terms of the SITA Preferential Policy (PPP), has an obligation to advance designated groups which includes black SMMEs (i.e. Exempted Micro Enterprises (EME) and Qualifying Small Enterprises (QSE) for the supply of certain ICT goods or services where feasible to subcontract for a contract above R50m, an organ of state must apply sub-contracting to advance designated groups.
(b) The bidder is required to subcontract a minimum of 30% of the value of this contract to EMEs, and/or QSEs which is at least 51% owned by black people, black women, youth, or people with disabilities. If 30% in not feasible the Bidder must clearly state the proposed percentage the bidder intends to subcontract as well as the reasons for not being able to achieve the minimum requirement of 30% subcontracting. 
(c) SITA reserves the right to accept or reject the proposed percentage subcontracting and further negotiate with the preferred bidder and if not satisfied may not award the tender.

[bookmark: _Toc158384173]Scope of Bid
[bookmark: _Toc158384174]Scope of Work
The scope of work for the bidders is as follow:
KEY DELIVERABLES
(a) iAPI data must be delivered upon check-in by processing flight and passenger biographical data in real-time interactively between the carrier’s system and the government system.
(b) iAPI boarding directives must be returned in real-time to aviation and maritime carriers during check-in.  
(c) The system must either enable or prevent issuing of a boarding pass based on configurable business rules controlled by Government. Built-in fuzzy search capability shall prevent manipulation of the system to obtain a positive boarding advice.
(d) The successful bidder must be capable of delivering updated PNR data in respect of all travellers booked to travel to, from and through South Africa, at the following intervals:
· 72, 24 and 8 hours prior to flight departure; 
· Upon check-in; at which point it is merged with iAPI and boarding pass information; and
· Upon flight departure (with flight close message).
(e) iAPI and PNR data shall be merged to provide one holistic unique profile for each person, and shall be delivered in a logical and user-friendly format; i.e. easy to use, learn, and navigate.
(f) The transmission of crew and passenger information shall be through a Data Acquisition System (DAS), which must validate and process the data prior to sending it to the iAPI and PNR targeting system.  
(g) The successful bidder must provide for implementation services, including a process to enable carriers to fully integrate their departure control systems (DCS) to the new iAPI and PNR system as well as testing and certification of the integration.  
(h) The transmission of crew and passenger information shall be through a Data Acquisition System (DAS), which must validate and process the data prior to sending it to the iAPI and PNR targeting system.  
(i) The successful bidder must provide for implementation services, including a process to enable carriers to fully integrate their departure control systems (DCS) to the new iAPI and PNR system as well as testing and certification of the integration.  

USER REQUIREMENTS
(a) Accessibility to the system must be through a secure web-based environment, for government users and carriers.
(b) The system shall provide a user-friendly interface for the Department to conduct operational and administrative functions which provides viewing, analysis and override capability in accordance with the laws governing the movement of persons to and from South Africa, as well as administrator functions such as the creation and deletion of users and password refresh.
(c) Flexible reporting capability must form part of the system;
(d) The system must have basic statistical reporting that will be defined in the BRS engagement.
(e) The users must also be able to do a count report on any of the variables within the database (i.e how many persons with X Surname from Country Y went through Port D in period d).
(f) The users must be able to set parameters for alerts to allow the system automatically report when an anomaly is detected.
(g) Provide operational, maintenance and technical support for all infrastructure components of the iAPI and PNR system, 24 hours a day, 7 days a week, 365 days a year for the duration of the contract in all sites. The support includes the user portal and web-based interface.
(h) Upgrade/renovate all infrastructure components of the iAPI and PNR systems, which includes servers and network devices (Firewalls, routers and switches, storage and backups).

INDUSTRY REQUIREMENTS
(a) An end-to-end industry engagement and enrolment process shall form part of the scope of the service.
(b) All carriers and / or their duly authorised 3rd party service provider/s require certification prior to transmitting data in the production environment.  Message formats and methods of transmission through an airline specific Departure Control System (DCS) interface shall be tested and certified to ensure that all standards are met.
(c) A web-based user interface shall be delivered for the industry to upload crew and passenger information as single transactions and/or batches, either manually or automated in cases where a boarding pass is not issued.
(d) Must have the capability to accommodate scheduled airlines and charter aviation companies (general aviation) and shipping/maritime companies.
(e) Capability to extend this to other modalities (i.e. road and rail) shall be demonstrated, as well as the time taken to do so and the extent of the coverage as far as commercial conveyances are concerned. 
(f) The system must have built in data quality controls and return an error message in the event of non-compliance.
(g) Flexible and configurable risk targeting tools must enable each user to set customized parameters for targeting specific groups and / or individuals and receive alerts accordingly.
(h) The system will only allow government overrides as industry overrides are not allowed.

SYSTEM FUNCTIONALITY
(a) The successful bidder must ensure effective communication through its extensive global footprint/network.
(b) Integration with entry and exit system.
(c) Reliable hardware and software infrastructure.
· Hardware maintenance on all hardware included in the complete process.
· Software maintenance on all hardware included in the complete process.
· Network maintenance on all hardware included in the complete process.
· Hosting of all hardware in various data centres.
· Availability of reliable fail-over technology should it be needed.  Production and Disaster Recovery.
· Availability of a QA environment to test new development and changes.
· Customized design to accommodate local watch and stop lists.
· Software changes as required
(d) Adherence to customer SLA.
· Hardware, software and networks which adhere to the customer’s SLA.
· 24/7 365 support services.
· Issues resolution mechanism and severity escalation procedures
· Real time boarding directives (board/ no board) requires high availability of the system.
(e) Service desk support 24/7 365 local and international.
· The service desk provided is a manned service worldwide.
· System upgrades and core solution enhancements
(f) Hardware maintenance.
· Hardware is maintained by various vendors and equipment is replaced and upgraded as and when needed.
· Availability of technicians to do replacements and upgrades at low impact intervals (after hours).
· Testing of hardware in the QA environment before going live on production to keep downtime to a minimum. 
· Technology refresh, on a periodic basis, the hardware components and underlying software licenses are refreshed to ensure performance and availability SLA at no additional cost.
(g) Software maintenance.
· Software is maintained by various vendors and is replaced and upgraded as and when needed.
· Technicians are available to do the upgrades which occur mostly after hours.
· Testing of software is done in the QA environment before going live on production to prevent and keep downtime to a minimum.
(h) Secure networks to ensure data quality and protection of personal information.
· Secure network equipment and software is used.
· Reliable transfer mediums are used to ensure no data is lost during any transmission.
· Security certificates are maintained, updated and procured when needed.
(i) Hosting – In SA
· The application must meet the following Internet Security Protocols - Transport Layer Security (TLS), Secure Sockets Layer (SSL), Hypertext Transfer Protocol Secure (HTTPS) and have a security certificate to encrypt and secure private data that is transmitted.
· Data transmitted must be encrypted at point of origin in order to ensure that travelers’ data is not compromised.
· The Service Provider must implement a dedicated firewall with full audit trail and must be able to provide system audit logs, when required by DHA.
· All hosting sites must be in a Tier 3 compliant data centre.
· Data will remain solely owned by the DHA and the DHA must not be charged for data migration upon termination of the contract. 
· DHA reserve all rights pertaining to data hosted by the Service Provider, whereby the Service Provider shall be prohibited to commercialise the data with any third-parties.
· The service provider will be subject to security screening.
(j) Access to various human resources 24/7 365.
· Technicians available to address any issue which may arise.
· Support management available to assist technical personal to get a solution as quick as possible.
(k) The successful bidder shall provide a full-time dedicated service manager to support DHA operations. 
(l) The system must be able to receive regular uploads of various document and persons’ alert lists to update the risk engine and prevent the travel of persons who have been positively identified as undesirable and prohibited in accordance with the provisions of the Immigration Act, 2002. 
(m) Data fields must be able to accommodate at least 50 characters per data field to ease inter-operability with DHA legacy systems, including, but not limited to: -
· Visas issued;
· South African passports: Valid, lost, stolen and revoked; 
· Other no fly lists; internal and those from external sources such as the Interpol Stolen and Lost Travel Documents (SLTD) list; and 
· Lists of matches that prove to be negative after non-automated review to avoid future incidences of a false positive match.
(n) It must provide for Flight Update Notification (FUN) messages:
· Close out message – to be provided for every flight no later than 30 minutes after departure to indicate travellers on board the flight;
· Cancelled Flight Message – to be provided when a traveller’s / crewmember’s flight is cancelled;
· Cancelled reservation message – to be provided every time when a traveller or travellers under the same PNR locator number cancels their reservation;
· Reduction in Party Message – to be provided when a traveller or some travellers under the same PNR locator number cancels from a group reservation.
· The service shall include the de-personalisation / re-personalisation of PNR data and provide for the deletion of sensitive data that may have been accidentally transmitted, as prescribed.
(o) The service shall include the migration of historical APP data, as this data must form part of the new iAPI system.
(p) Data must be pushed to the iAPI and PNR system using PNRGov message format in accordance with ICAO Annex 9 and PNRGOV message implementation guidance materials published and updated by the WCO and endorsed by ICAO and IATA.
(q) The system must process a journey involving multiple countries on the same reservation.
(r) The system must allow for the following when searching:
· Boolean search capacity;
· Phonetic search capacity;
· User must not be limited to the time frame for which searches may be done (Search results may be limited).

[bookmark: _Toc158384175]Delivery address
The address where the required goods/services / works must be delivered is anchored at DHA Head Office, 230 Johannes Ramokhoase Street, Pretoria, and the system to be hosted at agreed location(s) within South Africa; not in the cloud. 

[bookmark: _Toc158384176]Customer Infrastructure and environment requirements
Accessibility to the system must be through a secure web-based environment, for government users and carriers.
The system shall provide a user friendly interface for the Department to conduct operational and administrative functions which provides viewing, analysis and override capability in accordance with the laws governing the movement of persons to and from South Africa, as well as administrator functions such as the creation and deletion of users and password refresh.

[bookmark: _Toc158384177]Requirements
[bookmark: _Toc158384178]Product / Service / Solution Requirements
[bookmark: _Toc158384179]Primary Deliverables
(a) Delivery of a fully-fledged iAPI system, including migration of all historic APP data, combined with PNR capability;
(b) Retrieve PNR from Global Distribution System (GDS) / Airline Reservation System (ARS);
(c) High level indicative project plan for execution of the project within 12 months or shorter period;
(d) Outline of the architecture of the system;
(e) System design delivered by service provider – Production, DR and QA;
(f) Set out how integration with internal systems will be done (e.g. entry/exit control system);
(g) Method of connectivity to other user departments in South Africa;
(h) Relevant documentation submitted and demonstration of system;
(i) Airline engagement, systems interface, testing and certification conducted;
(j) Monitoring capability 24/7;
(k) Dedicated service manager;
(l) Assessments done on all deliverables achieved;
(m) Training delivery.
[bookmark: _Toc149925550][bookmark: _Toc149925551][bookmark: _Toc158384180]Bid Evaluation Stages
The bid evaluation process consists of the stages as indicated below, according to the nature of the bid. 
A bidder must qualify for stage 2 onward to be eligible to proceed to the next stage of the evaluation.
These stages are:
[bookmark: _Toc149847414]Table 1: Bid Evaluation Stages
	Stage
	Description
	Applicable for this bid YES/NO

	Stage 1	
	Administrative responsiveness
	YES

	Stage 2 
	Technical Mandatory responsiveness 
	YES

	Stage 3
	Technical Functional Requirements
	YES

	Stage 4
	Virtual Demonstration/ Presentation /Proof of Concept Requirements 
	YES

	Stage 5
	Special Conditions of Contract verification
	YES

	Stage 6
	Costing and Preference evaluation
	YES



[bookmark: _Toc158384181]Administrative responsiveness (Stage 1)
[bookmark: _Toc158384182]Attendance of briefing session
(a) A Compulsory Virtual Briefing session will be held. The bidder must sign in using the same information (bidder company name, bidder representative person name and contact details) as submitted in the bidder’s response document. Any bidder who fails to attend the compulsory briefing session will be disqualified.
[bookmark: _Toc149925555][bookmark: _Toc158384183]Registered Supplier
(a) Only responses from bidders who are registered as a Supplier on National Treasury’s Central Supplier Database (CSD) in terms of National Treasury’s Instruction Note 4A of 2016/17 will be considered for award on this RFP.
(b) In the case of joint ventures or consortiums the bidder must demonstrate that at least one of the parties to the bid response attended the briefing session.
[bookmark: _Toc158384184]Submission of bid response: 
[bookmark: _Toc158384185]The bidder has submitted a bid response documentation pack –  
(a) that was delivered at the correct physical or postal address and within the stipulated date and time as specified in the “Invitation to Bid” cover page, and;
(b) [bookmark: _Hlk158714108]in the correct format as one (1) original document (hard copy) as well as one (1) copy and a copy on memory stick / USB.
[bookmark: _Toc143668996][bookmark: _Toc158384186]Technical returnable documents
[bookmark: _Toc158384187]Instruction and evaluation criteria
(a) The bidder must comply with ALL the requirements as per the Technical Mandatory Requirements below by providing substantiating evidence in the form of documentation or information, failing which it will be regarded as “NOT COMPLY”.
(b) The bidder must provide a unique reference number (e.g. binder/folio, chapter, section, page) to locate substantiating evidence in the bid response. 
(c) The bidder must comply with ALL the TECHNICAL MANDATORY REQUIREMENTS in order for the bid response to proceed to the next stage of the evaluation.
[bookmark: _Toc149925561][bookmark: _Toc158384188]Technical mandatory requirements (Stage 2)
[bookmark: _Toc149847415]Table 2: Technical Mandatory Requirements
	Mandatory Requirements
	Substantiating evidence of compliance (used to evaluate bid)
	Evidence reference (to be completed by bidder)

	1. Bidder Certification/ Affiliation Requirements


	The Bidder must be an Original Software Manufacturer (OSM) or an Accredited Reseller/ Partner for the provision of an interactive Advance Passenger Information (iAPI) System with Passenger Name Record (PNR) system.





	[bookmark: _Hlk148690644]Attach to ANNEX A a copy of valid documentation (letter/certificate/license) as proof that the Bidder is an OSM, or accredited as a Reseller/ Partner from the OSM that the bidder is able to provide an interactive Advance Passenger Information (iAPI) System with Passenger Name Record (PNR) system.

NOTE (1): 
SITA/DHA reserves the right to verify information provided.




	<provide unique reference to locate substantiating evidence in the bid response – see Annex A, par 6.1>

	2. Bidder Experience and Capability Requirements (System Requirements)


	The Bidder must have provided an interactive Advance Passenger Information (iAPI) System with Passenger Name Record (PNR) to another government customer in the past five (5) years.



	The Bidder must provide reference details by completing table 12 from another government customer in the past five (5) years to whom an interactive Advance Passenger Information (iAPI) System with Passenger Name Record (PNR) was provided which includes the following:
a) System Development, Implementation, Delivery and Compliance with ICAO Annex 9, DOC9944 and PNRGOV message implementation guidance materials published and updated by the WCO and endorsed by ICAO and IATA); 
and
b) System Maintenance, Enhancement and Support through its global communications network.

Note (1)
The Bidder must provide all of the following information when completing table 12:
(a) Another government name; and
(b) Contact person, telephone and/or e-mail address; and 
(c) Project scope of Work; and
(d) Project start and End date. 

Note (2): 
Failure to comply fully to the requirements as indicated above will result in disqualification.

Note (3): 
SITA reserves the right to verify information provided.





	<provide unique reference to locate substantiating evidence in the bid response – see Annex A, par 6.2.>

	3. Bidder Experience and Capability Requirements (Lead Resource Qualification Requirements)


	The Lead Resource (Senior Project Manager, Programme Manager, or Project Portfolio Manager) must have a qualification on NQF level 8, or similar in Information Systems, or Computer Science. 
	The Bidder must attach Copy of the Lead Resource’s Qualification and Curriculum Vitae (CV)  to Annexure A indicating the following:
NQF level 8 or similar in Information Systems, or Computer Science.

NOTE (1): 
SITA/DHA reserves the right to verify information provided.

	<provide unique reference to locate substantiating evidence in the bid response – see Annex A, par 6.3>

	4. Special Conditions of Contract


	[bookmark: _Hlk148691578]Bidder must accept ALL the Special Conditions of contract.
	The Bidder must accept ALL the Special Conditions of Contract by completing and signing the declaration of Acceptance in Declaration of compliance and acceptance under the Special Conditions (Section 5.3.2).
Note (1): 
Failure to accept ALL the Special Conditions of Contract will result in disqualification.
	<Provide unique reference to locate substantiating evidence in the bid response – see Annex A, section 6.4>

	5. Product/ Service Functional Requirements Product /
4.  Requirement

	The Bidder must confirm compliance to the Product/ Service Functional Requirements for the iAPI and PNR system.
	The Bidder must confirm that they comply with the Product/ Service Functional Requirements for the iAPI and PNR system by completing and signing Annex B: Addendum 1.

Note (1): 
Failure to comply fully to the requirements as indicated above will result in disqualification.

Note (2): 
SITA reserves the right to verify information provided.

	<provide unique reference to locate substantiating evidence in the bid response – see Annex A, section 6.5 and Annex B Addendum 1.>



[bookmark: _Toc158384189]Technical Functionality Evaluation Requirements (Stage 3)
(a) The bidder must complete in full all the TECHNICAL FUNCTIONALITY requirements.
(b) The bidder must provide a unique reference number (e.g. binder/folio, chapter, section, page) to locate substantiating evidence in the bid response. During evaluation, SITA/DHA reserves the right to treat substantiation evidence that cannot be located in the bid response, as “NOT COMPLY”.
(c) The evaluation (scoring) of bidders’ responses to the requirements will be determined by the completeness, relevance and accuracy of substantiating evidence.
(d) Each TECHNICAL FUNCTIONAL requirement will be evaluated using a rating scale as per the table below:

Table 3: Technical Functionality Evaluation Rating Scale

	[bookmark: _Hlk131424169]Evaluation criteria 
	Score

	Irrelevant - No Information provided, or does not meet minimum requirement
	0

	Good - Meets minimum  requirements
	3

	Exceeds - Significantly Exceeds minimum requirements
	5



(e) Weighting of requirements: The full scope of requirements will be determined by the following weights as per the table below.

Table 4: Technical Functional requirements
	No.
	Technical Functional requirements
	Weighting

	BIDDER’S CAPABILITY

	1.
	iAPI and PNR Management Approach 
(Organogram, Methodology, Capacity Planning, Resource Availability and Management)
	30%

	2.
	iAPI and PNR system architecture
	30%

	3.
	Experience of the Project Manager/s
	20%

	4.
	Relevant combined experience of the iAPI and PNR team 
	20%

	TOTAL
	100%



(f) Minimum threshold. To be eligible to proceed to the next stage of the evaluation the bid must achieve a minimum threshold score of 60%. 
Note (1):
The bidder must achieve at least 60% for each of the Technical Functional requirement sections as indicated in table above, failing which will result in disqualification.

Note (2):
SITA reserves the right to verify all the information provided.


Note (3):
Bidders should take note of the Minimum Requirements as well as the Minimum Threshold.
Should the bidder not meet the Minimum Requirements, or the Minimum Threshold the Bidder will be disqualified.

Table 5: Technical Functionality Requirements
	[bookmark: _Hlk136968770]TECHNICAL FUNCTIONALITY REQUIREMENTS
	Substantiating evidence and evaluation criteria
(used to evaluate bid)
	Weighting:
	Substantiation reference
(to be completed by bidder)

	1. iAPI and PNR Management Approach

The Bidder to provide a project plan including an implementation schedule/plan that covers an approach in terms of the iAPI and PNR project work.
(a) Organogram;
(b) Methodology;
(c) Capacity Planning;
(d) Resource Availability;
(e) Management.

Minimum Requirement:
(a) Methodology; and
(b) Capacity Planning.

	

Evidence
Bidder to submit a detailed project plan that covers an approach in terms of the iAPI and PNR project work.
Composition of Project Management team to be utilised to project manage the contract which should include number of resources, positions within the team, roles and responsibilities, project management knowledge and skill in managing complex and large project; 
and
Bidder should also submit the implementation schedule/plan with high level timelines should provide details of the proposed project management.

Evaluation
0= No Information provided, or does not meet minimum requirement
3= Meets minimum requirements
5= Exceeds minimum requirements

NOTE: 
SITA reserves the right to verify the information provided.

	30%
	<provide unique reference to locate substantiating evidence in the bid response – Annex A, section 6.6>

	2. iAPI and PNR system Architecture

The Bidder to indicate the iAPI and PNR system architecture design that fully illustrates how data will be:
(a) Collected, transferred, secured and stored; and
(b) Delivered to users in a user friendly and easily understandable targeting interface; and
(c) The infrastructure associated with (a) and (b) above; and
(d) Inclusion of other modalities (e.g. Road/Rail/General Aviation). 

Minimum Requirement:
a) Collected, transferred, secured and stored; and
(b) Delivered to users in a user friendly and easily understandable targeting interface; and
(c) The infrastructure associated with (a) and (b) above.





	

Evidence
The Bidder to submit an iAPI and PNR system architecture design that fully illustrates how data will be managed.

Evaluation
0= No Information provided, or does not meet minimum requirement
3= Meets minimum requirements
5= Exceeds minimum requirements

NOTE: 
SITA reserves the right to verify the information provided.

	

30%

	

<provide unique reference to locate substantiating evidence in the bid response – Annex A, section 6.6>

	3. Experience of the Project Manager/s

The Bidder to indicate the years` experience of the Lead Resource (Senior Project Manager, Programme Manager, or Project Portfolio Manager) in iAPI and PNR systems.
(a) less than 5 years’ experience in iAPI/PNR systems;
(b) 5 years’ experience in iAPI and PNR systems;
(c) more than 5 years’ experience in iAPI/PNR systems.

Minimum Requirement:
(b) 5 years’ experience in iAPI and PNR systems.
	

Evidence
The Bidder to provide a Curriculum Vitae (CV) of the Lead Resource (Senior Project Manager, Programme Manager, or Project Portfolio Manager) in iAPI and PNR systems.



Evaluation
0= No Information provided, or does not meet minimum requirement
3= Meets minimum requirements
5= Exceeds minimum requirements

NOTE: 
SITA reserves the right to verify the information provided.

	

20%
	



<provide unique reference to locate substantiating evidence in the bid response – Annex A, section 6.6>

	4. Experience of the iAPI/PNR Project Team

The Bidder to indicate the combined years` experience of the iAPI and PNR Professional Project Team (minimum of 4 team members).
(a) less than 20 years combined relevant experience;
(b) 20 – 25 years’ combined relevant experience;
(c) 25 or more years’ combined relevant experience.

Minimum Requirement:
(b) 20 – 25 years’ combined relevant experience.

	

Evidence
The Bidder to provide a list of Professional Project team members indicating the years of relevant experience per team member (minimum of 4 team members), 
and
Curriculum Vitae’s (CV) for each individual team member indicating areas of expertise. 

Evaluation
0= No Information provided, or does not meet minimum requirement
3= Meets minimum requirements
5= Exceeds minimum requirements

NOTE: 
SITA reserves the right to verify the information provided.
	

20%
	


<provide unique reference to locate substantiating evidence in the bid response – Annex A, section 6.6>



[bookmark: _Toc158384190][bookmark: _Toc148654003][bookmark: _Toc149925565][bookmark: _Toc148654004][bookmark: _Toc149925566][bookmark: _Toc148654005][bookmark: _Toc149925567][bookmark: _Toc148654006][bookmark: _Toc149925568][bookmark: _Toc148654007][bookmark: _Toc149925569][bookmark: _Toc148654008][bookmark: _Toc149925570][bookmark: _Toc148654009][bookmark: _Toc149925571]Virtual Demonstration / Presentation /Proof of Concept Requirements (Stage 4)
(a) Only those bids that successfully passed all the previous evaluation stages will progress to this evaluation stage, namely Technical Proof of Concept (Demonstration). 
(b) The bidder will be required to do a Technical Proof of Concept (Demonstration) of their proposed solution as per Stage 4 that contains the ability to support the business objectives in relation to the required technology infrastructure and the required components.

Note:
The POC (Proof of Concept) demonstration will be conducted as follows:
a) Each Bidder must conduct a Presentation as well as a Virtual Demonstration and will be evaluated on their understanding of the solution requirement.
b) Presentation and Demonstration information will be provided by the Bidder at the Presentation and Proof of Concept Demonstration session.




Table 6: Technical Proof of Concept (Demonstration) Evaluation Rating Scale
	Evaluation criteria 
	Score

	Irrelevant - No Information provided, or does not meet minimum requirement
	0

	Good - Meets minimum requirements
	3

	Exceeds -Significantly Exceeds minimum requirements
	5



(c) Weighting of requirements: The score for the Demonstration / Presentation / Proof of Concept will be calculated as follows:
i. Each Bidder must conduct a Presentation as well as a Virtual Demonstration and will be evaluated on their understanding of the solution requirement and presenting the most fit as follows:

Table 7: Technical Proof of Concept (Demonstration) weighting
	No.
	Evidence provided: 

	Weight

	1.
	iAPI data delivered upon check-in and boarding directives issued.

	10%

	2.
	Built-in Name Matching capability

	10%

	3.
	Capability to process scheduled and non-scheduled flights and maritime carriers

	10%

	4.
	Capability to extend the above to other modalities (i.e. road / rail)

	10%

	5.
	Updated PNR data in respect of all travellers booked to travel to, from and through South Africa by air, delivered at prescribed intervals

	10%

	6.
	iAPI and PNR and flight close data merged to provide one holistic unique profile for each person

	10%

	7.
	Data quality checks

	10%

	8.
	User-friendly interface for the Department to conduct Operational and Administrative functions

	10%

	9.
	Web-based user interface

	10%

	10.
	Journey involving multiple countries

	10%

	TOTAL
	100%



(d) Minimum threshold. These individual scores will be converted to a cumulative percentage and only those bidders that have met or exceeded the minimum threshold of 60% (cumulative) out of a total of 100% will proceed to the next evaluation stage.

Note (1): 
The Bidder must achieve at least 60% for each of the technical Functional requirement sections as indicated in table above, failing which will result in disqualification.
Note (2):
SITA reserves the right to verify All the information provided.
Note (3):
Bidders should take note of the Minimum Requirements as well as the Minimum Threshold.
Should the bidder not meet the Minimum Requirements, or the Minimum Threshold the Bidder will be disqualified.
Table 8: Technical Proof of Concept (Demonstration) Requirements

	Demonstration / Presentation /Proof of Concept Requirements
	Substantiating evidence and evaluation criteria
(used to evaluate bid)
	Weighting:
	Substantiation reference
(to be completed by bidder)

	1. iAPI data delivered upon check-in and boarding directives issued.

The Bidder to demonstrate how iAPI data delivered upon check-in and boarding directives issued.
(b) iAPI data delivered upon check-in and boarding directives, based on configurable business rules controlled by Government, issued in real-time to Aviation carriers; or 
(c) iAPI data delivered upon check-in and boarding directives, based on configurable business rules controlled by Government, issued in real-time to Aviation carriers and Maritime carriers; or
(d) iAPI data delivered upon check-in and boarding directives issued to Aviation, Maritime as well as Road or Rail carriers.
Minimum Requirement:
(b) iAPI data delivered upon check-in and boarding directives, based on configurable business rules controlled by Government, issued in real-time to Aviation carriers and Maritime carriers.

	
Evidence
The Bidder to demonstrate how iAPI data will be delivered upon check-in and boarding directives issued. 

Evaluation
0= No Information provided, or does not meet minimum requirement
3= Meets minimum requirements
5= Exceeds minimum requirements

NOTE: 
SITA reserves the right to verify the information provided.



	

10%
	

<Presentation and Demonstration information will be provided by the Bidder at the Presentation and Proof of Concept Demonstration session> 

	2. Built-in Name Matching capability

The Bidder to demonstrate how Built-in Name Matching capability shall prevent manipulation.
(a) No Built-in Name Matching capability to prevent manipulation of the system to obtain a positive boarding directive; or
(b) Built-in Name Matching capability shall prevent manipulation of the system to obtain a positive boarding directive; or
(c) Built-in Name Matching capability to prevent manipulation of the system to obtain a positive boarding directive; which supports multiple languages without causing unmanageably high numbers of false positives.

Minimum Requirement:
b) Built-in Name Matching capability shall prevent manipulation of the system to obtain a positive boarding directive.
	
Evidence
The Bidder to demonstrate how  the built-in Name Matching capability shall prevent manipulation.

Evaluation
0= No Information provided, or does not meet minimum requirement
3= Meets minimum requirements
5= Exceeds minimum requirements

NOTE: 
SITA reserves the right to verify the information provided.
	

10%
	

<Presentation and Demonstration information will be provided by the Bidder at the Presentation and Proof of Concept Demonstration session> 

	3. Capability to process scheduled and non-scheduled flights and maritime carriers

The Bidder to demonstrate the capability of the system to process various types of carriers: -
(c) No capability to process various types of carriers;
(b) Capability to process scheduled aviation and maritime carriers;
(c) Capability to process scheduled and non-scheduled aviation carriers and maritime carriers.

Minimum Requirement:
(b)	Capability to accommodate scheduled aviation and maritime carriers.
	

Evidence
The Bidder to demonstrate the capability of the system to process various types of carriers.

Evaluation
0= No Information provided, or does not meet minimum requirement
3= Meets minimum requirements
5= Exceeds minimum requirements

NOTE: 
SITA reserves the right to verify the information provided.

	
10%
	<Presentation and Demonstration information will be provided by the Bidder at the Presentation and Proof of Concept Demonstration session>

	4. Capability to extend the above to other modalities (i.e. road / rail)

The Bidder to demonstrate the capability of the system to extend processing to other modalities (i.e. road/rail)
(a) No capability to extend the above to other modalities (i.e. road or rail).
(b) Capability to extend the above to other modalities (either road or rail);
(c) Capability to extend the above to other modalities (road and rail);

Minimum Requirement:
(b) Capability to extend the above to other modalities (either road or rail);

	

Evidence
The Bidder to demonstrate the capability of the system to extend processing to other modalities (i.e road/rail).

Evaluation
0= No Information provided, or does not meet minimum requirement

3= Meets minimum requirements
5= Exceeds minimum requirements

NOTE: 
SITA reserves the right to verify the information provided.

	10%
	

<Presentation and Demonstration information will be provided by the Bidder at the Presentation and Proof of Concept Demonstration session> 

	5. Updated PNR data in respect of all travellers booked to travel to, from and through South Africa by air, delivered at prescribed intervals

The Bidder to demonstrate how the system shall be capable of delivering updated PNR data in respect of all travellers booked to travel to, from and through South Africa by air, at prescribed intervals.
(a) No PNR delivery; 
(b) The system shall be capable of delivering updated PNR data in respect of all travellers booked to travel to, from and through South Africa by air, at a minimum prescribed interval of three (3) times before flight departure.
(c) The system shall be capable of delivering updated PNR data in respect of all travellers booked to travel to, from and through South Africa by air, at more than three (3) intervals before flight departure.

Minimum Requirement:
(b)  The system shall be capable of delivering updated PNR data in respect of all travellers booked to travel to, from and through South Africa by air, at a minimum prescribed interval of three (3) times before flight departure.




	


Evidence
The Bidder to demonstrate how the system shall be capable of delivering updated PNR data in respect of all travellers booked.


Evaluation
0= No Information provided, or does not meet minimum requirement
3= Meets minimum requirements
5= Exceeds minimum requirements

NOTE: 
SITA reserves the right to verify the information provided.

	10%
	

<Presentation and Demonstration information will be provided by the Bidder at the Presentation and Proof of Concept Demonstration session>

	6. iAPI and PNR and flight close data merged to provide one holistic unique profile for each person

The Bidder to demonstrate how iAPI and PNR and flight close data shall be merged.
(a) No holistic unique profile containing merged iAPI and PNR and flight close data delivered in a logical and user-friendly format.
(b) iAPI and PNR and flight close data merged to provide one holistic unique profile for each person.
(c) iAPI and PNR and flight close data merged to provide one holistic unique profile for each person, and delivered in a logical and user-friendly format; i.e. easy to use, learn, and navigate.

Minimum Requirement:
(b)	iAPI and PNR and flight close data merged to provide one holistic unique profile for each person.

	

Evidence
The Bidder to demonstrate how iAPI and PNR and flight close data shall be merged to provide one holistic unique profile.

Evaluation
0= No Information provided, or does not meet minimum requirement
3= Meets minimum requirements
5= Exceeds minimum requirements

NOTE: 
SITA reserves the right to verify the information provided.
	10%
	<Presentation and Demonstration information will be provided by the Bidder at the Presentation and Proof of Concept Demonstration session>

	7. Data quality checks

The Bidder to demonstrate how the system shall deliver data quality checks.
(a) No data quality checks.
(b) Data quality checks resulting in error messages to the carrier in respect of poor data quality.
(c) The system has data quality checks and returns an error message in the event of non-compliance to force the carrier to re-submit the data in accordance with the required quality and ensures that the errors are visible to Government users.

Minimum Requirement:
(b) Data quality checks resulting in error messages to the carrier in respect of poor data quality.

	
Evidence
The Bidder to demonstrate how the system shall deliver data quality checks

Evaluation
0= No Information provided, or does not meet minimum requirement
3= Meets minimum requirements
5= Exceeds minimum requirements

NOTE: 
SITA reserves the right to verify the information provided.
	10%
	
<Presentation and Demonstration information will be provided by the Bidder at the Presentation and Proof of Concept Demonstration session>

	8. User-friendly interface for the Department to conduct Operational and Administrative functions

The Bidder to demonstrate the User- friendly interface of the system.
(a) No user-friendly interface for the Department;
(b) User-friendly interface for DHA to conduct operational and administrative functions which provides viewing, analysis and override capability in accordance with the laws governing the movement of persons to and from South Africa; 
(c) User friendly interface for DHA to conduct operational and administrative functions which provides viewing, analysis and override capability in accordance with the laws governing the movement of persons to and from South Africa, as well as administrator functions, e.g. creation and deletion of users and password refresh.

Minimum Requirement:
(b) User-friendly interface for DHA to conduct operational and administrative functions which provides viewing, analysis and override capability in accordance with the laws governing the movement of persons to and from South Africa.

	


Evidence
The Bidder to demonstrate the User friendly interface of the system.
Evaluation
0= No Information provided, or does not meet minimum requirement
3= Meets minimum requirements
5= Exceeds minimum requirements

NOTE: 
SITA reserves the right to verify the information provided.
	10%
	

<Presentation and Demonstration information will be provided by the Bidder at the Presentation and Proof of Concept Demonstration session>

	9. Web-based user interface

The Bidder to demonstrate how a web-based user interface shall be delivered for the industry to upload crew and passenger information.
(a) No web-based user interface; 
(b) A web-based user interface shall be delivered for the industry to upload crew and passenger information as single transactions manually in cases where a boarding pass is not issued;
(c) A web-based user interface shall be delivered for the industry to upload crew and passenger information as single transactions and/or batches, automated in cases where a boarding pass is not issued.

Minimum Requirement:
(b)  A web-based user interface shall be delivered for the industry to upload crew and passenger information as single transactions manually in cases where a boarding pass is not issued.

	
Evidence
The Bidder to demonstrate how a web-based user interface shall be delivered for the industry to upload crew and passenger information.




Evaluation
0= No Information provided, or does not meet minimum requirement
3= Meets minimum requirements
5= Exceeds minimum requirements

NOTE: 
SITA reserves the right to verify the information provided.
	10%
	

<Presentation and Demonstration information will be provided by the Bidder at the Presentation and Proof of Concept Demonstration session> 

	10. Journey involving multiple countries

The Bidder to demonstrate how the system processes a journey involving multiple countries. 
(a) System not able to process a journey involving multiple countries;
(b) The system is able to process a journey involving more than one country;
(c) The system is able to process a journey involving multiple countries.

Minimum Requirement:
(b) The system is able to process a journey involving more than one country.
	

Evidence
The Bidder to demonstrate how the system processes a journey involving multiple countries. 

Evaluation
0= No Information provided, or does not meet minimum requirement
3= Meets minimum requirements
5= Exceeds minimum requirements

NOTE: 
SITA reserves the right to verify the information provided.

	10%
	
<Presentation and Demonstration information will be provided by the Bidder at the Presentation and Proof of Concept Demonstration session>



[bookmark: _Toc149925743][bookmark: _Toc158384191]Special Conditions of Contract Verification (Stage 5)
(a) The successful supplier will be bound by Government Procurement: General Conditions of Contract (GCC) as well as this Special Conditions of Contract (SCC), which will form part of the signed contract with the successful Supplier. However, SITA/DHA reserves the right to include or waive the condition in the signed contract.
(b) SITA reserves the right to:
(i) Negotiate the conditions; or
(ii) Automatically disqualify a bidder for not accepting these conditions; or
(iii) Award to multiple bidders; or
(iv) Not to award; or 
(v) To do a partial award.
(c) In the event that the bidder qualifies the proposal with own conditions and does not specifically withdraw such own conditions when called upon to do so, SITA/DHA will invoke the rights reserved in accordance with subsection 5.3. (b) above.
(d) Bidders must include proof of SAQA accreditation certificate for all the qualifications that are obtained from foreign institutions.
(e) SITA/DHA reserves the right to verify information / evidence provided by the Bidder.

[bookmark: _Toc158384192]Special Conditions of Contract
Contracting Conditions
(a) Formal Contract - The supplier must enter into a formal written contract (agreement) with DHA.
(b) Right to Audit – SITA/DHA reserves the right, before entering into a contract, to conduct or commission an external service provider to conduct a financial audit or correctness to ascertain whether a qualifying bidder has the financial and technical capability to provide the goods and services as required by this tender.
Delivery Address
(a) The supplier must deliver the required products or services at as indicated in Section 3.2, Delivery Address (230 Johannes Ramokhoase Street, Pretoria)
Services and Performance Metrics
(a) The bidder is responsible to meet the following requirements: 	
· The Service Provider must be an Original Software Manufacturer (OSM) or an accredited Reseller of an iAPI and PNR system. 
· All iAPI and PNR equipment to be procured on behalf of the Department must be under warranty for the duration of the project
· Provide operational, maintenance and technical support for all infrastructure components of the iAPI and PNR system, 24 hours a day, 7 days a week, 365 days a year for the duration of the contract in all sites. The support includes the user portal and web based interface mentioned in paragraph 3 above.
· Upgrade/renovate all infrastructure components of the iAPI and PNR systems, which includes servers and network devices (Firewalls routers and switches, storage and backups). 
· The successful bidder shall demonstrate its ability of effective communication through its extensive global footprint.
· Must have the proven capability to accommodate scheduled airlines and shipping/maritime companies, inclusive of other modalities (eg Road/Rail/General Aviation) 
· The Bidder must perform corrective maintenance within predefined response and repair times in accordance with an agreed Service Level Agreement (SLA).  
Certification, Expertise and Qualification
(a) The bidder certifies that:
(i) it has the necessary expertise, skill, qualifications and ability to undertake the work required in terms of the Statement of Work or Service Definition
(ii) it is committed to provide the Products or Services; and
(iii) perform all obligations detailed herein without any interruption to the Customer
(iv) it has been accredited for the Products and Services required
Regulatory, Quality and Standards
(i) The Supplier must for the duration of the contract ensure compliance with ISO/IEC General Quality Standards, ISO27001, and Protection of Personal Information Act (POPIA).
(ii) The Supplier must for the duration of the contract ensure compliance with General Quality Standards, ISO 9001
(iii) The Supplier must for the duration of the contract ensure that the proposed product or solution conform to the list of Government Minimum Interoperability Standards (MIOS).

Note (1): 
Refer to Annex C for the MIOS Certification requirements for this Bid Specification, however it is not limited to these items identified. The requirements will be finalised during the contracting stage. The successful bidder needs to ensure compliance with the SITA requirements for the duration of the contract. 
Personnel Security Clearance
(a) The Bidder personnel who are required to work with information related to NATIONAL SECURITY must have a valid South African security clearance or must apply within 30 days of the signed contract for a security clearance to the level of CONFIDENTIAL at the expense of the Bidder from the South African State Security Agency or duly authorised Personnel Security Vetting entity of the SA Government.
(b) As an interim, an oath of secrecy must be signed by the resources on condition that proof is supplied that the submission is made for a security clearance of confidential.
(c) Director of a service provider to make a declaration of the pending case, a criminal conviction or dismissal from his client, if any.
Confidentiality and non -disclosure conditions
(a) The Supplier, including its management and staff, must before commencement of the Contract, sign a non-disclosure agreement regarding Confidential Information
(b) Confidential Information means any information or data, irrespective of the form or medium in which it may be stored, which is not in the public domain and which becomes available or accessible to a Party as a consequence of this Contract, including information or data which is prohibited from disclosure by virtue of:
(i) the Promotion of Access to Information Act, 2000 (Act no. 2 of 2000);
(ii) being clearly marked "Confidential" and which is provided by one Party to another Party in terms of this Contract;
(iii) being information or data, which one Party provides to another Party or to which a Party has access because of Services provided in terms of this Contract and in which a Party would have a reasonable expectation of confidentiality;
(iv) being information provided by one Party to another Party in the course of contractual or other negotiations, which could reasonably be expected to prejudice the right of the non-disclosing Party;
(v) being information, the disclosure of which could reasonably be expected to endanger a life or physical security of a person;
(vi) being technical, scientific, commercial, financial and market-related information, know-how and trade secrets of a Party;
(vii) being financial, commercial, scientific or technical information, other than trade secrets, of a Party, the disclosure of which would be likely to cause harm to the commercial or financial interests of a non-disclosing Party; and
(viii) being information supplied by a Party in confidence, the disclosure of which could reasonably be expected either to put the Party at a disadvantage in contractual or other negotiations or to prejudice the Party in commercial competition; or
(ix) information the disclosure of which would be likely to prejudice or impair the safety and security of a building, structure or system, including, but not limited to, a computer or communication system; a means of transport; or any other property; or a person; methods, systems, plans or procedures for the protection of an individual in accordance with a witness protection scheme; the safety of the public or any part of the public; or the security of property; information the disclosure of which could reasonably be expected to cause prejudice to the defence of the Republic; security of the Republic; or international relations of the Republic; or plans, designs, drawings, functional and technical requirements and specifications of a Party, but must not include information which has been made automatically available, in terms of the Promotion of Access to Information Act, 2000; and information which a Party has a statutory or common law duty to disclose or in respect of which there is no reasonable expectation of privacy or confidentiality;
(c) Notwithstanding the provisions of this Contract, no Party is entitled to disclose Confidential Information, except where required to do so in terms of a law, without the prior written consent of any other Party having an interest in the disclosure;
(d) Where a Party discloses Confidential Information which materially damages or could materially damage another Party, the disclosing Party must submit all facts related to the disclosure in writing to the other Party, who must submit information related to such actual or potential material damage to be resolved as a dispute;
(e) Parties may not, except to the extent that a Party is legally required to make a public statement, make any public statement or issue a press release which could affect another Party, without first submitting a written copy of the proposed public statement or press release to the other Party and obtaining the other Party's prior written approval for such public statement or press release, which consent must not unreasonably be withheld.
Guarantee and warranties
(a) The supplier confirms that:
(i) The warranty of goods supplied under this contract remains valid for the duration of the contract after the goods were delivered, installed and commissioned with a sign off, including the clients signature
(ii) as at Commencement Date, it has the rights, title and interest in and to the Product or Services to deliver such Product or Services in terms of the Contract and that such rights are free from any encumbrances whatsoever;
(iii) the Product is in good working order, free from Defects in material and workmanship, and substantially conforms to the Specifications, for the duration of the Warranty period;
Intellectual Property Rights
(a) DHA retains all Intellectual Property Rights in and to DHA’s Intellectual Property. As of the Effective Date, the Supplier is granted a non-exclusive license, for the continued duration of this Contract, to perform any lawful act including the right to use, copy, maintain, modify, enhance and create derivative works of DHA’s Intellectual Property for the sole purpose of providing the Products or Services to DHA pursuant to this Contract; provided that the Supplier must not be permitted to use DHA’s Intellectual Property for the benefit of any entities other than DHA without the written consent of DHA, which consent may be withheld in DHA’s sole and absolute discretion. Except as otherwise requested or approved by DHA, which approval is in DHA’s sole and absolute discretion, the Supplier must cease all use of DHA’s Intellectual Property, at of the earliest of:
(i) termination or expiration date of this Contract; 
(ii) the date of completion of the Services; and 
(iii) the date of rendering of the last of the Deliverables
(b) If so required by DHA, the Supplier must certify in writing to DHA that it has either returned all DHA Intellectual Property to DHA or destroyed or deleted all other DHA Intellectual Property in its possession or under its control
(c) DHA, at all times, owns all Intellectual Property Rights in and to all Bespoke Intellectual Property. 
(d) Save for the license granted in terms of this Contract, the Supplier retains all Intellectual Property Rights in and to the Supplier’s pre-existing Intellectual Property that is used or supplied in connection with the Products or Services.
(e) Provide DHA with the compliant Occupational Health and Safety File (required on site for period of installation and proof of compliance).
(f) Training must be provided when transferring the IP to the client for the purpose of maintenance beyond the eight (8) years, or contract expiry.
General
(a) The supplier will be bound by Government Procurement: General Conditions of Contract (GCC) as well as this Special Conditions of Contract (SCC), which will form part of the signed contract with the Supplier. However, SITA/DHA reserves the right to include or waive the condition in the signed contract.
Counter Conditions
(a) Bidders’ attention is drawn to the fact that amendments to any of the Bid Conditions or setting of counter conditions by bidders may result in the invalidation of such bids.
Fronting
(a) SITA/DHA supports the spirit of Broad Based Black Economic Empowerment and recognizes that real empowerment can only be achieved through individuals and businesses conducting themselves in accordance with the Constitution and in an honest, fair, equitable, transparent and legally compliant manner. Against this background SITA/DHA will not condone any form of fronting.
(b) SITA/DHA, in ensuring that bidders conduct themselves in an honest manner will, as part of the bid evaluation processes, conduct or initiate the necessary enquiries/investigations to determine the accuracy of the representation made in bid documents. Should any of the fronting indicators as contained in the Guidelines on Complex Structures and Transactions and Fronting, issued by the Department of Trade and Industry, be established during such enquiry/investigation, the onus will be on the bidder / contractor to prove that fronting does not exist. Failure to do so within a period of 14 business days from date of notification may invalidate the bid / contract and may also result in the restriction of the bidder/contractor to conduct business with the public sector for a period not exceeding ten (10) years, in addition to any other remedies SITA/DHA may have against the bidder/contractor concerned.
Business Continuity and Disaster Recovery Plans
(a) The bidder confirms that they have written business continuity and disaster recovery plans that define the roles, responsibilities and procedures necessary to ensure that the required services under this bid specification is in place and will be maintained continuously in the event of a disruption to the bidder’s operations, regardless of the cause of the disruption. DHA may at any time request that such plans be produced by the bidder.
Supplier Due Diligence
(a) SITA/DHA reserves the right to conduct supplier due diligence prior to final award or at any time during the Contract period and this may include pre-announced / non-announced site visits. During the due diligence process the information submitted by the bidder will be verified and any misrepresentation thereof may disqualify the bid or Contract in whole or parts thereof.
Preference Goal Requirements conditions
(b) The Bidder’s commitment for the Preference Goal Requirements in this tender will be legally binding and the Bidder needs to perform against their commitment for the duration of the contract which will form part of the Contractual Agreement.
(c) The Bidder must sustain, or improve the company’s BBBEE Level for the duration of the contract which will form part of the Contractual Agreement.
(d) Performance of Preference Goal Requirements will be determined annually. Bidders must submit their Preference status report to DHA indicating progress against the Bidder’s Preferential commitments within 30 days after each quarter from the commencement date of the contract.
(e) Bidders need to keep auditable substantive records / evidence and upon request by DHA must be made available for audit and, or due diligence purposes.
(f) SITA/DHA reserves the right to require from a Bidder, either before a bid is adjudicated or at any time subsequently, to substantiate any claim with regards to preferences, in any manner required by SITA/DHA.
(g) SITA reserves the right to verify information / evidence provided by the Bidder.
(h) DHA reserves the right to introduce a penalty of 1% of the overall annual year spent by DHA for the prior year if the Bidder fails to comply to paragraphs (a), (b) and (c) above.
Sub-Contracting as a Condition of Tender
(a) SITA/DHA, in terms of the SITA Preferential Policy (PPP), has an obligation to advance designated groups which includes black SMMEs (i.e. Exempted Micro Enterprises (EME) and Qualifying Small Enterprises (QSE) for the supply of certain ICT goods or services where feasible to subcontract for a contract above R50m, an organ of state must apply sub-contracting to advance designated groups.
(b) The bidder is required to subcontract a minimum of 30% of the value of this contract to EMEs, and/or QSEs which is at least 51% owned by black people, black women, youth, or people with disabilities. If 30% in not feasible the Bidder must clearly state the proposed percentage the bidder intends to subcontract as well as the reasons for not being able to achieve the minimum requirement of 30% subcontracting. 
(c)	SITA reserves the right to accept or reject the proposed percentage subcontracting and further negotiate with the preferred bidder and if not satisfied may not award the tender.
[bookmark: _Toc106894479][bookmark: _Toc158384193]Declaration of compliance and acceptance SCC
I (we), the bidder hereby declare that I (we) accept ALL the Special Conditions of Contract as specified in par 5.3.1 above and shall comply with all stated obligations:

Name of Bidder:_____________________________	Signature: _________________________

Date:______________

[bookmark: _Toc158384194]Costing and Preference Points Evaluation (Stage 6)
5.4.1. Costing and Preference Evaluation
(1) [bookmark: _Hlk80033687]In terms of the SITA Preferential Procurement Policy (PPP), the following preference point system is applicable for all Bids:
(a) the 80/20 system (80 Price, 20 Specific Goals) for requirements with a Rand value of up to R50 000 000 (all applicable taxes included); or 
(b) the 90/10 system (90 Price and 10 Specific Goals) for requirements with a Rand value above R50 000 000 (all applicable taxes included).
(2) The Bidder must complete either the 80/20 or 90/10 preference point system based on the offer submitted by the Bidder and submit proof of documentation required in terms of this tender.
(3) SITA reserve the right to apply either the 80/20, or 90/10 preference point system based on the following conditions:
(a) If the lowest acceptable bid price is up to and including R50 000 000 (all applicable taxes included) then the 80/20 preferential point system will apply to all acceptable bids; or
(b) If the lowest acceptable bid price is above R50 000 000 (all applicable taxes included) then the 90/10 preferential point system will apply to all acceptable bids;
(4) Points will be allocated for each of the Preferential Goal Requirements for this tender as indicated in table 9, dependant on paragraphs (2) and (3) above.
(5) The maximum points for this tender will be allocated as follows, subject to paragraph 4 above.
(6) Points for this tender shall be awarded for: 
(a) Price; and
(b) Preference points for specific goals.
[bookmark: _Toc107394442]						Table 9: Points allocation
	Description
	Points
Table 11A
	Points
Table 11B

	Price
	80
	90

	Preference points for specific goals
	20
	10

	Total points for Price and preference points for specific goals
	100
	100


[bookmark: _Toc144289818]
5.4.2. Costing and Preference Conditions
1. SOUTH AFRICAN PRICING
The total price must be VAT inclusive and be quoted in South African Rand (ZAR).	
1. TOTAL PRICE
0. Bidder will be bound by the following general costing and pricing conditions and SITA/DHA  reserves the right to negotiate the conditions or automatically disqualify the bidder for not accepting these conditions:
0. The Bidder must include their Costing Proposal and indicate the reference page(s) in both their proposal and SBD 1 form as part of their bid submission. 
0. Note: Bidders will complete Bidder’s Costing Proposal and include this as part of the hard copy submission documents and on the memory stick.
0. The Bidder’s Costing Proposal should be divided into the following categories and should take account of the following, however is not limited to these categories:
	1
	INTERACTIVE ADVANCE PASSENGER INFORMATION (IAPI) SYSTEM WITH PASSENGER NAME RECORD (PNR) FOR A PERIOD OF 8 YEARS

	1.1
	Implementation cost of iAPI  System with PNR, including airline enrolment programme as well as other modalities of travel

	1.2
	Training delivery: DHA and other super users (100 users)
(Initial training component when the system is received as well as for any enhancements made during the contract duration)

	1.3
	Software and Licences

	1.4
	Support and Maintenance



0. All quoted prices are the total price for the entire scope of required services and deliverables to be provided by the bidder.
0. The cost of delivery, labour, S&T, overtime, etc. must be included in this bid.
0. The cost for training to be provided when transferring the IP to the client for the purpose of maintenance beyond the eight (8) years, or contract expiry must be included in this bid.
0. All additional costs must be clearly specified.	
0. SITA reserves the right to negotiate pricing with the successful bidder prior to the award as well as envisaged quantities.
0. These conditions will form part of the Contract between DHA and the bidder. However, DHA  reserves the right to include or waive the condition in the Contract.
0. The bidder must complete the declaration of acceptance as per section 5.4.3 below by marking with an “X” either “ACCEPT ALL”, or “DO NOT ACCEPT ALL”, failing which the declaration will be regarded as “DO NOT ACCEPT ALL” and the bid will be disqualified. 
[bookmark: _Toc67499693]
2. RATE OF EXCHANGE PRICING INFORMATION
Provide the TOTAL BID PRICE for the duration of Contract and clearly indicate the Local Price and Foreign Price, where –
(a) Local Price means the portion of the TOTAL price that is NOT dependent on the Foreign Rate of Exchange (ROE) and;
(b) Foreign Price means the portion of the TOTAL price that is dependent on the Foreign Rate of Exchange (ROE).
(c) Exchange Rate means the ROE (ZA Rand vs foreign currency) as determined at time of bid.

3. BID EXCHANGE RATE CONDITIONS 
The bidders must use the exchange rate provided below to enable SITA to compare the prices provided by using the same exchange rate:
[bookmark: _Hlk144297519]
	Foreign currency
	South African Rand (ZAR) exchange rate 

	1 US Dollar
	R19,01

	1 Euro
	R20,50

	1 Pound
	R24,01



Note (1):
The ROE indicated above is to ensure a competitive bidding process.
Note (2):
The ROE stated above will apply for this tender and Bidder need to indicate the foreign content which will be subjected to ROE fluctuation.
ROE fluctuation will only be applied to the specific foreign component.
The details will be negotiated during the contracting phase.
5.4.3. [bookmark: _Toc144289819]Declaration of Acceptance
	
	ACCEPT ALL
	DO NOT ACCEPT ALL

	1. The bidder declares to ACCEPT ALL the Costing and Pricing conditions as specified in par 5.4.1 and 5.4.2 above by indicating with an “X” in the “ACCEPT ALL” column, or
1. The bidder declares to NOT ACCEPT ALL the Costing and Pricing Conditions as specified in par 5.4.1 and 5.4.2 above by - 
(a) Indicating with an “X” in the “DO NOT ACCEPT ALL” column, and;
(b) Provide reason and proposal for each of the condition not accepted. 
	
	

	Comments by bidder:
Provide the condition reference, the reasons for not accepting the condition.




1.1 [bookmark: _Toc126513532][bookmark: _Toc127716792][bookmark: _Toc131413432][bookmark: _Toc137500762][bookmark: _Toc144289820]PREFERENCE REQUIREMENTS
[bookmark: _Toc126513533][bookmark: _Toc127716793]5.5.1	INSTRUCTION AND POINT ALLOCATION
(1) The bidder must complete in full all the PREFERENCE requirements. 
(2) Allocation of points per requirements: The points allocation of bidders’ responses to the requirements will be determined by the completeness, relevance and accuracy of substantiating evidence. 
(3) Points will be allocated for each PREFERENCE requirement as per the criteria set in tables 11A, or 11B, based on the offer submitted by the Bidder.
(4) The bidder must provide a unique reference number (e.g. binder/folio, chapter, section, page) to locate substantiating evidence in the bid response. During evaluation, SITA reserves the right to treat substantiation evidence that cannot be located in the bid response, as “NOT COMPLY”. The evidence needs to be attached to ANNEX A.
(5) Preference Goal Requirements:
(a) The Bidder must complete either the 90/10 or 80/20 preference point system based on the offer submitted by the Bidder and submit proof or documentation required in terms of this tender.
(b) The specific Preferential Goal Requirements for this tender is indicated in table 10 below.
(c) The Bidder must indicate their commitment to claim points for each of the preference points by signing at par 4.5 in the Invitation to Bid document.
(d) Failure on the part of a bidder to submit proof or documentation required or to comply to paragraph (d) above in terms of this tender to claim preference points for the Preference Goal Requirements for this tender, will be interpreted to mean that preference points are not claimed.
(e) The Bidder’s commitment for the Preference Goal Requirements in this tender will be legally binding and the Bidder needs to perform against their commitment for the duration of the contract which will form part of the Contractual Agreement.
(f) The Bidder must sustain, or improve the company’s BBBEE Level for the duration of the contact which will form part of the Contractual Agreement.
(g) Performance of Preference Goal Requirements will be determined annually. Bidders must submit their Preference status report to DHA indicating progress against the Bidder’s Preferential commitments within 30 days after each quarter from the commencement date of the contract.
(h) Bidders need to keep auditable substantive records / evidence and upon request by DHA must be made available for audit and, or due diligence purposes.
(i) SITA reserves the right to require from a Bidder, either before a bid is adjudicated or at any time subsequently, to substantiate any claim with regards to preferences, in any manner required by SITA/DHA .
(j) SITA /DHA reserves the right to verify information / evidence provided by the Bidder.
(k) DHA reserves the right to introduce a penalty of 1% of the overall annual year spent by DHA for the prior year if the Bidder fails to comply to paragraphs (e), (f) and (g) above.

[bookmark: _Hlk144297541]Table 10: Preference Goal Requirements


	Preference Goal Requirement #
	Preferential Goal Requirements
	Preferential Goal Requirements 
(Specific Goals)

	
	Preferential Goal Requirements allocated for this tender
	
Substantiating evidence and evidence reference to be completed by bidder. 
Evaluation per requirement: Each requirement indicated in the table below must be completed and points will be allocated based on the evidence required below: 
	Evidence reference for the 


	
	B-BBEE Requirements
	 

	1)
	B-BBEE Requirements
Promotion of Transformational Objectives.
	
Evidence:
The Bidder must provide a copy of relevant evidence for the Preferential Goal points which the Bidder qualifies for. 

Points allocation:
Points will be allocated for bidders that meets the requirements as indicated in either table 11A, or 11B in section 5.5.1.
	<provide unique reference to locate substantiating evidence in the bid response – Annex A, section 6.7>




Table 11A: B-BBEE Points as part of the Preference Goal requirements (Preferential Goal Requirements for (80/20) system)
Note: Bidder to select the section for points they wish to claim (Mark as Y=Yes) in the table below.
	
	
	 
	 
	Ownership of at least 51% of People who are:
	
	

	Reference #
	Contributor Level as defined in the Broad-Based Black Economic Empowerment Act
	Local Entity
	EME/QSEs
	Woman Owned
	Youth Owned
	Owned by People living with disabilities
	Score
	Bidder to select the section for points they wish to claim
(Mark as Y= Yes)

	 
	(A)
	(B)
	(C)
	(D)
	(E)
	(F)
	(G)
	

	1
	Level 1
	0
	4
	8
	6
	2
	20
	

	2
	Level 1
	0
	4
	8
	6
	0
	18
	

	3
	Level 1
	0
	4
	8
	0
	0
	12
	

	4
	Level 2 and 3
	0
	2
	4
	2
	2
	10
	

	5
	Level 2 and 3
	0
	2
	4
	2
	0
	8
	

	6
	Level 2 and 3
	0
	2
	4
	0
	0
	6
	

	7
	Level 4 and 5
	0
	1
	2
	1
	1
	5
	

	8
	Level 4 and 5
	0
	1
	2
	1
	0
	4
	

	9
	Level 4 and 5
	0
	1
	2
	0
	0
	3
	

	10
	Level 6
	0
	0
	0
	0
	0
	0
	

	11
	Level 7
	0
	0
	0
	0
	0
	0
	

	12
	Level  8
	0
	0
	0
	0
	0
	0
	

	13
	Non-Contributor
	0
	0
	0
	0
	0
	0
	

	
	Total Maximum Score Allocation: 20
G= A+B+C+D+E+F
	
	
	
	







Table 11B: B-BBEE Points as part of the Preference Goal requirements (Preferential Goal Requirements for (90/10) system
Note: Bidder to select the section for points they wish to claim (Mark as Y=Yes) in the table below.
	
	
	 
	 
	Ownership of at least 51% of People who are:
	
	

	Reference #
	Contributor Level as defined in the Broad-Based Black Economic Empowerment Act
	Local Entity
	EME/QSEs
	Woman Owned
	Youth Owned
	Owned by People living with  disabilities
	Score
	Bidder to select the section for points they wish to claim
(Mark as Y= Yes)

	 
	(A)
	(B)
	(C)
	(D)
	(E)
	(F)
	(G)
	

	1
	Level 1
	0
	2
	4
	3
	1
	10
	

	2
	Level 1
	0
	2
	4
	3
	0
	9
	

	3
	Level 1
	0
	2
	4
	0
	0
	6
	

	4
	Level 2 and 3
	0
	1
	2
	1
	1
	5
	

	5
	Level 2 and 3
	0
	1
	2
	1
	0
	4
	

	6
	Level 2 and 3
	0
	1
	2
	0
	0
	3
	

	7
	Level 4 and 5
	0
	0,5
	1
	0,5
	0,5
	2,5
	

	8
	Level 4 and 5
	0
	0,5
	1
	0,5
	0
	2
	

	9
	Level 4 and 5
	0
	0,5
	1
	0
	0
	1,5
	

	10
	Level 6
	0
	0
	0
	0
	0
	0
	

	11
	Level 7
	0
	0
	0
	0
	0
	0
	

	12
	Level  8
	0
	0
	0
	0
	0
	0
	

	13
	Non-Contributor
	0
	0
	0
	0
	0
	0
	

	Total Maximum Score Allocation:
	
	10
	
	
	
	
	


G= A+B+C+D+E+F
[bookmark: _Toc158384195]Bidder substantiating evidence
[bookmark: _Toc158384196]TECHNICAL MANDATORY REQUIREMENT EVIDENCE
[bookmark: _Toc158384197]Bidder Certification / Affiliation Requirements
Attach a copy of valid documentation (letter/certificate/license) as proof that the Bidder is an OSM, or accredited as a Reseller/ Partner from the OSM that the bidder is able to provide an interactive Advance Passenger Information (iAPI) System with Passenger Name Record (PNR) system here.
NOTE (1): 
SITA/DHA reserves the right to verify information provided.

[bookmark: _Toc158384198]Bidder Experience and Capability Requirements (System Requirements)
	The Bidder must complete table 12 below.
The Bidder must provide reference details by completing table 12 from another government customer in the past five (5) years to whom an interactive Advance Passenger Information (iAPI) System with Passenger Name Record (PNR) was provided which includes the following:
a) System Development, Implementation, Delivery and Compliance with ICAO Annex 9, DOC9944 and PNRGOV message implementation guidance materials published and updated by the WCO and endorsed by ICAO and IATA;
and
b) System Maintenance, Enhancement and Support through its global communications network.

Table 12: References
	No
	Another Government name
	Contact person, telephone and/or e-mail address
	Project Scope of work 
	Project Start- and End-date

	
	<Company name>
	<Person Name>
<Tel>
<Email>
	<Provide scope details for a project from a from another government customer to whom an interactive Advance Passenger Information (iAPI) System with Passenger Name Record (PNR) was provided in the past five (5) years to > 
	<Start Date:>
<End Date:>






Note (1)
The Bidder must provide all of the following information when completing table 12:
a. Another government name; and
b. Contact person, telephone and/or e-mail address; and
c. Project scope of Work; and
d. Project start and End date. 

Note (2): 
Failure to comply fully to the requirements as indicated above will result in disqualification.

Note (3): 
SITA reserves the right to verify information provided.

6.3	Bidder Experience and Capability Requirements(Lead Resource Qualification Requirements)
The Bidder must attach Copy of the Lead Resource’s Qualification and Curriculum Vitae (CV)  to Annexure A indicating the following:
NQF level 8 or similar in Information Systems, or Computer Science.

NOTE (1): 
SITA/DHA reserves the right to verify information provided.

6.4	SPECIAL CONDITIONS OF CONTRACT
The Bidder must accept ALL the Special Conditions of Contract by completing and signing the declaration of Acceptance in Declaration of compliance and acceptance under the Special Conditions (Section 5.3.2).
Note (1): 
Failure to accept ALL the Special Conditions of Contract will result in disqualification.
[bookmark: _Toc130555590]
6.5	PRODUCT / SERVICE FUNCTIONAL REQUIREMENT
[bookmark: _Hlk136974051]The Bidder must confirm that they comply with the Product/ Service Functional Requirements for the iAPI and PNR system by completing and signing Annex B: Addendum 1 and attach it here.
Note (1):
Failure to comply fully to the requirements as indicated above will result in disqualification.
Note (2): 
SITA reserves the right to verify information provided.



6.6	TECHNICAL FUNCTIONALITY REQUIREMENTS 
[bookmark: _Toc132658925][bookmark: _Toc147674687]The Bidder must attach the Substantiative Evidence for the technical Functionality requirements as requested in section 5.2.3 here.

6.7	PREFERENTIAL GOAL REQUIREMENTS
The Bidder must:
(a) Preference Goal Requirements: 
(i) Provide a copy of relevant proof of B-BBEE status level of contributor as defined in the Broad-Based Black Economic Empowerment Act as set out in table 10 in section 5.5.1 and attach it here.
(ii) Bidder to select the section for points they wish to claim (Mark as Y=Yes) in either tables 11A or 11B in section 5.5.1, dependant on which preference system the Bidder selects in line with section 5.5.1; and
(b) Indicate their commitment to claim points for each of the preference points by signing at par 4.5 in the Invitation to Bid document.

NOTE (1):
Failure on the part of a bidder to comply to paragraphs (a) and (b) above, will be interpreted to mean that preference points are not claimed.
[bookmark: _Toc158384199]Addendum 1:Product/ Service Functional Requirements
2. PRODUCT/ SERVICE FUNCTIONAL REQUIREMENTS 
NB:  The bidder must confirm that they comply with the following Technical Product/ Service Functional Requirements as indicated below as this will be legal contractual binding:

Table 13: Product/ Service Functional Requirements 

	Functionality
	System must perform the following functions

	1. System functionality
	1. iAPI data delivered upon check in and boarding directives, based on configurable business rules controlled by Government, returned in real-time to aviation, maritime and other carriers 

	2. System functionality
	2. Built-in fuzzy search capability shall prevent manipulation of the system to obtain a positive boarding advice 

	3. System functionality
	3. Capability to accommodate scheduled airlines and charter aviation companies (including general aviation) and shipping/maritime companies

	4. System functionality
	4. Capability to extend the above to other modalities (e.g. road / rail)

	5. System functionality
	5. The system shall be capable of delivering updated PNR data in respect of all travellers booked to travel to, from and through South Africa by air, at prescribed intervals

	6. System functionality
	6. iAPI and PNR and flight close data shall be merged to provide one holistic unique profile for each person, and shall be delivered in a logical and user-friendly format; i.e. easy to use, learn, and navigate

	7. System functionality
	7. Data quality checks

	8. System functionality
	8. User friendly interface for the Department to conduct operational and administrative functions which provides viewing, analysis and override capability in accordance with the laws governing the movement of persons to and from South Africa, as well as administrator functions, e.g. creation and deletion of users and password refresh

	9. System functionality
	9. A web-based user interface shall be delivered for the industry to upload crew and passenger information as single transactions and/or batches, either manually or automated in cases where a boarding pass is not issued 

	10. System functionality
	10. The system must be able to process a journey involving multiple countries




Note (1): 
Failure to comply fully to the requirements as indicated above will result in disqualification.

Note (2): 
SITA/DHA reserve the right to verify information provided.

I, the bidder (Full names) ……………………………………………. representing (company 

name) ………………………………………………... Hereby confirm that I comply with the above 

Product/ Service Functional Requirements and understand that it will form part of the contract and is legally binding.

Thus done and signed at ……………………………………. on this………day of…………….….20…. 

……………………………….								
Signature


















[bookmark: _Toc158384200]MIOS Certification Requirements
Regulatory, Quality and Standards
(i) The Supplier must for the duration of the contract ensure compliance with ISO/IEC General Quality Standards, ISO27001, and Protection of Personal Information Act (POPIA).
(ii) The Supplier must for the duration of the contract ensure compliance with General Quality Standards, ISO 9001
(iii) The Supplier must for the duration of the contract ensure that the proposed product or solution conform to the list of Government Minimum Interoperability Standards (MIOS).

Note (1): 
Refer to the MIOS Certification requirements for this Bid Specification below, however it is not limited to these items identified. The requirements will be finalised during the contracting stage.The successful bidder needs to ensure compliance with the SITA requirements for the duration of the contract. 

MIOS Certification requirements for this Bid Specification:

	1
	C0201 Web Transport
	RFC 7230

	
	C020101 Flypertext Transfer Protocol (FHTTP/1.1)
	

	2
	C0201 Web Transport
	RFC 7231

	
	C020102 Flypertext Transfer Protocol (FHTTP/1.1)
	

	3
	C0201 Web Transport
	RFC 7232

	
	C020103 Flypertext Transfer Protocol (FHTTP/1.1)
	

	4
	C0201 Web Transport
	RFC 7233

	
	C020104 Flypertext Transfer Protocol (FHTTP/1.1)
	

	5
	C0201 Web Transport
	RFC 7234

	
	C020105 Flypertext Transfer Protocol (FHTTP/1.1)
	

	6
	C0201 Web Transport
	RFC 7235

	
	C020106 Flypertext Transfer Protocol (FHTTP/1.1)
	

	7
	C0201 Web Transport
	RFC 7236

	
	C020107 Flypertext Transfer Protocol (FHTTP/1.1)
	

	8
	C0201 Web Transport
	RFC 7237

	
	C020108 Flypertext Transfer Protocol (FHTTP/1.1)
	

	9
	C0201 Web Transport
	RFC 2817

	
	C020109 Upgrading to TLS within HTTP/1.1 (HTTPS)
	

	10
	C0201 Web Transport
	RFC 2817

	
	C020109 Upgrading to TLS within HTTP/1.1 (HTTPS)
	

	11
	C0205 Directory
	RFC 4510

	
	C020502 Lightweight Directory Access Protocol (LDAP)



	

	12
	C0205 Directory
	RFC 4511

	
	C020503 Lightweight Directory Access Protocol (LDAP)
	

	13
	C0205 Directory
	RFC 4512

	
	C020504 Lightweight Directory Access Protocol (LDAP)
	

	14
	C0205 Directory
	RFC 4513

	
	C020505 Lightweight Directory Access Protocol (LDAP)
	

	15
	C0205 Directory
	RFC 4514

	
	C020506 Lightweight Directory Access Protocol (LDAP)
	

	16
	C0205 Directory
	RFC 4515

	
	C020507 Lightweight Directory Access Protocol (LDAP)
	

	17
	C0205 Directory
	RFC 4516

	
	C020508 Lightweight Directory Access Protocol (LDAP)
	

	18
	C0205 Directory
	RFC 4517

	
	C020509 Lightweight Directory Access Protocol (LDAP)
	

	19
	C0205 Directory
	RFC 4518

	
	C020510 Lightweight Directory Access Protocol (LDAP)
	

	20
	C0205 Directory
	RFC 4519

	
	C020511 Lightweight Directory Access Protocol (LDAP)
	

	21
	C0501 Hypertext Interchange Formats
	HTML 5

	
	C050101 Hypertext Markup Language 5 (HTMLv5)
	

	22
	C0503 Document Formats for Presentation View
	ISO 32000

	
	C050302 Portable Document Format (PDF vl.7)
	

	23
	C0504 Relational DB Access
	ISO 9075

	
	C050401 Structured Query Language (SQL) 2011
	

	24
	C0508 Browser Scripting
	ECMA 262

	
	C050801 JavaScript (ECMAScript Language Specification)
	

	25
	C0511 Web Accessibility for the Visually Impaired
	WCAG 2.0

	
	C051101 Web Content Accessibility Guidelines (WCAG 2.0)
	

	26
	C0602 Content Management Interoperability
	CMIS

	
	C060201 Content Management Interoperability Services (CMIS)
	

	27
	C0606 Distributed Searching
	SRU v2.0

	
	C060602 Search Retrieval via URL (SRU)
	

	28
	C1004 Transport Security
	RFC 5246

	
	C100401 The Transport Layer Security (TLS) Protocol version 1.2
	

	29
	C1005 Encryption Algorithms
	SANS 18033-3

	
	C100501 Advanced Encryption Standards (AES) (Information Technology Technology - Security Techniques - Encryption Algorithms Part 3: Block Cyphers OR
	

	30
	C1005 Encryption Algorithms
	FIPS PUB 197

	
	C100502 Advanced Encryption Standards
	

	31
	C1005 Encryption Algorithms
	RFC 4880

	
	C100503 TWOFISH
	

	32
	C1005 Encryption Algorithms
	ISO 18033-2

	
	C100504 RSA 2048 bit (Rivest, Shamir and Adleman) (Security Techniques - Encryption Algorithms Part 2: Asymmetric Ciphers OR
	

	33
	C1005 Encryption Algorithms
	ISO 15946

	
	C100505 ECC 256 bit (Elliptic Curve Cryptography) (Security Techniques - Cryptographic Techniques based on Elliptic Curves)
	



























[bookmark: _Toc146048550][bookmark: _Toc148266498][bookmark: _Toc158384201]ATTACHMENTS
[bookmark: _Toc137062776][bookmark: _Toc146048551]Refer to the following attached document(s):
(1) Annex 9 16th Ed;
(2) DOC 9944_PNR_Guidelines on Passenger Name Record;
(3) PNRGOV-Principles_13-1version_FIRST.
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