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ANNEXURE 1: BID SPECIFICATION 
TECHNICAL AND PRICING REQUIREMENTS

        BIDDERS MUST SUBMIT ANNEXURE 1 TOGETHER WITH THE MAIN BID DOCUMENT
	RFB Ref. No:
	RFB 2679-2022

	RFB DESCRIPTION:
	The appointment of a service provider for implementation of Phase III of the Gauteng Broadband Network (GBN) project to manage, operate and maintain the GBN end-to-end install base including the expansion of the current network for a period of three (3) years.

	PUBLICATION DATE: 
	26 October 2022

	VENDOR BRIEFING SESSION
	A Compulsory Virtual Briefing Session will be held as follows: 

Date: 02 November 2022

Time: 11:00 am (South African Time)

Venue: Online (Teams). Bidders are requested to indicate in writing on the below email address of their intension to attend the briefing session, following which a link will be shared via email to allow attendance of the briefing session: Mogau.sebothoma@sita.co.za 

	CLOSING DATE FOR QUESTIONS
	11 November 2022

	CLOSING DATE:
	Date: 17 November 2022

Time: 11:00 am (South African Time)

Venue: Tender Office, Pongola in Apollo, 459 Tsitsa Street, Erasmuskloof, Pretoria (Head Office)

	BID VALIDITY PERIOD
	120 Days from the Closing Date


NOTE: 1. PROSPECTIVE BIDDERS MUST BE REGISTERED ON NATIONAL TREASURY’S CENTRAL SUPPLIER DATABASE (CSD) PRIOR TO SUBMITTING BIDS.
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ANNEX A: INTRODUCTION

1. INTRODUCTION
1.1. PURPOSE
The purpose of this RFB is to invite competent service provider/s (hereinafter referred to as “bidder/s”) to submit bids for Phase III of the Gauteng Broadband Network (GBN) project to manage, operate and maintain the GBN end-to-end and expand the current network for a period of three (3) years. 
“Bidder/s” - for the purposes of this tender, bidder shall mean: 
(a) An entity that is compliant with all Independent Communications Authority of South Africa (ICSA) regulations including but not limited to licensing and spectrum in order to provide the services required as defined in the Electronic Communications Act. 
(b) Must either be a mobile operator and national fixed line operator or must have a direct interconnect with the mobile network operators and national fixed operator.
(c) Must have an AS number with routable public IP addresses, which can be used to access peering services including but not limited to NAP Africa, Microsoft. 

1.2. BACKGROUND

The GPG strategy is to modernize government operations and service delivery through Information and Communication Technology (ICT). Broadband is the key ICT foundation infrastructure that enables government to deliver e–services. To achieve this, GPG is rolling out GBN program in phases.

In addition to this, the Department introduced a 10-year plan called “Growing Gauteng Together for 2030” (GGT 2030), which is about building a sustainable future for all.

The Department’s mandates are:

(d) Modernized ICT Infrastructure and Connectivity

(e) Digital Platform, e-Services and Application

(f) Provincial Oversite and Governance

(g) ICT Solution Advocacy and Communication facilitated

(h) Ensure that Gauteng is a hub of 4th industrial revolution skills

The GGT 2030 Strategic Priorities are:

(i) Economy, Jobs and infrastructure

(j) Education, Skills Revolution and Health

(k) Safety, Social Cohesion and Food Security

(l) Integrated Human Settlements and Land Release

(m) Building a Capable, Ethical and Developmental State

(n) A better Africa and World

(o) Sustainable Development for Future Generations

GBN Phase 1 Objectives

(p) Build of Core Network

(q) Connection of 1066 access sites

(r) Internet Connectivity

(s) Voice Services

GBN Phase 2 Objectives (Partially Completed due to limited funding)

(t) Upgrade the Core from 10Gb to 100Gb

(u) Connect additional 2000 access sites

(v) Maintain the network for both phase 1 and phase 2 sites

(w) Implementation and maintenance of LAN and WLAN

GBN Phase 3 Objectives

(x) Maintenance and operations of the current installed base

(i) All WAN sites

(ii) LAN / WLAN limited to sites built in phase 2

(y) Expansion and maintenance of LAN / WLAN and WAN sites as per the GPG requirements

(z) Provision, management and maintenance of the public Wi-Fi

(aa) Provide network connectivity including internet services for special events

(ab) Maintenance of Voice Services

(ac) Expansion of Voice Services as per the GPG voice requirements

(ad) Provisioning, management and maintenance of Internet services

(ae) Core upgrade for the remaining core sites (depending on the price provided the client reserves the right to go out on a procurement process to source this service)
(af) Upgrade of the Access Rings to 10Gbps
(ag) Day-to-day operations, NOC Services and technical support services including call logging

(ah) AI (Artificial intelligence) driven self-service Chatbot for Network Operations to handle 10 000 user’s conversation per month

(ai) AI driven next-gen tools to reduce the overall Mean Time To Repair (MTTR), tolls such as event correlation and automated incident creation

(aj) Digital Services including automation (AI/ML [Machine Learning]) and voice mobility functionalities
The desired model will be made up of 3 categories namely:

(ak) Service management

(al) Core Services

(am) Corridor Services
The GPG Corridors are defined as:
(an) Johannesburg Metro

(ao) Ekurhuleni Metro
(ap) Tshwane Metro
(aq) Sedibeng District

(ar) West Rand District Municipality
Service Category Description

Service Management 
(as) Centralized call logging

(at) SLA management and reporting

(au) Inventory management

(av) IMACD management

(aw) Vendor management

(ax) Incident management

(ay) Change management
Core Services 

(az) Backhaul Transmission
(ba) Voice services (IMS, Centralized PABX, TMS)
(bb) Internet services

(bc) 3rd party connection services (Microsoft, NAP Africa); Design, Build, implement core sites
(bd) NOC Services (Monitoring, maintenance, support of core network end to end, 1st line fault diagnostics, 2nd and 3rd line support, RFO for core sites, configurations inclusive of access site WAN equipment)

(be) OSS, BSS
(bf) IP-Core services
(bg) Core field Engineers (only for core equipment)

(bh) WLAN Centralized AP Controller (maintain and manage WLAN controller:
Corridor Services 
(bi) Design, build access sites including last mile

(bj) Supply, install of WAN (router, WAN Switch)

(bk) Supply, install, configuration and maintain of LAN / WLAN and voice (Switch, AP, end; user voice devices at access sites)

(bl) Access site maintenance

(bm) Access site field engineers (routing, switching, voice, wireless)

(bn) Site decommissioning / relocation
2. SCOPE OF BID
2.1. SCOPE OF WORK
The scope of work is to manage, operate and maintain the GBN end-to-end and expand the current network. The contract period is for three (3) years. 
The solution requires the appointment of Service Provider(s) that will be responsible for the following:
(bo) Maintenance and operations of the current installed base

(bp) WAN – 1496 sites (these numbers can change as this is a living network and the client could add or remove sites as per business requirements), breakdown as below:

	Transmission medium

	APN
	415

	Fibre
	612

	Microwave
	390

	Wireline
	79


(i) LAN / WLAN, limited to sites built in phase 2 – 241 sites (these numbers can change as this is a living network and the client could add or remove sites as per business requirements).
(ii) Voice – 316 sites (these numbers can change as this is a living network and the client could add or remove sites as per business requirements).
(bq) Allow for expansion for end-to-end connectivity for new WAN, WLAN, Voice and internet services for the GPG and its strategic partners (up to 2920 sites). In the event that the required sites exceed 2920, re-assessment shall be inevitable whilst the project progresses. Additions will be planned and scoped in partnership with the Department and proposals in this regard will be submitted for consideration.
(br) Provision, management, and maintenance of the public Wi-Fi.
(bs) Provide network connectivity including internet services for special events.
(bt) Maintenance of Voice Services.
(bu) Expansion of Voice Services as per the GPG voice requirements.
(bv) Provisioning, management, and maintenance of Internet services.
(bw) Core Upgrade for the remaining 2 aggregate sites.
(bx)  Upgrade of the Access Rings.
(by) Day-to-day operations, NOC Services and technical support services including call logging.
(bz) Digital Services including mobility functionalities.
(ca) NOC Service to include AI driven event correlation for 5000 Devices and Automatic Incident creation to reduce overall MTTR.
(cb) ITSM Tool with incident management, problem management and change management module for 100 technicians.
(cc) Provide project and service management.
(cd) Digital Services including automation (AI/ML) and voice mobility functionalities. Including but not limited to the development and support of the AI based BOT system to handle 10000 chats per month.

3. GBN CURRENT ICT ENVIRONMENT 

As per annexure A5 10.2, Government has invested in the Gauteng Broadband Network. The bidder may (but is not obliged) make use of the existing infrastructure to provide the service required. The bidder will be required to maintain and support the current infrastructure for the duration of the contract including but not limited to hardware, software, maintenance, upgrades and licensing. (refer to Annexure A5 10.2 AS IS Design).
3.1. DELIVERY ADDRESS

The services must be provided at the following physical addresses; 
(ce) Refer to Annexure A5 10.1 List GBN Site List (Current install base.
(cf) New Installation Site address will be identified by the need of the GPG client. 

4. SOLUTION REQUIREMENT AND CONDITIONS
The scope of the GBN Phase III project is to maintain the current installation base of 1496 sites (these numbers can change as this is a living network and the client could add or remove sites as per business requirements); allow for expansion for end-to-end connectivity for new WAN, WLAN, Voice and internet services for the GPG and its strategic partners (up to 2920 sites). In the event that the required sites exceed 2920, re- assessment shall be inevitable whilst the project progresses. Additions will be planned and scoped in partnership with the Department and proposals in this regard will be submitted for consideration. 
The implementation of these sites should be rolled out over a period of three (3) years. 

	Delivery Priorities
	Current Sites
	Phase 3 Targets  
(Over a period of 3 years )

	WAN
	1496
	1120

	LAN
	241
	750

	VOIP
	315
	600

	Public Wi-Fi Hotspot
	28
	450


4.1. WAN 

4.1.1. WAN Operations

Phase III will require wireline networks that bring fibre optics from identified end-sites to GBN Access PoPs’. GBN is currently utilising backhaul fibre infrastructure from Dark Fibre Africa to provide connectivity. The transmission fibre (backhaul) will be rented, and the last-mile fibre will be owned by the department. 

In case where fibre connectivity is not feasible, Microwave is used as a transmission medium, which connects to the transmission fibre backhaul. All microwave sites use licensed spectrum which is leased from the microwave provider.

The Service Provider(s) will be responsible to provide the WAN operations for GBN. This includes the current installed base of 1496 as well as expansion of the network as per GPG requirements.

The new Service Provider(s) will have to guarantee that the services for the current install base are not interrupted during migration (if applicable) and thus will have to ensure that backhaul transmission is in place as of the start of the agreement. 

The WAN solution must have the following characteristics:

It is also a requirement for the appointed Service Provider(s) to provide the following services:
(cg) Necessary site surveys (WAN, LAN, and Transmission).
(ch) Site designs including but not limited to network design, network layout, floor plans.

(ci) Wayleaves and Right of Ways and any other approvals required to provide the service.

(cj) Provide fully redundant dedicated connectivity to the additional sites.

(ck) Provide, implement, and maintain for RFO services “GBN Equipment” including but not limited to power, earthing, UPS, Generators, environmental controls.
(cl) Provide WAN management services and Network Monitoring system for all WAN devices.
(cm) The bidder must be in a position to operate, maintain and support the current install base at the beginning of the contract.
(cn) The bidder must provide network connectivity for the current install base of 10G/100G on core sites and 100Mbps /1G for access sites This connectivity must be in place at the beginning of the contract.
(co) Provide full maintenance for the current installed sites.
(cp) Provide for management and maintenance for internet services.
(cq) Provide network connectivity to existing GPG services, which are supplied by third parties peering with GBN including but not limited to Email, datacentre, Microsoft.
(cr) Provide for connectivity for special and outdoor events.
(cs) AI driven self-service Chatbot for Network Operations to handle 10,000 user conversations per month. This must be an inter- active support system.

(ct) Supply and support for RADIUS and TACACS+ protocol for authentication, authorization and accounting. 

(cu) The NMS should support displays of network event, state and configurations changes. It should also support automated discovery, device configurations and change management with up-to-date displays of network events, states and configuration changes.

(cv) Must provide a wide variety of predefined and customized reports for up-to-date information on the network including detailed inventory, configuration management, compliance, audit, capacity, end-of-sale, security vulnerabilities, sites availability and many more.
4.1.2.  Core Network

The Service Provider(s) to provide the following:

(cw) Operate, manage and maintain the current core network including but not limited to RFO, Colocation, co-care.

(cx) Upgrading of the core network:
(i) The aspect is limited to the increase of bandwidth.
(ii) This implies that the 10Gbps core will be upgraded to 100Gbps.

(iii) To conduct a study on the life span and scalability of the current core equipment in preparation for the expansion of the GBN. 

(iv) Build additional access rings to accommodate the expansion of the GBN as per department standard and requirements (up to 1120 WAN sites). In the event that the required sites exceed 1120, re-assessment shall be inevitable whilst the project progresses. Additions will be planned and scoped in partnership with the Department and proposals in this regard will be submitted for consideration.

(v) Management of core firewalls including but not limited to IPS, IDS, malware protection, content filtering.

4.1.3.  Access Sites

In addition to the eight core locations, GPG Broadband Network will host estimated 4431 sites on the network. Access sites should be connected by 1Gbps protection rings. The site has dual paths to a core location (ring design). Access rings made up of a maximum of 10 access sites in a ring.

In case where fibre connectivity is not feasible, buildings may be connected with alternative transmission mediums. These alternative transmission mediums are limited to microwave or wireless technologies.

The Service Provider(s) to provide the following:

(cy) Manage and monitor all the access sites.

(cz) Provide connectivity from access sites to core ring with redundancy.

4.2. LOCAL AREA NETWORK (LAN)

The requirement is to provide LAN made up of both wired and wireless infrastructure to ensure end-to-end connectivity provision.

4.2.1.  LAN Operations

(da) The Service Provider(s) to provide the following: To conduct site survey or assessment of additional sites and relocations.

(db) LAN management is the responsibility of the departments; however, 24x7x365 monitoring is required, of the LAN interface on the router. 

(dc) Field support and maintenance of LAN equipment installed during Phase 2 (Annex A5 10.1) and phase 3 would be responsibility of the Service Provider(s).
(dd) The bidder is to provide LAN Diagnostic / Sniffer tool.
(de) Provide LAN maintenance for Phase 2 sites.

(df) Provide third line technical support.

(dg) Provide for connectivity for special and outdoor events as and when required.
4.2.2. LAN Cabling Specifications

All cabling components must have OEM certification and the installer must be certified by the OEM, with due compliance to local content requirements. 

Standards: The data cabling shall conform to the current edition of the following standards:

(dh) ISO/IEC 11801 2008 Edition 2.1: Generic cabling for customers’ premises.

(di) All components shall comply with ISO/IEC 11801. Any prevailing contradiction between this standard and the system supplier standards shall be referred to the client in writing.

(i) IEC = International Electro technical Commission (Standard)

(ii) TIA = Telecommunications Industry Association (Standard)

(iii) ISO = International Organization for Standardization (Standard)
4.2.3. Cabling Specifications (UTP)

The main scope of work for this work-package is as follows:

(dj) Minimum CAT 6 UTP cabling to be used for end user connectivity.

(dk) Length of cable must not exceed 100m inclusive of fly and patch leads per point.

(dl) A complete installation of the point will comprise of faceplates, single port suitable mount box, RJ45 jacks, cable raceway components / routing / trunking, Minimum CAT- 6 10-Gpbs UTP cable, factory moulded fly and patch leads, machine printed labelling, test results, floor plans and OEM certification.  

(dm) Typical wireless access point drop locations will be comprised of a Plenum Rated Minimum Cat-6 10-Gbps UTP cable terminated within a single port surface mount box on an appropriate 10-Gbps RJ45 jack/module. Provisioning for 10metres of additional cable at each wireless access point drop location for future relocation.

(dn) Within each wiring room / patch room, the minimum Cat-6 10-Gbps, 4- pair UTP cables will be terminated on new 24 / 48- port patch panels mounted in 42U equipment rack/ cabinet. If there is no space for a 42U rack an appropriate rack / cabinet can be used.

All cabling components must have OEM certification and the installer must be certified by the OEM. Standards: The data cabling shall conform to the current edition of the following standards:

(do) ISO/IEC 11801 2008 Edition 2.1: Generic cabling for customers’ premises.

(dp) All components shall comply with ISO/IEC 11801. Any prevailing contradiction between this standard and the system supplier standards shall be referred to the client in writing.

(i) IEC = International Electro technical Commission (Standard).
(ii) TIA = Telecommunications Industry Association (Standard).
(iii) ISO = International Organization for Standardization (Standard.
4.2.4. Backbone cabling (Fibre)

(dq) Fibre backbone to be installed.

(dr) Single / multimode Fibre to be installed. 

(ds) Based on approved fibre design the specification must allow for multiple core fibres to be used. 

(dt) This will be installed using proper cable routes connecting from the distribution cabinet in the blocks to the main core cabinets in the administration block. (Trenching, bosal pipes, aerial Fibres). 

(du) Fibre splice trays to be installed in cabinets were applicable. 

(dv) The routing to be used will be in the form of Bosal Pipes, Pole, hangers, wire baskets and tensioner underground “trenching” with all relevant industrial consumables examples but not limited to cable sleeves, dome joints, splice cassettes, splice trays.

(dw) Transmission Speed 1 to 10 Gbps.

(dx) All fibre cables to be labelled using approved labelling convention as approved by the client.

(dy) All Fibre cables must carry an OEM certificate and warranty.

4.3. LAN CONNECTIVITY
4.3.1. Access switch

(dz) 24 / 48 ports layer 3 switches supporting 10/100/1000 Mbps UTP and a minimum of 2 fibre uplink ports that can support both 1 Gbps / 10Gbp.
(ea) 1 Gbps uplinks are to be used by default, however the client reserves the right to request 10Gbps uplinks as per site requirements. 
(eb) Must be POE.

(ec) All switches must be stackable and must ensure that the stack be managed by a single switch configuration. All stack modules and cables to be supplied.

(ed) Switches to be manageable and be configured with customer approved configurations.

(ee) Supply and installation of switches (installation certificate and copy of configs to be issued).

(ef) Must come with a warranty and maintenance (hardware and software) from the Original Equipment Manufacturer (OEM) for a period of three (3) years.

(eg) IOS be standardized per installation.
4.3.2. Distribution switch 
(eh) Must be a 12 / 24 port fibre switch.

(ei) The ports must be able to operate at both 1Gbps and 10 Gbps. 

(ej) 1 Gbps uplinks are to be used by default however the client reserves the right to request 10Gbps uplinks as per site requirements.
(ek) Will be installed in the main LAN rack at the respective site.

(el) Switches to be manageable and be configured with customer approved configurations.

(em) Must come with a warranty and maintenance (hardware and software) from the Original Equipment Manufacturer (OEM) for a period of three (3) years.

4.3.3. Design requirements

(en) Design, configuration, and implementation of the switches including but not limited to VLAN technologies. This should include a technical workshop and approval with the department.

(eo) Documentation of the LAN design and configuration of switches with customer approved custom configurations. 

(ep) All switches will be installed in the cabinet.

(eq) Each rack will be populated with splice, brush and patch panels were applicable.

(er) All Fibre uplinks must handle up to 10Gbps transmission.

(es) All UTP must provide 1 Gbps transmission.

(et) All equipment supplied must be provided with an OEM certification.

4.4 WIRELESS LAN
The Wireless System must comply with the IEEE 802.11 ac, 802.11 ax, 802.11n, 802.11g, 802.11b, 802.11a and 802.3 standards for wireless Ethernet networks and the WAPs must obtain their power using Power over (PoE) Ethernet standard.

Provide for managed WLAN (Security, multi-tenant AP Controller, Authentication services, Radius servers, and usage reporting platforms).

WLAN Aps must be able to accommodate multiple SSIDs including but not limited to Corporate, guest and public.

4.4.1 Wireless LAN Security Requirements:

(eu) 802.11i/WPA2, WPA, TKIP, WEP

(ev) 802.1X Authentication: EAP-TLS, EAP-SIM, EAP-TTLS, PEAP, EAP-MD5, EAP-FAST

(ew) WEP, TKIP, DES, AES-CCMP, 3DES

(ex) Active Directory/LDAP Integration and Radius
(ey) Describe Firewalling capabilities between VLANS if available.

(ez) Support for Rogue and Security tracking and provisioning: At a minimum, the system shall be capable of detecting and protecting against DoS, detect intrusion or rogue systems, and notify the administrator of detected rogue devices. 

(fa) Wireless connections shall be secure connections:

(i) Authentication: The system shall provide including but not limited to Certificate, Web Based, AAA, support for 802.1x. Certificate Authentication, including AAA and Web Based is desirable. Please describe any similar capabilities if these are not offered or supported.

(ii) Encryption: Support for standard and advanced encryption.
(iii) Support for Time of Day or duration-based access, packet rate limiting bandwidth for guest access and support for secure tunnelling via IPSEC/GRE. 

(fb) Management Services.
(fc) Maintenance.
4.4.2 Public Wi-Fi

(fd) To conduct site survey or assessment of additional sites (relocations), design and scope each site.
(fe) Provide, implement and maintain for RFO (Ready for Occupation) services “GBN equipment” (power, earthing, UPS, Generators, environmental controls etc.).
(ff) Provide Public Wi-Fi management services.
(fg) Provide business continuity for current installed sites for public wi-fi services that are connected.
(fh) Provide full maintenance for the current installed sites.
(fi) Provide for management and maintenance for internet services.
(fj) Concurrent connections Per AP: +-500.
(fk) Due to installation requirement the bidder is to ensure that AP’s supplied are fit for purpose i.e. outdoor and indoor AP’s to be provided.
 Wi-Fi Security: Block all adult content and gambling.
4.5 VOICE SERVICES
4.5.1 Centralised Unified Call Manager (CUCM) with Voicemail

The centralized PBX is deployed at 2 Data Centers,
Teraco Data Center is the primary location for hosting the UC core components required to provide UC Service for GPG, and 75 Fox Street is the secondary location for providing the redundant services. Core applications deployed at both locations are configured in active-active mode and providing services in load balanced mode.

The new incumbent is required to maintain the current CUCM version 12.5 and increase the licenses to accommodate the expansion of GBN voice as per Annex A5 10.2 The licensing is calculated on the number of elements that will be managed. The new incumbent will purchase the licenses and transfer the licenses to the department.

(fl) Maintain current voice infrastructure (Cisco and Huawei).
(fm) Hardware replacement, software, and patches updates.
(fn) To conduct site survey or assessment for new requirements.
(fo) Design and scope each site
.

(fp) On boarding of new sites onto the centralized PBX.
(fq) Supply, configure and upgrade current voice infrastructure.

(fr) Configure and migrate the sites to GBN voice.

(fs) Provide remote technical support for site technicians.

(ft) 24x7x365 monitoring services including supply of monitoring software to monitor Voice gateways, MOS Score and Cisco call manager.;
(fu) Provide softphone mobility services for all android and IOS devices (5000+ users).
NB: SIP (Session Initiation Protocol) to be provided by e-Gov.
4.5.2 IP Telephone Handsets 

Supplier(s) will be required to supply IP handsets that should be compatible with full feature transparency with the CUCM ver 12.5 but not limited to as indicated in Annex A5 10.2 in the As Build Document 1.1.10 “CUCM (CISCO Unified Call Manager) Features table”.
(fv) The Service Provider(s) to provide the following IP handsets for the following categories:

Executive Level IP phones. 

(i) Large graphics display (160 x 320) with at least 24 programmable keys, fixed function keys: Hold, Settings, Message, Speaker, Mute, Transfer/Conference, Redial, Dual-mode phone: support for SIP protocols. 

(ii) Dual-port IP phone (10/100 Mb integrated Ethernet switch), dedicated headset interface.
(iii) POE Class 2.
(fw) Standard IP Phone

(i) 12 programmable keys with dual-colour LED indicators including but not limited to speed dialling, line appearances, feature access.

(ii) Dual-port (10/100 MB switched Ethernet), Dual-mode (supports SIP).
(iii) POE Class 1.
(fx) Standards for both Executive and Standard IP Phone

(i) Support for SIP protocols and wideband audio support.
(ii) Page Send/Receive, on-hook dialling, off-hook voice announces and hands-free answerback, Hearing aid-compatible phone, two-position.
(iii) Use of RJ45 cable to power the phone.
(iv) Speed dialling keys.
(v) Voice Mail key

(vi) Allow auto-negotiation on both ports (LAN and PC).
(vii) Standard Colours (Charcoal).
(viii) Placing/Mounting: Table-top, wall-mounted.
(ix) Standard and PC base Switchboard console.
(fy) Switchboard Software

(i) Web-based administration utility

(ii) Support JAWS Scripts 

(iii) MS-Outlook Integration

(fz) Queue Features

(i) Support for three (3) queues with prioritization

(ii) Operator queue assignment

(iii) Queue operator views

(iv) Overflow options

(v) Music in queue

(ga) Directory Features
(i) Support for up to 500 IP phone users

(ii) Directory integration

(iii) Personal directory groups

(iv) Search options

(v) Presence integration

(gb) Telephony Features
(i) Operator handset ringing

(ii) Transfer reversion (call recall)

(iii) Call park

(iv) Call park recall

(v) Call toggle

(vi) Conference

(vii) Emergency Mode switch

(viii) Night service

4.5.3 Telephone Management System (TMS) - 

Provide fully managed TMS with functionality as detailed in Annex A5 10.2 in the As Build Document section 1.1.12.
Monitor, manage and support TMS server.

On boarding of new users onto the centralized TMS.

4.5.4 Voice gateways

The service provider should be able to provide versatile connectivity between legacy TDM-based PBX systems to IP networks. The voice gateway interface will be specified as per site requirement. The voice gateways should be able to operate the following features: 

(ix) Support for analogue and digital TDM interfaces.
(x) Internet Protocol version (IPV6) and Internet Protocol version (IPV4) support.
(xi) Enhanced perimeter defence against Denial of Service (DoS) Attacks.
(xii) Hybrid SBC enables seamless migration.
(xiii) Embedded Digital Signal Processors (DSP) performs advanced media handling.
(xiv) Advanced monitoring tools to analyse and optimize VoIP service quality-of-experience.
(xv) Powerful SIP normalization and routing mechanism for seamless interoperability;
(xvi) Maintain current audio codes gateways/infrastructure as per Annex A5 10.2 in the  As build document section 1.1.11.
4.5.5 The IP multimedia subsystem (Huawei IMS)

(gc) Maintain and support the current hardware and software including any software version upgrades through an OEM support agreement.
(gd) Manage the current IMS and provide the following services including but not limited to.
(ge) Configure SIP links (signalling and media) on the IMS platforms to seamlessly interwork with any VOIP PABX type.
(gf) Configure Interconnect Session Border Controller (I-SBC) with ISPs for VOIP services termination point to PSTN.
(gg) Integration/Configuration of telephone numbers from any VOIP/ISP to the IMS.
(gh) Troubleshooting of VOIP packets for outbound and inbound call flows for on-net and off-net calls.
(gi) General SIP traces analysis and call flow diagnosis on IMS core network elements.
(gj) Assist PABX engineers to resolve issues on the PABX by analysing SIP packets.
(gk) New Incumbent to provide a full IMS redundant solution with automatic failover. 

4.5.6 SIP

Connect to SIP channels/Trunk will be provided by e-Gov (SIP provider will be appointed by e-Gov).
4.5.7 Service Desk for Voice Services

(gl) 24x7x365 Service desk for all sites connected to the voice platforms.
(gm) Provide integration to the NOC.

(gn) Provide support for end users.

(go) Incident management

(gp) Log all incidents.

(gq) Incident management and 3rd party vendor support on all sites connected to the IMS.

(gr) Supply and Maintain Incident Management Platform with users license and ability to enable field force management for the solution.
4.5.8 OSS and BSS for Voice Services

The service provider must be able to provide a customer management solution that allows provisioning, billing and the management of all VoIP services being offered on the GBN network. The product must allow for the provisioning of, but not limited to the following services: 

(gs) Metering.
(gt) Rates and tariff calculations based on different technologies including but not limited to GSM, VOIP. 

(gu) Costs allocation to different GBN sites or departments utilising the GBN VoIP, Internet and WAN network. 

The BSS product must be capable of fulfilling the following primary functions:

(gv) Billing 

(i) Calculate SIP line usage fees, on-demand bills.
(ii) Supports multiple bill cycles and allows to bill either in advance or arrears.
(iii) Allows you to apply prorated monthly or yearly billing, accurately charged to the day

(gw) Invoicing

(i) Effortlessly extract and print monthly statements, invoices and itemised bills.
(ii) Supports post, fax and e-mailing of invoices.
(iii) Support for collective and individual invoicing.
Provide fully redundant OSS solution with the following but not limited to services:
(iv) Inventory management.
(v) Activation management.

4.6 INTERNET SERVICES
Provide dedicated managed, symmetrical, high-speed, and low-latency access to the Internet.

(gx) 15 Gbps (international bandwidth 6Gbps and NAP Africa 9Gbp) Internet link with option to scale up as the need arises. This should not require a hardware change and all SFPs must be included in the solution.

(gy) Internet upgrade to be provided in 5Gbps increments for year 2 and year 3 only. 
Note: Upgrade will be carried out as and when funding is available.
(gz) Provide international traffic redundancy with a minimum of 2 undersea cables. The bidder must ensure that the internet solution has an East Coast and West Coast breakout.
(ha) Provide core (POP) redundancy to the GBN Super cores.
(hb) Unlimited data usage with no Fair Usage Policy (FUP); Contention Ratio of 1:1.
(hc) Provision management and interconnect VLANs.

(hd) Provide a “dashboard” view of live Internet traffic for reporting purposes via web interface.

(he) Provide peering link with NAP Africa. Provide a router for this solution which will be owned by e-Government; this must be upgradeable to cater for new business needs without the provisioning of any new hardware.

(hf) Provide links for the Microsoft Express route and Microsoft peering links. Links to be upgraded as and when funding is availability or needs arise.
(hg) Provide /23 contiguous public IPv4 block; however, part of the scope the bidder should provide a roadmap to move to IPV6 and be able to move to IPV6 on the request of e-Gov.

(hh) Provide for AS number with routable public IP addresses in /23, which can be used to access peering services including but not limited to NAP African, Microsoft. 

(hi) The bidders should provide all required network hardware (Including all cabling and consumables All assets to be transferred to the department at no additional cost at the end of the contract. All equipment must have OEM warranty and a minimum life-span of eight (8) years from contract commencement and must not reach end of life, end of sale and end of support during the contract period.

(hj) Technical support and active network management including but not limited to traffic usage statistics, network status and performance visibility.

(hk) The bidders will be required to provide maintenance and support for a period of 3 years. Support to include Hardware and Software upgrades on all installed hardware as part of the solution.

(hl) The bidders will be required to collaborate with e-Gov and the GBN WAN management team.

(hm) The period will be for 3 years. The support required will be primarily project based in nature in line with the business processes.

(hn) Provide reporting system for the provision of reports based on but not limited to Bandwidth, Utilization Top sites.

4.6.1 Peering Routing Requirements

The department requires a powerful compact services router that is ideal for WAN aggregation or Internet edge devices.

This router will be used for peering with NAP Africa / Microsoft and must be capable for future expansion for peering with other ISPs.

All assets to be transferred to the department at no additional cost at the end of the contract. All equipment must have OEM warranty and a minimum life-span of eight (8) years from contract commencement and must not reach end of life, end of sale and end of support during the contract period.
4.6.2 Peering Routing Specifications

(ho) Hardware Specifications

(i) Up to 60 Gbps throughput.

(ii) Minimum of 8x 10Gbps SFP+ ports.

(iii) 8GB RAM.

(iv) Dual route processors.

(v) Dual power supplies.

(vi) N-1 Software release including necessary licenses.

(vii) Support a minimum of 2 full BGP feeds (IPv4 and IPv6).

(hp) Functional Specifications

The features and protocols that the peering router should have:

(i) MP-BGP + IPV6 BGP.
(ii) OSPF + OSPF v3, IS-IS + IPV6, RIPng.

(iii) MPLS.
(iv) BFD.
(v) VRRP/HSRP.
(vi) LACP.
(vii) QoS.
(viii) VRFs.
(ix) VLANs.
(x) IPsec VPN.
(xi) SSL VPN.
(xii) NAT.
(xiii) AAA, RADIUS, TACACS.
(xiv) SNMPv3 + NETCONF, NetFlow, NTP Reporting Requirements.
4.7 NOC SERVICES
(hq) Bidder must have primary and secondary NOC which is running 24x7x365 technical support.
(hr) NOC must be ISO 27001 and 9001 certified.
(hs) Provide NOC services (24x7x365) (Tools and resources 1st, 2nd, and 3rd line support).

(ht) To provide first, second- and third-line support for IP (WAN, MPLS, LAN and Wireless LAN), Transmission, Voice, OSS, BSS and IP-Core with dedicated Level 3 support engineers across technologies in each shift.

(hu) All support resources must be in possession valid OEM certification for the relevant field of support. 
(hv) Operate, and support the GBN including monitoring, management, operating and configuration on access and core environments, reporting and bill software and hardware as required for the solution (OSS, BSS, and IP-Core).
(hw) Provide Manage SLA and typical SLA reports – including but not limited to performances report, site availability & reachability reports, trends, open incidents.

(hx) Provide event correlation engine and auto ticketing to address 5000 Ips with scalability.

(hy) NOC services to be delivered from bidders NOC that must be ISO 27001 and ISO 9001 certified. 

(hz) 24x7x365 field services across the province.

(ia) Analytical tool to provide single pane of glass for SLA, ITSM and NMS data.

(ib) Dedicated configuration management tool.

(ic)  Dedicated functional team to address billing queries from departments.

(id)  Provide AI Chatbot for self-service and should be able to handle 10000 chats per month. Chat Bot must provide self-service for general queries like reports etc.

(ie) NOC must have multi-level IVR with welcome greetings, ACD, music on hold, self-service capability to service end customers for 100 call centre agents. 100% calls and screen must be recorded for 5 years for compliances purposes.

(if) Dedicated NMS to monitor Core Network and voice services.
(ig) NOC must have minimum of below resources to support current and install base:

	No.
	Resources
	Count
	Certification
	ICT Specific Tertiary Education 
	Minimum Experience

	1
	Service Delivery Manager
	1
	ITIL Expert Certification, ISO/IEC 20000, COBIT
	Diploma /Degree
	6 years

	2
	Information Security Manager
	1
	CISSP/CISM
	Diploma /Degree
	-6 Years

	3
	NOC Manager
	1
	CCNP/HCNP 
	Diploma/Degree
	6 Years

	4
	Shift Lead
	1
	ITIL / CCNP/HCNP
	Diploma / Degree
	4 Years

	5
	IP L1
	1
	CCNA/HCNA
	Diploma
	2 Years

	6
	IP L2
	8
	CCNP/HCNP
	Diploma
	4 Years

	7
	IP L3
	4
	CCIE/HCIE
	Diploma
	6 Years

	8
	Voice L1
	8
	CCNA/HCNA
	Diploma
	2 Years

	9
	Voice L2
	5
	CCNP/HCNP
	Diploma
	4 Years

	10
	Voice L3
	3
	CCIE/HCIE
	Diploma
	6 Years

	11
	Transmission L1
	6
	HCNA Transmission
	Diploma
	2 Years

	12
	Transmission L2
	3
	HCNA Transmission
	Diploma
	4 Years

	13
	Transmission L3
	1
	HCNA Transmission
	Diploma
	6 Years

	14
	OSS/BSS L1
	4
	N/A
	Diploma
	2 Years

	15
	OSS/BSS L2
	2
	N/A
	Diploma
	4 Years

	16
	OSS/BSS L3
	1
	N/A
	Diploma
	6 Years

	17
	Server L3
	1
	MCSE and VMware Certified
	Diploma
	6 years

	18
	Service Desk
	12
	ITIL
	Diploma
	2 years

	19
	Field Manager
	1
	ITIL/COBIT/CCNA/HCNA
	Diploma
	6 years

	20
	Field Engineer
	45
	CCNA/HCNA
	Diploma
	2 years

	21
	MIS - Reporting
	2
	N/A
	Diploma
	4 Years


4.7.1 Site Management 
NOC services to be delivered from bidders NOC that must be ISO 27001 and ISO 9001 certified. 

Supplier will be required to setup NOC services including not limited to End-User-Desktops, Printers, Monitoring Screens, and all software required to provide the service. All equipment must have OEM warranty from contract commencement and must not reach end of life, end of sale and end of support during the contract period.
The new incumbent is required to increase the licenses to accommodate the expansion of GBN. The licensing is calculated on the number of elements that will be managed. The new incumbent will purchase the licenses and transfer the licenses to the department. 

There is a requirement that hand holding / skills transfer take place between the current Service Provider and the new incumbent thus allowing for continued service delivery. This must be concluded by the end of the current Service Provider’s contract). 

Nb. GBN currently has a fully functional NOC and owns the equipment and the NCE NMS tool. The bidder may make use of this environment however the expectation will be to upgrade this centre to fall in line with the requirements stipulated above. All assets used for this upgrade will be transferred to the department when the contract comes to an end. 

4.8 MAINTENANCE
Maintenance includes but is not limited to:

(ih) All core network equipment deployed as part of the solution must be covered by a full OEM support agreement for the duration of the contract.

(ii) All core voice equipment deployed as part of the solution must be covered by a full OEM support agreement for the duration of the contract.

(ij) Access sites must be covered under maintenance.

(ik) All hardware components in the solution [switches, routers, PE, CE devices, all line cards and components, servers, storage devices, UPS and Batteries, Generators (for the core sites)]. This must include back-to-back maintenance agreements with the OEM (hardware, software, and technical support) for the duration of this contract. 
(il) All network cabling and cabling components.
(im) All licenses including but not limited to operational licenses, software licenses.

(in) Transmission hardware and connectivity (inside plant, outside plant, last mile and backhaul). 

(io) All-inclusive maintenance including but not limited to force majeure, third party damages.

4.8.1 WAN Maintenance

(ip) Hardware maintenance on all deployed WAN equipment including batteries, UPS and generators.
(iq) Software maintenance including firmware and software upgrades on all deployed WAN equipment. All software / firmware upgrades will be informed by the OEM and these updates must be tested before it can be released in the live environment. All applicable change request / roll back processes to be followed. 
(ir) Swop out units / back up units. (The Service Provider(s) to carry back equipment). This is to ensure that the prescribe SLA metrics are met.
4.8.2 LAN and WLAN Maintenance 

(is) Hardware maintenance on all deployed LAN and WLAN equipment. 

(it) Software maintenance including firmware and software upgrades on all deployed LAN & WLAN equipment.

(iu) Swop out units / back up units. (The Service Provider(s) to carry back equipment). This is to ensure that the prescribe SLA metrics are met.
4.8.3 Voice Maintenance

(iv) Hardware maintenance on all deployed Voice equipment. 

(iw) Software maintenance including firmware and software upgrades on all deployed voice equipment.

(ix) Swop out units / back up units. (The Service Provider(s) to carry back equipment). This is to ensure that the prescribe SLA metrics are met.
4.9 FUNCTIONAL REQUIREMENTS
(iy) The WAN link needs to be managed in accordance with the defined SLA and Performance metrics.
(iz) Site Network needs to be managed and monitored through a Network Monitoring System (NMS).
(ja) Provide full redundancy on the WAN (Physical path).
(jb) Integrate the new network into the existing core network.
(jc) Minimum transmission medium will be fibre, wireless and microwave.
(jd) Provide Project Management system capability.
(je) Provide an MPLS network.
(jf) Service Management Capabilities to be provided based on ITIL framework.
(jg) Provide fully managed service suite.
(jh) Provided solution must be voice and video capable.

4.10 PERFORMANCE REQUIREMENTS
(ji) WAN Performance Metrics will be based on the Availability, Utilisation and Latency.

(jj) Voice Performance Metrics will be based on the Availability, Utilisation and Latency.

(jk) Core sites will need to achieve 99.99% 24/7 availability of the WAN Performance.

(jl) Internet performance matrix will need to achieve 99.99% 24x7x365 availability.

(jm) WAN will need to achieve performance matrix based on the classifications. 

(jn) WAN Classification of the sites as per below:

1. Platinum SLA 


(i) 99.99% Access Link Availability and Reachability

(ii) 99.99% Site Router Infrastructure Availability and Reachability

(iii) Mean time to Respond (MTTr): 30 minutes

(iv) Mean time to Resolve (MTTR): 2 hours

(v) 365x24x7 Support Window

2. Gold SLA 
(vi) 99,99% Access Link Availability and Reachability

(vii) 99,99 % Site Router Infrastructure Availability and Reachability

(viii) Mean time to Respond (MTTr): 1 hour

(ix) Mean time to Resolve (MTTR): 4 hours

(x) Monday to Friday excluding public holidays from 06H00 to 22H00 Support Window

(jo) Voice will need to achieve performance matrix based on the classifications. 

(jp) Voice Classification of the sites as per below:
1. CUCM

(i) 99.99% Uptime

(ii) Mean time to Respond (MTTr): 30 minutes

(iii) Mean time to Resolve (MTTR): 2 hours

(iv) 365x24x7 Support Window

2. IMS

(v) 99.99% Uptime

(vi) Mean time to Respond (MTTr): 30 minutes

(vii) Mean time to Resolve (MTTR): 2 hours

(viii) 365x24x7 Support Window

3. TMS

(ix) 99% Uptime

(x) Mean time to Respond (MTTr): 1 hour

(xi) Mean time to Resolve (MTTR): 4 hours

(xii) Monday to Friday excluding public holidays from 06H00 to 22H00 Support Window

4. OSS and BSS

(xiii) 99% Uptime

(xiv) Mean time to Respond (MTTr): 1 hour

(xv) Mean time to Resolve (MTTR): 4 hours

(xvi) Monday to Friday excluding public holidays from 06H00 to 22H00 Support Window

4.11 INFORMATIONAL REQUIREMENTS
(jq) Dashboard view of all monitored components including but not limited to WAN Connectivity, Core connectivity, Internet connectivity, Voice solution and LAN connectivity in real time monitored from the NOC 24x7x365.

(jr) Provide Weekly and Monthly SLA Report. 

(js) Provide Weekly Project Progress Status report.

(jt) Provide Adhoc Management reports as required.

(ju) Provide Monthly financial reports including but not limited to invoicing, budget, Project cost. 

4.12 NON-FUNCTIONAL REQUIREMENTS
4.12.1 Legislative requirements

(jv) Provide required ICASA Licensing

(jw) Minimum Interoperability Standards (MIOS)

(jx) State Information Technology Agency Act, 1998
(jy) Public Finance Management Act, 1999 

(jz) SITA Act 88 of 1998 as amended by SITA Amendment Act 38 of 2002

(ka) Treasury Regulation, 2000

(kb) SACSA/090/1(4) “Communication Security in the RSA”

(kc) Protection of Information Act (Act No. 84 of 1982)

(kd) Promotion of Access to Information Act (Act No. 2 of 2000)

(ke) Electronic Communications and Transaction Act (Act No. 25 of 2002)

(kf) Copyright Act (Act no. 98 of 1978)

(kg) National Strategic Intelligence Act (Act No. 39 of 1994);

(kh) Intellectual Property Act (Act No:38 of 1997). 

4.12.2 Deployment requirement

(ki) Conduct RFO and implement findings from RFO (including trenching, trunking, power, earthing).
(kj) Collaborate with the Departments for the approval of the network design, initial configuration, and deployment (WAN, LAN, WLAN and Voice).
(kk) All documentation must be included and will be handed over to the department as an intellectual property (project related, Network designs, schematic layout, floor plans and network layout). Documentation provided should be in soft copy and hard copy formats.

(kl) In line with the Gauteng Township Economy Revitalization Strategy, the Department of e-Government requires the formation of Joint Ventures between major market players and township-based enterprises. Service Providers will further be evaluated in respect of their contribution towards skills development and job creation for youth, women and people with disabilities.
(km) Bidders will be required to appoint multiple SMMEs for the regions of GPG. These appointments will be done in conjunction and agreement with SITA and e-GOV. The regions of GPG are defined as:

(i) Johannesburg Metro

(ii) Ekurhuleni Metro

(iii) Tshwane Metro

(iv) Sedibeng District

(v) West Rand District

(vi) Further to the above conditions, appointed SMMEs may not operate in more than one region of GPG
4.12.3 Training requirements

(kn) Provide OEM certified training on all deployed network and voice solutions.

(ko) Professional Level Training to be provided for the identified WAN resources limited to 20 engineers. 

(kp) Provide OEM certified training for all LAN equipment deployed for the identified departmental LAN resources. This should not exceed 100 resources. 

(kq) Professional Level Training to be provided for the identified Voice resources limited to 20 engineers. 

(kr) On the Job training and skills transfer to be provided on the solution that is deployed including the monitoring tools

4.12.4 Security requirements

a) TACACS to be deployed on all WAN equipment. 

b) Console access to be managed by TACACS solution and server hardware must be put in place to support the solution.

c) Departmental Server room access policy to be adhered to where applicable.

d)   SIEM tool (must integrate into the SOC).
e) At least a CISSP or CISM managing the security requirement and best practice for GBN deployment.
4.12.5 Security policy

All deployment should be aligned with GPG Policies. Policies will be share with successful bidder at the time of contracting.
4.13 BUSINESS PROCESS
(ks) Service Provider(s) to provide site design and build processes.
(kt) Service Provider(s) to follow GPG processes for final handover.
(ku) Service Provider(s) to abide to GPG Change control and site access process.

4.14 BUSINESS RULES
(kv) Fibre will be provided at all sites, in the event of no fibre infrastructure the acceptable transmission medium will be microwave/Wireless.
(kw) Dedicated fibre strand for the transmission back haul.
(kx) Last mile to terminate in dedicated manhole belonging to GPG e-Gov.
(ky) Last mile of the fibre should be managed by the service provider.
(kz) The department owns the network equipment.
(la) Transmission backhaul to be leased.
(lb) Licensing must be provided for Microwave for the last mile.
(lc) May not utilise VSAT/APN/ISN as a transmission medium.
(ld) Guaranteed service continuity on the existing sites. The transmission back haul fibre to be leased and the last mile fibre to be owned by GPG e-Gov.
(le) All assets to be transferred to the department at no additional cost at the end of the contract. All supplied equipment must have OEM warranty and a minimum life-span of eight (8) years from contract commencement and must not reach end of life, end of sale and end of support during the contract period. 
(lf) All GBN core equipment, data and voice, must be covered by a full OEM support agreement for the duration of the contract.
(lg) All additional sites must be integrated into the existing network.
(lh) Provide OEM certified training for department’s IT representatives.
(li) Provide dedicated connectivity with redundant paths. If the transmission medium is fibre then the fibre strand should be dedicated (No shared infrastructure).
(lj) The solution must be voice and video capable.
(lk) Provide LAN / WLAN connectivity to additional sites including network and cabling equipment where none exists or is substandard.
(ll) End User LAN connections must be capable of achieving a minimum speed of 1Gbps.
(lm) LAN backbone must be capable of reaching speeds between 1Gbps and 10Gbps.

4.15 Professional Services
4.15.1 Project Management

The service provider will be expected to provide project management service. The service provide must use an industry appropriate project management methodology (i.e. Agile, Prince II, PMBoK). It is necessary for the respondent to provide details of resources duly qualified and experienced in managing projects of this size using their prescribed methodology, which must be adhered to for the full duration of the contract. 
A high-level project and implementation plan must be defined in the respondent’s proposal.

(ln) The following documents will be required prior to the project kick off:

(lo) Dedicated project management tool with 25 users’ licenses

(lp) A detailed project plan

(lq) Project scope including defined objectives

(lr) PID – Project Initiation Document

(ls) Stage plan/s

(lt) Resource and skills plan

(lu) Communication plan

(lv) Risk management plan; and

(lw) Quality management plan.

4.15.2 Service management

The incumbent must be able to provide a dedicated account manager for the duration of contract. The incumbent must guarantee the high availability of the infrastructure and should be able to accommodate the required high standards of service as defined in the SLA. An appropriate post implementation support contract and SLA’s associated with the criticality of the environment must be in place. Service Management Capabilities to be provided based on ITIL framework.

4.15.3 Experience and customer references

The incumbent must be able to demonstrate extensive experience in the provision of network services, implementing and managing similar sized projects and should list 2 credible and verifiable customer references. 
4.15.4 Implementation plan
The bidder must provide a detailed solution proposal with the product list of all equipment used in the solution.

The bidder must provide a skills matrix and organogram of resources that will be dedicated to this project for the duration of the contract, which will be verified at the time of contracting. These resources should include but are not limited to:
(lx) Snr solution architects (WAN, LAN/WLAN and voice)

(ly) Network engineers (level 1,2 and 3)

(lz) Transmission planner 
(ma) Field engineers (level 1,2 and 3)

(mb) Voice engineers (level 1,2 and 3)

(mc) Operations manager

(md) NOC centre support staff 
(me) Call / service desk staff

(mf) Programme manager

(mg) Project managers

(mh) Service level manager

(mi) Account manager

(mj) Network planning  
	No.
	Resources
	Count
	Certification
	ICT Specific Tertiary Education 
	Minimum Experience

	1
	Service Delivery Manager
	1
	ITIL Expert Certification, ISO/IEC 20000, COBIT
	Diploma /Degree
	6 years

	2
	Information Security Manager
	1
	CISSP/CISM
	Diploma /Degree
	-6 Years

	3
	NOC Manager
	1
	CCNPDi
	Diploma/Degree
	6 Years

	4
	Shift Lead
	1
	ITIL
	Diploma / Degree
	4 Years

	5
	IP L1
	1
	CCNA/HCNA
	Diploma
	2 Years

	6
	IP L2
	8
	CCNP/HCNP
	Diploma
	4 Years

	7
	IP L3
	4
	CCIE/HCIE
	Diploma
	6 Years

	8
	Voice L1
	8
	CCNA/HCNA
	Diploma
	2 Years

	9
	Voice L2
	5
	CCNP/HCNP
	Diploma
	4 Years

	10
	Voice L3
	3
	CCIE/HCIE
	Diploma
	6 Years

	11
	Transmission L1
	6
	HCNA Transmission
	Diploma
	2 Years

	12
	Transmission L2
	3
	HCNA Transmission
	Diploma
	4 Years

	13
	Transmission L3
	1
	HCNA Transmission
	Diploma
	6 Years

	14
	OSS/BSS L1
	4
	N/A
	Diploma
	2 Years

	15
	OSS/BSS L2
	2
	N/A
	Diploma
	4 Years

	16
	OSS/BSS L3
	1
	N/A
	Diploma
	6 Years

	17
	Server L3
	1
	MCSE and VMware Certified
	Diploma
	6 years

	18
	Service Desk
	12
	ITIL
	Diploma
	2 years

	19
	Field Manager
	1
	ITIL/COBIT/CCNA/HCNA
	Diploma
	6 years

	20
	Field Engineer
	45
	CCNA/HCNA
	Diploma
	2 years

	21
	MIS - Reporting
	2
	N/A
	Diploma
	4 Years


The proposal should also show the bidders understanding of the detail of work, a high-level implementation plan and resources required to successfully complete the project.
4.16 COST & TIME FRAME
The outsourced term is envisaged to run over a contract period of three (3) years. 
Consideration needs to be given to cost effectiveness, a total value proposition as well as attention focused on the necessary legal statutes governing any business entered into with a government institution.

A detailed breakdown of costs should be proposed including costs of additional services, should the need arise to provision for this.
4.17 
Township revitalisation

The Township Economy Revitalisation (TER) is the Strategy of the Gauteng provincial government aimed at revitalising the economy in the townships through the creation of enabling and supportive environment, establish social and economic value of township economy as well as to ensure that the township enterprises become key players in Gauteng. The goal is to ensure that, where practical all goods and services are procured from bidders within township. The bidder to provide a detail plan on how the TER will be achieved.

30% of the SMME spend must be spend on the TER.
4.18 HANDOVER DOCUMENTATION
(mk) Provide design, configuration, and commissioning documentation in respect of the following:

(i) Updated MS Visio diagrams illustrating solution design and layouts.

(ii) System configuration documentation.
(ml) Installation sign-off shall be certified by authorized Service Provider(s), SITA, eGov and end customer representatives.

(mm) Provide call logging procedures for reporting Maintenance and Support related issues.

(mn) Service Provider(s) and their subcontractors must have the necessary security clearance were applicable as required by government departments.

4.19 ENTERPRISE ARCHITECTURE APPROACH 

Solution must be able to follow and adhere to Enterprise Architecture best practice methods and all related architecture documents must be made available to the Department of e-Government.
5 BID EVALUATION STAGES

(2) The bid evaluation process consists of several stages that are applicable according to the nature of the bid as defined in the Table below.
(3) The bidder must qualify for each stage to be eligible to proceed to the next stage of the evaluation.
Bid Evaluation Stages
	Stage
	Description
	Applicable for this bid

	Stage 1

	Administrative Pre-Qualification Verification
	YES

	Stage 2
	Mandatory Requirements Evaluation
	YES

	Stage 3
	Special Conditions of Contract Verification
	YES

	Stage 4

	Price / B-BBEE Evaluation
	YES


ANNEX A.1: ADMINISTRATIVE PRE-QUALIFICATION

6 ADMINISTRATIVE PRE-QUALIFICATION REQUIREMENTS

6.1 ADMINISTRATIVE PRE-QUALIFICATION VERIFICATION

(4) The bidder must comply with ALL of the bid pre-qualification requirements in order for the bid to be accepted for evaluation.
(5) If the Bidder failed to comply with any of the administrative pre-qualification requirements, or if SITA is unable to verify whether the pre-qualification requirements are met, then SITA reserves the right to – 

(a) Reject the bid and not evaluate it, or

(b) Accept the bid for evaluation, on condition that the Bidder must submit within 7 (seven) days any supplementary information to achieve full compliance, provided that the supplementary information is administrative and not substantive in nature.

6.2 ADMINISTRATIVE PRE-QUALIFICATION REQUIREMENTS
(6) Submission of bid response: The bidder has submitted a bid response documentation pack –
(a) That was delivered at the correct physical or postal address and within the stipulated date and time as specified in the invitation to bid cover page.

(b) In the correct format as one original document, one copy and two copies on memory sticks / USB.

(7) Attendance of briefing session: A Compulsory Virtual Briefing session will be held and bidders has to sign the briefing session attendance register using the same information (bidder company name, bidder representative person name and contact details) as submitted in the bidder’s response document. 
(8) Registered Supplier: The bidder is, in terms of National Treasury Instruction Note 3 of 2016/17, registered as a Supplier on National Treasury Central Supplier Database (CSD).
ANNEX A.2: MANDATORY REQUIREMENTS

7 MANDATORY REQUIREMENTS

7.1 INSTRUCTION AND EVALUATION CRITERIA

(1) The bidder must comply with ALL the MANDANTORY REQUIREMENTS in Section 7.2 below by providing substantiating evidence in the form of documentation or information, failing which it will be regarded as “NOT COMPLY”.
(a) The bidder must provide a unique reference number (e.g. binder/folio, chapter, section, page) to locate substantiating evidence in the bid response. 

(b) During evaluation, SITA reserves the right to treat substantiation evidence that cannot be located in the bid response as “NOT COMPLY”.

(c) SITA reserves the right to verify all documentation or information provided as evidence.
(d) BIDDER DECLARATION: The bidder MUST declare by indicating in each row of MANDATORY REQUIREMENTS table in Section 7.2 below with an “X” in either the “COMPLY” or “NOT COMPLY” column that –
(2) The bid complies with the requirement as specified in “MANDATORY REQUIREMENTS” column; AND

(3) The Mandatory Requirement specification is substantiated by evidence attached or provided in Annex B as proof of compliance.
(4) The bidder must comply with ALL the MANDATORY REQUIREMENTS (in Section 7.2 below) in order for the bid to proceed to the next stage of the evaluation
(5) No URL references or links will be accepted as evidence.
MANDATORY REQUIREMENTS 
	MANDATORY REQUIREMENTS
	SUBSTANTIATING EVIDENCE OF COMPLIANCE
	Evidence reference

(to be completed by bidder)

	1. BIDDER CERTIFICATION / AFFILIATION REQUIREMENTS

(a) The bidder (s) must either be a mobile operator or national fixed operator or must have a direct interconnect with the mobile network operators and national fixed operators, issued by the Independent Communications Authority of South Africa (ICASA).
	Attach to Annex B a copy of valid documentation (certificate, letter, or license issued by ICASA), which allows the bidder to be classified as a mobile operator or national fixed operator.
or,
 In the event of having a direct interconnect with the mobile network operators or national fixed operator attach the Agreement / MOU between the two (2) parties must be provided as well as a valid certificate / letter issued by ICASA proving the mobile network operators or national fixed operator license / certificate.

NB: SITA reserves the right to verify information provided.
	<provide unique reference to locate substantiating evidence in the bid response – see Annex B, section 12.1>

	(b) The bidder must have an AS number with routable public IP addresses, which can be used to access peering services including but not limited to NAP Africa, Microsoft.
	Attach to Annex B a copy of a valid documentation (certificate, letter, or license) issued by the Internet Assigned Numbers Authority (IANA) through AFRINIC clearly indicating allocation of AS number and routable IP.
NB: SITA reserves the right to verify information provided.

	<provide unique reference to locate substantiating evidence in the bid response – see Annex B, section 12.2>

	(c) The bidder must be an OEM registered/certified partner for the following network implementations:

(i) Phases 1 and 2: Already deployed on GBN for both CISCO and Hauwei).
(ii) Phase 3: Are not Brand Specific, however the bidder must be an OEM registered/certified partner for all products and services provided for this solution. 

	Attach to Annex B a copy of a valid documentation (letter, or certificate) from OEM indicating that the bidder is accredited to provide the following requirements for both the network implementations: 
(a) Phases 1 and 2: Already deployed on GBN for both CISCO and Hauwei).

and
(b) Phase 3: Are not Brand Specific, however the bidder must be an OEM registered/certified partner for all products and services provided for this solution. 

NB: SITA reserves the right to verify information provided.

	<provide unique reference to locate substantiating evidence in the bid response – see Annex B, section 12.3>

	(2) BIDDER EXPERIENCE AND CAPABILITY REQUIREMENTS

(a) The bidder must have rolled out similar sized installation for (WAN, LAN, WLAN, Voice) as per the information below. The installation must have been completed in the last five (5) years. 

	Provide reference details from at least two (2) customers to whom projects for the build of WAN, LAN, WLAN and voice services were delivered in the past five (5) years.
Note (1):
Bidders may use projects from the Joint Venture Partners that will participate in this project totalling the following:
WAN: 1000
LAN / WLAN: 500

Public Wi-Fi: 50

NB: SITA reserves the right to verify information provided.

	<provide unique reference to locate substantiating evidence in the bid response – see Annex B, section 12.4>

	(b) The bidder must provide a detail architectural solution document and implementation plan for the solution implemented in phase III.


	The Bidder must provide detail solution and implementation documentation for phase III clearly indicating the following: (i) The solution must be interoperable with the current install base, and

(i) The solution and implementation documentation must include the product list of equipment that will be used.

(iii)the solution implementation documentation must also include an acknowledgement letter from the OEM  indicating that the proposed  solution practically achievable and executable.
NB: SITA reserves the right to verify information provided.


	<provide unique reference to locate substantiating evidence in the bid response – see Annex B, section 12.5>

	(c) The bidder certifies that they have the capability to provide the solution provide staff compliment and skill matrix)
	The Bidder must provide a staff compliment and skill matrix, which includes an organogram of the proposed method of managing this solution as per section 4.15.4 of this document.
Note:

Skills verification will be concluded at time of contracting.

NB: SITA reserves the right to verify information provided.

	<provide unique reference to locate substantiating evidence in the bid response – see Annex B, section 12.6> 

	(3)  PRODUCT / SERVICE / TECHNICAL /FUNCTIONAL REQUIREMENT 

The bidder must confirm compliance to the Functional Product / Service Functional requirements for the Transition Plan as well as the Technical Mandatory Functional Requirements as stated in Annex C: Addendum 1.
	The bidder must confirm that they comply with the Product / Service / Technical Functional Requirements for the Transition plan by completing Annex C: Addendum 1.

 
	<provide unique reference to locate substantiating evidence in the bid response - see Annex C: Addendum 1 and section 12.7>

	(4) INTEGRATION REQUIREMENT

The bidder’s solution must be inter-operable and compatible with the current GBN install base as per Annex A5 10.2 and comply below listed network protocol standards: 

Protocol Name 

Remark

802.1q

Open Standard

ERPS

ITU-T G.8032 Standard 

OSPF 

Open Standard

MPLS

Open Standard

LDP

Open Standard

BGP

Open Standard

Static Routing

Open Standard

VRRP 

Open Standard

SNMP

Open Standard


	Attach to Annex B, OEM product documentation (datasheet, or letter) indicating how the identified product/solution complies with the listed protocol standards and is compatible and interoperable with the current install base. 

	<provide unique reference to locate substantiating evidence in the bid response – see Annex B, section 12.8>

	
	
	

	(5) LOCAL CONTENT REQUIREMENT

The bidder must comply with the LOCAL CONTENT obligations as prescribed by PPPFA Regulation 2017 (Regulation 8) and National Treasury Instruction 5 of 2016/17 for designated sector, “Electrical cables products”, which prescribes a Local Content target for the designated sector of at least 90%. The local content target is applicable to the installation or replacement of electrical, telecommunications, local area network data and voice cable products.
	Bidder must complete, sign and submit the Local Content Requirements as indicated in Annex D and attach it here.

Note: 

(i) Failure to submit all the documents indicated in Annex D, Section 15.3 will result in disqualification.

(ii)  SITA reserves the right to verify information provided.
	provide unique reference to locate substantiating evidence in the bid response – see Annex B, section 12.9 and Annexure D >



	(6) CIDB REGISTRATION REQUIREMENT

The Bidder must be registered with the Construction Industry Development Board (CIDB) with a minimum rating of Level 6 GB.


	The Bidder needs to complete and sign ANNEX E as evidence that the bidder is registered with the CIDB with a minimum rating of rating of Level 6 GB.
Note: SITA reserves the right to verify information provided.


	<provide unique reference to locate substantiating evidence in the bid response – see Annex B, section12.10  and Annexure E>


7.2 DECLARATION OF COMPLIANCE

	
	Comply
	Not Comply

	The bidder declares by indicating with an “X” in either the “COMPLY” or “NOT COMPLY” column that –


	
	

	(a) The bid complies with each and every TECHNICAL MANDATORY REQUIREMENT as specified in SECTION 7.

(b) Each and every requirement specification is substantiated by evidence as proof of compliance.

	
	


ANNEX A.3: SPECIAL CONDITIONS OF CONTRACT (SCC)
8 SPECIAL CONDITIONS OF CONTRACT

8.1 INSTRUCTION
(9) The successful supplier will be bound by Government Procurement: General Conditions of Contract (GCC) as well as this Special Conditions of Contract (SCC), which will form part of the signed contract with the successful Supplier. However, SITA reserves the right to include or waive the condition in the signed contract.

(10) SITA reserves the right to –
(a) Negotiate the conditions, or
(b) Automatically disqualify a bidder for not accepting these conditions. 
(c)     Award or not award services in this bid
(11) In the event that the bidder qualifies the proposal with own conditions, and does not specifically withdraw such own conditions when called upon to do so, SITA will invoke the rights reserved in accordance with subsection 8.1(2) above.
(12) The bidder must complete the declaration of acceptance as per section 8.3 below by marking with an “X” either “ACCEPT ALL” or “DO NOT ACCEPT ALL”, failing which the declaration will be regarded as “DO NOT ACCEPT ALL” and the bid will be disqualified.

(13) Skills verification will be concluded at time of contracting.

8.2 SPECIAL CONDITIONS OF CONTRACT
(14) CONTRACTING CONDITIONS

(a) Formal Contract. The Supplier must enter into a formal written Contract (Agreement) with SITA .
(b) Right of Award. SITA reserves the right to award the contract for required goods or services to multiple Suppliers.
(c) Right to Audit. SITA reserves the right, before entering into a contract, to conduct or commission an external service provider to conduct a financial audit or probity to ascertain whether a qualifying bidder has the financial wherewithal or technical capability to provide the goods and services as required by this tender.
(d) Business Rules: all business rules as stated in section 4.14 must be adhered to.
(e) The bidder confirms that all associated services, products, licenses, hosting costs, RFO and functionality, required to “Supply, Install, Operate and Manage Service “are catered for in the unit price per site as per the costing schedule SBD3 – summary price book.
(f) The bidder confirms that all associated services, products, licenses and functionality, required to provide “core upgrades “are catered for in the unit price per site as per the costing schedule SBD3 – summary price book.
(g) The bidder confirms that all associated services, products, licenses and functionality, required to provide “end to end NOC services are catered for in the unit price per site as per the costing schedule SBD3 – summary price book.
(h) The bidder confirms that all associated services, products, licenses and functionality, required to provide “Professional Services” are catered for in the costing schedule SBD3 –summary price book.
(15) SCOPE OF WORK AND DELIVERY ADDRESS
 The supplier must deliver the required products or services specified in scope of work and at delivery address specified in Section 2 Scope of Bid and Section 3 Delivery Address for all new installation no address can be provided as this will be dictated by business need on a as and when basis and will be provided during the contract duration.
(16) SERVICES AND PERFORMANCE METRICS: please refer to section 4.10 in this document. 
(a) SLA

Refer to section 4.10 of the Bid Specification with regards to the SLA matrix must be achieved.

(b) New Site Builds and Expansions:

The Bidder will perform as per the agreed project plan for the execution of the required implementation requirements.
(17) CERTIFICATION, EXPERTISE AND QUALIFICATION 
(a) The Supplier represents that: 
(i) it has the necessary expertise, skill, qualifications and ability to undertake the work required in terms of the Scope of Work as per section 2.1 and.
(ii) it is committed to provide the Products or Services.
(iii) perform all obligations detailed herein without any interruption to the Customer.
(b) The Supplier must provide the service in a good and workmanlike manner and in accordance with the practices and high professional standards used in well-managed operations performing services similar to the Service requirement.
(c) The Supplier must perform the Services in the most cost-effective manner consistent with the level of quality and performance as defined in Statement of Work or Service Definition.
(d) Original Equipment Manufacturer (OEM) or Original Software Manufacturer (OSM) work. The Supplier must ensure that work or service is performed by a person who holds valid certification by Original Equipment Manufacturer or Original Software Manufacturer.
(e) It must be noted that all installations must be certified by the OEM and a OEM certificate must be supplied by the OEM.
(f) Minimum Interoperability Standards (MIOS) will be applicable for the duration of the contract.
(18) LOGISTICAL CONDITIONS
(a) In the event that department grants the Supplier permission to access its Environment including hardware, software, internet facilities, data, telecommunication facilities and/or network facilities remotely, the Supplier must adhere to the department's relevant policies and procedures (which policy and procedures are available to the Supplier on request) or in the absence of such policy and procedures, in terms of, best industry practice.

(b) Management and Movement of any departmental assets must comply to the approved department policy and procedures.

(19) SKILLS TRANSFER AND TRAINING

(a) The Supplier must provide certified training on the proposed solution or product to enable the department to operate and support the product or solution after implementation.
(20) REGULATORY, QUALITY AND STANDARDS

	The Supplier must for the duration of the contract ensure compliance Quality and Security Standards. Regulatory / Quality / Standards

	LAN: ISO/IEC 11801 2008 Edition 2.1:

	WLAN: IEEE 802.11 ac, 802.11 ax, 802.11n, 802.11g, 802.11b and 802.11a standards

	WLAN: IEEE 802.3af

	NOC: ISO 27001 and ISO 9001

	PFMA

	PPPFA

	Township Economic development Bill

	Treasury Regulation 2000

	SITA Act 88 of 1998 and SITA amendment Act 38 of 2002

	SACSA/090/1(4) “Communication Security in the RSA

	Protection of Information Act (Act No. 84 of 1982)

	Promotion of Access to Information Act (Act No. 2 of 2000)

	Protection of Personal Information Act 4 of 2013

	Electronic Communications and Transaction Act (Act No. 25 of 2002)

	Copyright Act (Act no. 98 of 1978)

	National Strategic Intelligence Act (Act No. 39 of 1994)

	Intellectual Property Act (Act No:38 of 1997)

	ITIL Framework


(21) PERSONNEL SECURITY CLEARANCE
(a) The Supplier personnel who are required to work on the GBN Project must have a valid South African security clearance or must apply within 30 days of the signed contract for a security clearance to the level of SECRET at the expense of the Supplier from the South African State Security Agency or duly authorised Personnel Security Vetting entity of SA Government.

(b) The Supplier personnel who are required to work with GOVERNMENT CLASSIFIED information or access government RESTRICTED areas must be security vetted (pre-employment screening, criminal record screening and credit screening) by the supplier.
(c) The Supplier must ensure that the security clearances of all personnel involved in the Contract remains valid for the period of the contract.

(22) CONFIDENTIALITY AND NON-DISCLOSURE CONDITIONS

(a) The Supplier, including its management and staff, must before commencement of the Contract, sign a non-disclosure agreement regarding Confidential Information.
(b) Confidential Information means any information or data, irrespective of the form or medium in which it may be stored, which is not in the public domain and which becomes available or accessible to a Party as a consequence of this Contract, including information or data which is prohibited from disclosure by virtue of:

(i) the Promotion of Access to Information Act, 2000 (Act no. 2 of 2000).
(ii) being clearly marked "Confidential" and which is provided by one Party to another Party in terms of this Contract.
(iii) being information or data, which one Party provides to another Party or to which a Party has access because of Services provided in terms of this Contract and in which a Party would have a reasonable expectation of confidentiality.
(iv) being information provided by one Party to another Party in the course of contractual or other negotiations, which could reasonably be expected to prejudice the right of the non-disclosing Party.
(v) being information, the disclosure of which could reasonably be expected to endanger a life or physical security of a person.
(vi) being technical, scientific, commercial, financial and market-related information, know-how and trade secrets of a Party.
(vii) being financial, commercial, scientific or technical information, other than trade secrets, of a Party, the disclosure of which would be likely to cause harm to the commercial or financial interests of a non-disclosing Party.
(viii) being information supplied by a Party in confidence, the disclosure of which could reasonably be expected either to put the Party at a disadvantage in contractual or other negotiations or to prejudice the Party in commercial competition.
(ix) information the disclosure of which would be likely to prejudice or impair the safety and security of a building, structure or system, including, but not limited to, a computer or communication system; a means of transport; or any other property; or a person; methods, systems, plans or procedures for the protection of an individual in accordance with a witness protection scheme; the safety of the public or any part of the public; or the security of property; information the disclosure of which could reasonably be expected to cause prejudice to the defence of the Republic; security of the Republic; or international relations of the Republic; or plans, designs, drawings, functional and technical requirements and specifications of a Party, but must not include information which has been made automatically available, in terms of the Promotion of Access to Information Act, 2000; and information which a Party has a statutory or common law duty to disclose or in respect of which there is no reasonable expectation of privacy or confidentiality.
(c) Notwithstanding the provisions of this Contract, no Party is entitled to disclose Confidential Information, except where required to do so in terms of a law, without the prior written consent of any other Party having an interest in the disclosure.
(d) Where a Party discloses Confidential Information which materially damages or could materially damage another Party, the disclosing Party must submit all facts related to the disclosure in writing to the other Party, who must submit information related to such actual or potential material damage to be resolved as a dispute.
(e) Parties may not, except to the extent that a Party is legally required to make a public statement, make any public statement or issue a press release which could affect another Party, without first submitting a written copy of the proposed public statement or press release to the other Party and obtaining the other Party's prior written approval for such public statement or press release, which consent must not unreasonably be withheld.

(23) GUARANTEE AND WARRANTIES
The Supplier warrants that:
(a) The warranty of goods supplied under this contract remains valid for 60 months. The 60 months commence from the date the equipment have been delivered to and accepted at the final destination indicated in the contract. 

(b) All product lifespan must be a minimum life-span of eight (8) years from contract commencement and must not reach end-of-life, end-of-sale and end-of-support during the contract period. 

As at Commencement Date, it has the rights, title and interest in and to the Product, or Services to deliver such Product or Services in terms of the Contract and that such rights are free from any encumbrances whatsoever:
(a) the Product is in good working order, free from Defects in material and workmanship, and conforms to the Specifications, for the duration of the Warranty period.
(b) during the Warranty period any defective item or part component of the Product be repaired or replaced within SLA matrix after receiving a written notice from customer (s).
(c) the Products is maintained during its Warranty Period at no expense to customer(s).
(d) the Product possesses all material functions and features required for customer(s).
Operational Requirements:
(a) The Product remains connected or Service is continued during the term of the Contract.
(b) All third-party warranties that the Supplier receives in connection with the Products including the corresponding software and the benefits of all such warranties are ceded to the customer (s) without reducing or limiting the Supplier’s obligations under the Contract.
(c) No actions, suits, or proceedings, pending or threatened against it or any of its third-party suppliers or sub-contractors that have a material adverse effect on the Supplier’s ability to fulfil its obligations under the Contract exist;. 

(d) The customer (s) is notified immediately if it becomes aware of any action, suit, or proceeding, pending or threatened to have a material adverse effect on the Supplier’s ability to fulfil the obligations under the Contract.
(e) Any Product sold to the customer (s) after the Commencement Date of the Contract remains free from any lien, pledge, encumbrance or security interest.
(f) The customer (s) use of the Product and Manuals supplied in connection with the Contract does not infringe any Intellectual Property Rights of any third party.
(g) The information disclosed to the customer (s) does not contain any trade secrets of any third party, unless disclosure is permitted by such third party.
(h) It is financially capable of fulfilling all requirements of the Contract and that the Supplier is a validly organized entity that has the authority to enter into the Contract. 

(i) It is not prohibited by any loan, contract, financing arrangement, trade covenant, or similar restriction from entering into the Contract.
(j) The prices, charges and fees to the customer (s) as contained in the Contract are at least as favourable as those offered by the Supplier to any of its other customers that are of the same or similar standing and situation as SITA.
(k) Any misrepresentation by the Supplier amounts to a breach of Contract. 
(24) INTELLECTUAL PROPERTY RIGHTS 

(a) The customer (s) retains all Intellectual Property Rights in and to the customer’s Intellectual Property. As of the Effective Date, the Supplier is granted a non-exclusive license, for the continued duration of this Contract, to perform any lawful act including the right to use, copy, maintain, modify, enhance and create derivative works of customer’s  Intellectual Property for the sole purpose of providing the Products or Services to the customer pursuant to this Contract; provided that the Supplier must not be permitted to use the customer's Intellectual Property for the benefit of any entities other than the customer without the written consent of the customer, which consent may be withheld in customer's sole and absolute discretion. Except as otherwise requested or approved by the customer, which approval is in the customer's sole and absolute discretion, the Supplier must cease all use of the customer's Intellectual Property, at of the earliest of: 

(i) termination or expiration date of this Contract. 

(ii) the date of completion of the Services.
(iii) the date of rendering of the last of the Deliverables. 

(b) If so required by the customer, the Supplier must certify in writing to the customer that it has either returned all the customers Intellectual Property to the customer or destroyed or deleted all other customers Intellectual Property in its possession or under its control.

(c) The customer, at all times, owns all Intellectual Property Rights in and to all Bespoke Intellectual Property. 

(d) Save for the license granted in terms of this Contract, the Supplier retains all Intellectual Property Rights in and to the Supplier’s pre-existing Intellectual Property that is used or supplied in connection with the Products or Services.

(25) SUPPLIER DUE DILIGENCE  

SITA - reserves the right to conduct supplier due diligence prior to final award or at any time during the Contract period and this may include pre-announced/ non-announced site visits. During the due diligence process the information submitted by the bidder will be verified and any misrepresentation thereof may disqualify the bid or Contract in whole or parts thereof.
(26) TARGETED PROCUREMENT AND TRANSFORMATION 

Transformation
SITA, in terms of the PPPFA Regulation 2017 section 9(1) has an obligation to advance designated groups which include black SMMEs (i.e. Exempted Micro Enterprises (EME) and Qualifying Small Enterprises (QSE for supply of certain ICT good or services to subcontract for above R30 million, an organ of state must apply subcontracting to advance designated groups.
The Prime Contractor must subcontract a minimum of 30% to EMEs or QSE which are at least 51% blacked owned, and /or

(i) EME/QSE which is at least 51% owned by black people who are Youth.
(ii) EME/QSE which is at least 51% owned by black people with disabilities.
(iii) EME/QSE which is at least 51% owned by unemployed black people.
(iv) EME/QSE which is at least 51% owned by black people living in rural and under developed areas.
(v) EME/QSE which is at least 51% owned by black military veterans.
(vi) EME/QSE which is at least 51% owned by black people who are women.
(vii) A cooperative which is at least 51% owned by black people.
Township Revitalisation 
The Township Economy Revitalisation (TER) is the Strategy of the Gauteng provincial government aimed at revitalising the economy in the townships through the creation of enabling and supportive environment, establish social and economic value of township economy as well as to ensure that the township enterprises become key players in Gauteng. The goal is to ensure that, where feasible, goods and services must be procured from bidders within townships.
In line with the Gauteng Township Economy Revitalization Strategy, the Department of e-Government requires the formation of Joint Ventures between major market players and township-based enterprises. Service Providers will further be evaluated in respect of their contribution towards skills development and job creation for youth, women and people with disabilities. 

Bidders will be required to appoint multiple SMMEs for the regions of GPG. There will be 1 SMME appointed per corridor The regions of GPG are defined as:

(a)   Johannesburg Metro;
(b)   Ekurhuleni Metro;
(c)   Tshwane Metro;
(d)   Sedibeng District;
(e)   West Rand District. 

Further to the above, appointed SMMEs may not operate in more than one region of GPG.

The bidder to provide a detail plan on how the TER and appointment of SMMEs will be achieved.
Sub-Contracting 
Bidders will be required to appoint multiple EMEs and QSEs to provide services for the work on hand. The EME(s) and QSE(s) must resident within the define geographic boundaries associated to the installation. 
Further to the above conditions, appointed SMMEs may not operate in more than one township.
NB: The prime bidder to allocate 30% of business to SMMEs, which includes 30% to Township Economic Revitalization from SMME allocation

8.3 DECLARATION OF ACCEPTANCE

	
	ACCEPT ALL
	DO NOT ACCEPT ALL

	1. The bidder declares to ACCEPT ALL the Special Condition of Contract as specified in section 8.2 above by indicating with an “X” in the “ACCEPT ALL” column, OR
2. The bidder declares to NOT ACCEPT ALL the Special Conditions of Contract as specified in section 8.2 above by - 
(a) Indicating with an “X” in the “DO NOT ACCEPT ALL” column, and;

(b) Provide reason and proposal for each of the conditions that is not accepted. 
	
	

	Comments by bidder:
Provide reason and proposal for each of the conditions not accepted as per the format:
Condition Reference:

Reason:
Proposal:


ANNEX A.4: COSTING AND PRICING
9 COSTING AND PRICING

9.1 COSTING AND PRICING EVALUATION
(27) ALL PRICING SCHEDULES MUST BE SUBMITTED IN A SEPARATE SEALED ENVELOPE, failing which the BID will be DISQUALIFIED.

(28) In terms of Preferential Procurement Policy Framework Act (PPPFA), the following preference point system is applicable to all Bids:
(a) the 80/20 system (80 Price, 20 B-BBEE) for requirements with a Rand value of up to R50 000 000 (all applicable taxes included); or 

(b) the 90/10 system (90 Price and 10 B-BBEE) for requirements with a Rand value above R50 000 000 (all applicable taxes included).

(29) This bid will be evaluated using the PPPFA preferential points scoring system of 90/10.
(30) The bidder must complete the declaration of acceptance as per section 9.3 below by marking with an “X” either “ACCEPT ALL”, or “DO NOT ACCEPT ALL”, failing which the declaration will be regarded as “DO NOT ACCEPT ALL” and the bid will be disqualified. 

(31) Bidder will be bound by the following general costing and pricing conditions and SITA reserves the right to negotiate the conditions or automatically disqualify the bidder for not accepting these conditions. These conditions will form part of the Contract between SITA and the bidder. However, SITA reserves the right to include or waive the condition in the Contract.

9.2 COSTING AND PRICING CONDITIONS
(1) SOUTH AFRICAN PRICING
(2) The total price must be VAT inclusive and be quoted in South African Rand (ZAR).

(3) TOTAL PRICE
(a) All quoted prices are the total price for the entire scope of required services and deliverables to be provided by the bidder.
(b) The cost of delivery, labour, S&T, overtime, etc. must be included in this bid.
(c) All additional costs must be clearly specified.

(4) COSTING CONDITIONS
(a) Quantity values are subject to change and will be finalized at contracting as per section 2.1 of this document.

(b) In terms of section 2.1 (b) [expansion of the network] the customer cannot be held liable for any discounts negotiated by the bidder for volume discounts if the volumes are not met.

(c) The customer cannot be held liable for the cost any equipment procured by the bidder ‘on risk’ or in advance which is not used during the contract term.

(d) The customer cannot be held liable for any associated cost that the bidder takes on with regards to risk builds and procurement. 

(e) With regards to unit price the expectation is costing must be provided for the total end to end solution as indicated in sections 2, 3 and 4 of this document.
(f) With regards to the Core Upgrade requirements (as per section 4.1.2), the client reserves the right to go out on a procurement process to source this service if the pricing provided is deemed too expensive.  

(g) Internet upgrade costing to be provided in 5Gbps increments for year 2 and year 3 only.
(h) MS peering and MS express route links upgrade costing to be provided for year 2 and year 
(5) RATE OF EXCHANGE PRICING INFORMATION

Provide the TOTAL BID PRICE for the duration of Contract and clearly indicate the Local Price and Foreign Price, where –

(a) Local Price means the portion of the TOTAL price that is NOT dependent on the Foreign Rate of Exchange (ROE) and;

(b) Foreign Price means the portion of the TOTAL price that is dependent on the Foreign Rate of Exchange (ROE).

(c) Exchange Rate means the ROE (ZA Rand vs foreign currency) as determined at time of bid.

(6) BID EXCHANGE RATE CONDITIONS
The bidders must use the exchange rate provided below to enable SITA to compare the prices provided by using the same exchange rate:
	Foreign currency
	South African Rand (ZAR) exchange rate 

	1 US Dollar
	R18,03

	1 Euro
	R18,07

	1 Pound
	R20,88


(7) BID PRICING SCHEDULE
The bidder must submit the Pricing Schedule(s) as prescribed below as well as the relevant enclosed Excel Spreadsheet and Enclosures.


Note: 

(a) Bidders must complete the bid pricing schedules in the Excel spreadsheet format provided and attach this as part of their submission.

(b) Bidders must fully complete all the enclosures and summary pricing schedule, failing which will result in disqualification.
(c) Pricing must be calculated as a fixed unit price over the contract period
(d) Line Prices are all VAT EXCLUDING, and TOTAL PRICE is VAT INCLUSIVE.
9.3 DECLARATION OF ACCEPTANCE

	
	ACCEPT ALL
	DO NOT ACCEPT ALL

	(1) The bidder declares to ACCEPT ALL the Costing and Pricing conditions as specified in section 9.2 above by indicating with an “X” in the “ACCEPT ALL” column, or

(2) The bidder declares to NOT ACCEPT ALL the Costing and Pricing Conditions as specified in section 9.2 above by - 

(a) Indicating with an “X” in the “DO NOT ACCEPT ALL” column, and;

(b) Provide reason and proposal for each of the condition not accepted. 
	
	

	Comments by bidder:

Provide the condition reference, the reasons for not accepting the condition.


ANNEX A.5: TECHNICAL SCHEDULES

10 TECHNICAL SCHEDULES 
(a) SITE LIST SCHEDULE:  Annexure A5 10.1 Site List.
(b) CURRENT AS BUILT SCHEDULE: Annexure A5 10.2 AS IS Design.
(c) License register.
(d) Assets register equipment register.
ANNEX A.6: TERMS AND DEFINITIONS
11 ABBREVIATIONS

AAA

Authentication, Authorization Accounting

AP

Access Point

APN

Access Point Network

BSS

Business Support software

e-Gov
Department of e-Gov

GBN

Gauteng Broadband Network

Gpbs

Gigabits per second
GPG

Gauteng Provincial Government

GRE

Denial of Service

ICASA
Independent Communications Authority of South Africa
ICT

Information and Communication Technology

IEEE

Institute of Electrical and Electronic Engineers

IMACD
Installation, Moves, Additions, Changes and Disposals

IPSEC

Generic Routing Encapsulation 

IPT

Internet Protocol Telephony 

ISP

Internet Service Provider
ITIL

Information Technology Infrastructure Library

LAN

Local Area Network

Mbps

Megabits per Second

MIOS

Minimum Inter Operable Standard

MPLS

Multiple Protocol Layer Switching

Ms

Milliseconds

MTTR
Mean Time to Restore

NMS

Network Management Software

NOC

Network Operations Centre

OEM

Original Equipment Manufacturer

PEAP

Protected Extensible Authentication Protocol

PBX

Private Branch Exchange

PoE

Power over Ethernet

PPPFA
Preferential Procurement Policy Framework Act

RFO

Ready for Occupation

SIP

Session Initiation Protocol

SLA

Service Level Agreement

SMME
Small, Medium and Micro-size Enterprises

TACACS
Terminal Access Controller, Access Control System

TER

Township Economic Revitalization 

TKIP

Temporal Key Integrity Protocol

UPS

Uninterrupted Power Supply
VLAN

Virtual Local Area Network
VOIP

Voice over Internet Protocol
WAN

Wide Area Network

WEP

Wired Equivalent Privacy

WIFI

Wireless Fidelity

WLAN
Wireless Local Area Network
WPA

Wi-Fi Protected Access Computing

ANNEX B: BIDDER SUBSTANTIATING EVIDENCE
12 MANDATORY REQUIREMENT EVIDENCE
12.1  BIDDER CERTIFICATION / AFFILIATION REQUIREMENTS

Attach a copy of valid documentation (certificate, letter, or license issued by ICASA), which allows the bidder to be classified as a mobile operator or national fixed operator.

Or,
In the event of having a direct interconnect with the mobile network operators, or national fixed operator attach the Agreement / MOU between the two (2) parties must be provided as well as a valid certificate / letter issued by ICASA proving the mobile network operators or national fixed operator license / certificate.

12.2 BIDDER CERTIFICATION / AFFILIATION REQUIREMENTS

Attach a copy of a valid documentation (certificate, letter, or license) issued by the Internet Assigned Numbers Authority (IANA) through AFRINIC clearly indicating allocation of AS number and routable IP here.

12.3 BIDDER CERTIFICATION / AFFILIATION REQUIREMENTS

Attach a copy of a valid documentation (letter, or certificate) from OEM indicating that the bidder is accredited to provide the following requirements for both the network implementations here: 

(a) Phases 1 and 2: Already deployed on GBN for both CISCO and Hauwei).

and

(b) Phase 3: Are not Brand Specific, however the bidder must be an OEM registered/certified partner for all products and services provided for this solution. 

12.4 BIDDER EXPERIENCE AND CAPABILITY REQUIREMENTS
Complete table below, noting that:
Provide reference details from at least two (2) customers to whom projects for the build of WAN, LAN, WLAN and voice services were delivered in the past five (5) years:
Note (1):

(a) Bidders may use projects from the Joint Venture Partners that will participate in this project totalling the following:

(b) WAN: 1000

(c) LAN / WLAN: 500

(d) Public Wi-Fi: 50

(e) Project end-date must be current or not older than (five) 5 years from date this bid is advertised,

(f) Scope of work must be related: 
	No
	Company name
	Reference Person Name, Tel and/or email
	Project Scope of work 
	Project Start and End-date

	1
	<Company name>
	<Person Name>

<Tel>

<email>
	< Provide scope details of projects for the build of WAN, LAN, WLAN and voice services that were delivered in the past five (5) years.
	Start Date:

End Date:

	2
	<Company name>
	<Person Name>

<Tel>

<email>
	< Provide scope details of projects for the build of WAN, LAN, WLAN and voice services that were delivered in the past five (5) years.
	Start Date:

End Date:


12.5 BIDDER EXPERIENCE AND CAPABILITY REQUIREMENTS
The Bidder must provide detail solution and implementation documentation for phase III clearly indicating the following and attach it here: 

(i) 
The solution must be interoperable with the current install base, and

(ii) The solution and implementation documentation must include the product list of equipment that will be used.

(iii)  The solution implementation documentation must also include an acknowledgement letter from the OEM  indicating that the proposed  solution practically achievable and executable.

12.6 BIDDER EXPERIENCE AND CAPABILITY REQUIREMENTS
The Bidder must provide a staff compliment and skill matrix, which includes an organogram of the proposed method of managing this solution as per section 4.15.4 of this document and attach it here.
12.7 PRODUCT / SERVICE / TECHNICAL /FUNCTIONAL REQUIREMENT

The bidder must confirm that they comply with the Product / Service / Technical Functional Requirements for the Transition plan by completing Annex C: Addendum 1 and attach it here.

12.8 INTEGRATION REQUIREMENT

Attach OEM product documentation (datasheet, or letter) indicating how the identified product/solution complies with the listed protocol standards and is compatible and interoperable with the current install base here. 
12.9 LOCAL CONTENT REQUIREMENT
Bidder must complete, sign and submit the Local Content Requirements as indicated in Annex D and attach it here.

12.10 CIDB RATING

The Bidder needs to complete and sign ANNEX E as evidence that the bidder is registered with the CIDB with a minimum rating of rating of Level 6 GB and attach it here .

ANNEX C: PRODUCT OR SERVICE TECHNICAL REQUIREMENTS (Addendum 1)

NB:  The bidder must confirm that they comply with the following Technical Mandatory Functional Requirements as indicated below as this will be legal contractual binding:

13. Solution Functional Requirements refers to a transition plan
TRANSISTION PLAN

As GBN is a living network and services are utilized over this network it is imperative that there is business continuity when the new bidder is appointed. The provincial government will require that the new bidder has a transition period with the current service provider to allow for a hand over to take place. In addition to this there is a expectation that the bidder provides a transition plan entailing how they will provide the services with minimal or no downtime. The services that should be highlighted in the is not limited to the below list.
(1) Backhaul transmission (all links, Core, Edge, Access site)

(a) The department owns the network equipment for the WAN

(b) The backhaul transmission is leased as part of the managed service offering with Altron which basically means that GBN does not have any direct contracts for Backhaul connectivity.

(c) The backhaul transmission is the physical fibre cabling/microwave connectivity between the Cores, network rings and access site.
(2) WiFi Controller 

(a) Currently the LAN allows for Wi Fi connectivity. The Wi-Fi Access point (AP) connect to AP controllers. The province makes use of two brands of AP’s namely Huawei and Nokia Aps. 

(b) The NOKIA APs are managed by a centralized controller which is owned by the current service provider. 

(c) Huawei APs, which are connected to the corporate network (GPG VRF) are managed by a centralized controller which is owned by the current service provider (This is primarily used by GDOH).
(3) Internet Services

(a) The current service provider has an agreement in place with Seacom and NAP Africa to provide Internet bandwidth to GBN.
(b) Allocated Public IP addresses belong to the current ISP (Seacom) and not GBN

(c) GBN is currently using the current service provider’s AS number and public IP addresses for connectivity to NAP Africa and Microsoft services

(d) GPG websites are currently linked to Seacom provided public IPs via external DNS

(e) Direct peering relationship to all content providers to improve customer experience

(4) Microsoft Peering link and Express routes

(a) Current service provider provides a managed service to connect GBN to the Microsoft Peering Point for Office 365

(b) Current service provider utilizes their AS number and public IP address range to route traffic across the peering link to Microsoft

(c) e-GOV owns the network equipment

(d) Current service provider provides a managed service to connect GBN to Microsoft Azure via an Express route

(e) The Express route is connected to the Service Provider’s equipment

(5) NOC Service

(a) The current NOC and call logging system belongs to e-Gov however Altron provides all the resources to manage the NOC operations. This forms part of the monthly managed services. The current service provider will be required to provide:

(b) Skills transfer

(c) Handover documents. 

(d) Work process and procedures.

(e) Call logging and escalation processes

(f) Reporting templates

(6) Colocations

Currently 2 of the core sites are hosted within data centres at Teraco and Telkom FBDC. The contract for the white space in which the core equipment is housed is between the data centre providers and the current service provider. The requirement is for the new bidder  to provide this service.
	
Product, Service and  Functional Requirement:
	Details of the Products / Services 
	      Indicate Comply=Yes

/Not Comply =No

	b) Product, Service and Functional Requirements Transition Plan
	(i) Backhaul Transmission
	

	
	WiFi Services
	

	
	Internet Services
	

	
	Microsoft peering and Express route services
	

	
	NOC Services
	

	
	Collocation Services
	


14. Solution requirement (Refers to Technical) 
	Details of the Products / Services
	Indicate Comply=Yes

/Not Comply =No

	WAN Operation as per section 4.1x
	

	Local Area Network As per section 4.2x
	

	LAN connectivity as per section 4.3x 
	

	Wireless LAN as per section 4.4x
	

	Voice services as per section 4.5x
	

	Internet services as per section 4.6x
	

	NOC services as per section 4.7x
	

	Maintenance as per section 4.8x
	

	Functional requirements as per section 4.9
	

	Performance requirements as per section 4.10
	

	Informational requirements as per section 4.11
	

	Non-functional requirements as per section 4.12x
	

	Business process as per section 4.13
	

	Business Roles as per section 4.14
	

	Professional Services as per section 4.15x
	

	Cost and timeframe as per section 4.16
	

	Targeted procurement transformations as per section 4.17
	

	Township revitalization as per section 4.18
	

	Hand over documentation as per section 4.19
	

	Enterprise architecture approach as per section 4.20
	


I, the bidder (Full names)………………………………………………………….representing (company name)…………………………………………………………….. Hereby confirm that I comply with the above Technical Mandatory Requirements and understand that it will form part of the contract and is legally binding.

Thus done and signed at …………………………………….. On this………day of……………..….20…. 

……………………………….









Signature:

Designation:

ANNEX D: LOCAL PRODUCTION AND CONTENT FOR DESIGNATED SECTORS REQUIREMENT

15. Mandatory Local Content Requirements:

15.1
The bidder must confirm compliance to the Mandatory Local Content requirements.

15.2
   The following documents are attached to guide guidance in completing the Local Content 
 

requirements:

(a) Document 01:
Guidance Document for the Calculation of Local Content.
(b) Document 02:
South African National Standard:  Local goods, services and work – 


Measurement and verification of local content.
15.3 The Bidder must complete, sign and submit the following documents at bid closure:

(a) Document 03:
SBD 6.2 Declaration Certificate for Local Production and content for Designated Sectors. 

(b) Document 04:
Annexure C: Local Content Declaration.

15.4 The following Annexures should not be submitted by the bidder, however be kept by the by the bidder and be provide the documents upon request.

(a) Document 05: 
Annexure D: Imported Content Declaration. 

(b) Document 06: 
Annexure E: Local Content Declaration. 

NOTE: 
Failure to complete, sign and submit the documents as requested in section 15.3 above at bid closing will result in disqualification.

ANNEX E: CIDB REGISTRATION REQUIREMENT 

The Bidder needs to complete and sign ANNEX E as evidence that the bidder is registered with the CIDB with a minimum rating of  Level 6 GB.
1) The Bidder needs to indicate their CIDB rating by ticking next to the relevant CIDB rating in the table below: 

	Service and Support (Milestones)
	CIDB Requirement for this Bid
	Bidder to Indicate

their CIDB rating here 

	CIDB Rating
	Minimum rating of Level 6 GB
	


2) The Bidder needs to provide CRS number(s) in the space in the table below: 
	Requirement
	Bidder CRS Number

	Bidder, or Contractor CRS number relating to minimum rating of Level 6 GB
	


3) The Bidder confirms and will ensure compliance to the CIDB Basic Guide General Conditions of Contract for Construction Works (GCC 2004) as referred to in Annex F of the Bid Document for the duration of the contract.                                             
I, the Supplier (Full names)………………………………………………….representing (company name)…………………………………………………………….. hereby confirm that the Bidder is registered with Construction Industry Development Board (CIDB) and understand that it will form part of the contract and is legally binding.

Thus done and signed at ……………………………………. On this………day of……………….20…. 

__________________









Signature

Designation:
ANNEX F: CIDB BASIC GUIDE GENERAL CONDITIONS OF CONTRACT FOR CONSTRUCTION WORKS (GCC 2004)

Refer to Attached document.
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