INSTRUCTION TO BIDDER:
Please complete, sign, and return this document on your official company letterhead (clearly displaying your company logo, registered name, and physical address) as part of your mandatory tender submission. If you are a consortium or joint venture, please use the letterhead of the lead member.

PART 1: POPIA COMPLIANCE STATEMENT

To: The Mine Health and Safety Council (MHSC)
From: [Insert Your Company Name]
We confirm our commitment to the Protection of Personal Information Act (POPIA) when delivering the Hosted PABX solution.

We declare and agree to the following:
1. Our Role: We understand that we are an "Operator" acting on MHSC’s behalf. We will only process personal information (call logs, recordings, names, numbers, and locations) to provide the PABX, Teams integration, and support services—and for no other purpose.
2. Data Stays in South Africa: All call data, recordings, and metadata will remain hosted within South African borders. We will not transfer any information overseas without MHSC’s prior written consent.
3. Security Measures: We use reasonable security measures to protect data, including encryption (TLS/SRTP), access controls, firewalls, and regular system patching to prevent hacking or data leaks.
4. Breach Reporting: If we suspect any data breach or unauthorised access, we will notify MHSC’s Information Officer within 24 hours and cooperate fully to fix the issue.
5. Sub-contractors: We will not involve any third-party sub-processor (e.g., SIP trunk provider or cloud host) without MHSC’s permission. Any approved sub-contractor must follow the same strict POPIA rules.
6. Deletion: When the contract ends, we will securely delete or return all MHSC data and provide a certificate confirming this. Call recordings/logs will be kept for a maximum of 12 months, unless the law requires longer.
7. Assistance: We will help MHSC respond to any employee or client requests to access, correct, or delete their personal information.

Signed on behalf of the Operator:
	Full Name:

	Designation:

	Signature:

	Date:




PART 2: DATA PROCESSING AGREEMENT
The Operator: [Insert Company Name]

1. Purpose
The Operator provides a Hosted PABX solution with Microsoft Teams integration to MHSC. Under this contract, the Operator will process personal information (e.g., call data, user names, extensions, recordings, and emergency location data) solely to deliver these services.

2. Operator’s Duties
The Operator must:
· Follow all written instructions given by MHSC.
· Keep all personal information strictly confidential.
· Ensure its staff are trained on POPIA and bound by confidentiality.

3. Security Responsibilities
The Operator must put proper security in place, including:
· Encryption for voice and signalling.
· Strong passwords and Multi-Factor Authentication (MFA) for admin access.
· Firewalls and anti-virus on the Session Border Controller (SBC) and servers.
· Immediate patching of known system vulnerabilities.

4. Breach Notification
If a data breach occurs, the Operator must:


· Call MHSC immediately, and follow up in writing within 24 hours.
· Provide a detailed report on what happened, which data was affected, and how it is being fixed.

5. Sub-Processors
The Operator may only use third-party sub-processors (like data centres or SIP trunk providers) if MHSC agrees in writing first. The Operator is fully responsible for ensuring these sub-processors also comply with POPIA.

6. Data Location (Sovereignty)
All personal information processed under this agreement must stay in South Africa. The Operator must not move data to a foreign country unless MHSC has given explicit, written approval.

7. Data Subject Rights & Deletion
· The Operator will help MHSC handle any requests from individuals wanting to view, correct, or delete their data.
· Once the contract ends, the Operator must securely delete or return all data and confirm this in writing within 30 days. Call logs and recordings will be retained for no longer than 12 months unless a legal obligation requires keeping them longer.

8. MHSC’s Right to Audit
MHSC (or its appointed agent) has the right to inspect the Operator’s security measures and POPIA compliance. The Operator must provide reasonable access to records and systems to prove compliance.

9. Liability
The Operator takes full legal responsibility and agrees to indemnify (hold harmless) MHSC for any fines, penalties, or legal costs arising from the Operator’s failure to comply with POPIA or this Agreement.

10. Duration
This DPA is effective for the entire 62-month contract period and survives until all personal information is deleted.

Signed on behalf of the Operator:
	Full Name: 

	Designation:

	Signature: 

	Date:



