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DEPARTMENT OF EMPLOYMENT AND LABOUR 
TERMS OF REFERENCE FOR REQUEST FOR QUOATATION 
TO PROVIDE INTERNAL AUDIT CO-SOURCED SERVICES ON
 
USER ACCESS CONTROLS (VIP AND SYSPRO)
ON 
APPLICATION CONTROL REVIEW (VIP FINANCIAL SYSTEMS)
&
IT PROJECT MANAGEMENT (INCLUDING SDLC)
ON
SYSPRO ERP SYSTEM

(ONCE OFF AUDIT ENGAGEMENT PROJECT)
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1. [bookmark: _Toc155870497]ACRONYMS / TERMINOLOGY USED

	Acronym / Terminology
	Explanation

	PFMA
	Public Finance Management Act

	TR
	Treasury Regulations 

	CAE
	Chief Audit Executive (Director: Internal Audit/ Head of Internal Audit)

	CAATs
	Computer Assisted Audit Techniques

	ICT
	Information and Communication Technology

	IIA  
	Institute of Internal Auditors

	Department
	Department of Employment and Labour. The Department has 9 provincial offices, 126 Labour Centres, 36 Satellite Offices and 490 Visiting Points across the 9 provinces.

	SEE
	Supported Employment Enterprises, which is an entity under the control of the Department and one of its core purpose is to provide work opportunities for Persons with Disabilities. SEE has factories 13 Factories across 8 Provinces.
whereby amongst others they manufacture School furniture, Office Furniture, Workware, Hospital PPE, Hospital linen, Upholstery, Wood, Steal and Metal products, etc.

	SYSPRO
	A software in use by the SEE to provide Enterprise Resource Planning (ERP) and other integrated business processes.

	VIP
	A software in use by the SEE to record and manage Factory Human Resource and PAYROLL.





2. [bookmark: _Toc155870498]BACKGROUND
2.1 Section 38 of the Public Finance Management Act (PFMA) requires that the Accounting Officer of a Department to ensure that the Department has and maintains a system of Internal audit under the control of the Audit Committee complying with and operating in accordance with the regulations and instruction.

2.2 PFMA assigns the Internal Audit Function with the responsibility to assist the Accounting Officer in maintaining efficient and effective controls by evaluating those controls to determine their effectiveness and efficiency, and by developing recommendations for enhancement or improvement. The controls subject to evaluation encompass the following:
(a) compliance with laws, regulations and controls
(b) safeguarding of assets;
(c) reliability and integrity of financial and operational information;
(d)  the effectiveness of operations; and
(e) the information systems environment

2.3 In fulfilling its responsibilities, the Department of Employment and Labour Internal Audit affiliates with the Institute of Internal Auditors (IIA) which sets the Standards within the Internal Audit profession and defines the Internal Audit as an independent, objective assurance and consulting activity designed to add value and improve an organisation's operations. It helps an organisation accomplish its objectives by bringing a systematic, disciplined approach to evaluate and improve the effectiveness of Governance, Risk Management and Control processes.

2.4 The Treasury Regulations paragraph 3.2.7 states that an internal audit function must prepare, in consultation with and for approval by the audit committee –
(a) a rolling three-year strategic internal audit plan based on its assessment of key areas of risk for the institution, having regard to its current operations, those proposed in its strategic plan and its risk management strategy;
(b) an annual internal audit plan for the first year of the rolling three-year strategic internal audit plan;
(c) plans indicating the proposed scope of each audit in the annual internal audit plan; and
(d) a quarterly report to the audit committee detailing its performance against the annual Internal audit plan, to allow effective monitoring and possible intervention.

2.5  Part of the Internal Audit Standards set by the Institute (Standards -1200 - Proficiency and Due Professional Care), requires that "Internal Auditors must possess the knowledge, skills, and other competencies needed to perform their individual responsibilities".

2.6 Standard 1210.A3 states that Internal Auditors must have sufficient knowledge of key information technology risks and controls and available technology-based audit techniques to perform their assigned work. Although, not all internal auditors are expected to have the expertise of an internal auditor whose primary responsibility is information technology auditing.

2.7 The Department Internal Audit Function is assigned to render its services to the Department of Employment and Labour (Head Office), Provincial Office, Labour Centres, Supported Employment Enterprise (SEE) and its Factories.

2.8 In enabling the Internal Audit Function (Internal Audit Directorate) to fulfil its responsibilities (TR 3.2.7), Treasury Regulations, paragraph 3.2.4 states that an audit function may be partly or wholly contracted to an external organization with specialist audit expertise provided that its selection is in accordance with the relevant government’s competitive tendering procedures. Furthermore, the National Treasury instruction 01 of 2013/2014 indicates that departments, constitutional institutions and public entities may only contract in consultants after a gap analysis has confirmed that the department, constitutional institution or public entity concerned does not have the requisite skills or resources in its full time employ to perform the assignment in question.  Based on a business case, the appointment of consultants may only be approved by the Accounting Officer, in the case of departments and constitutional institutions, and by the Accounting Authority or another appropriate authority, in case of a public entity.
2.9 Based on the rolling three-year strategic internal audit plan, compiled in line with its assessment of key areas of risk for the institution, the Internal Audit Function identified the need to source the services of consultant, through a RFQ of to fulfil its responsibilities as required by the PFMA and Standards of Internal Auditing. The procurement of consultants will enable the Internal Audit to provide assurance SEE ICT systems (VIP & SYSPRO) User Access and Application Control Review, Project Management (including System Development Life Cycle). 
2.10 The Department’s Internal Audit Directorate is responsible to fulfilling its mandate through development and implementation of 2 (two) Internal Audit Plans for the following clients: has.
a) Department of Employment and Labour (Department); and
b) Supported Employment Enterprises (SEE).
2.11 The Department encompasses Head Office, Provinces and Labour Centres.
2.12 . The mandate of the SEE is to provide work and employment opportunities for persons with disabilities. The Department of Employment and Labour, through the Branch: Public Employment Services manages the SEE. The SEE operates in a manufacturing environment by producing quality manufactured furniture (i.e office, home, school furniture), hospital linen, uniforms and hospital linen. SEE encompasses its Head Office and factories within various provinces.  
2.13 This specification’s / terms of reference have been designed to procure audit services  for the review of SEE on Information Technology on VIP & SYSPO systems, therefore the Service Providers should take note of the nature of operations for SEE when compiling documents to ensure that they possess the required knowledge, skills and expertise. 
2.14 SEE utilises the following modules, within SYSPRO to fulfil its functions and reporting responsibilities, Bill of Material, Quotations, Purchase Orders, Inventory Control, Order entries/ Invoicing, Bill of Material, Work in Progress, Sales Analysis, Asset Register, General Ledger, Accounts Payable & Receivable, Electronic Transfer Funds, Factory Documentation, etc
2.15 SEE utilises the VIP system to record and manage at least a thousand (1000) SEE Factory workers (human resources), leave recording and management, amongst others 

3. [bookmark: _Toc155870499]SCOPE OF WORK

3.1 The appointed service provider must demonstrate the capability to perform the Information Technology (IT) audit engagement (VIP and SYSPRO as per detailed scope on 3.5.) in accordance with the Institute of Internal Auditing (IIA) Standards and Practices, and Code of Ethics and ISACA standards, framework & guidelines.

3.2 The appointed service provider will be required to perform and assurance audit engagement within ICT relating VIP & SYSPRO systems jointly / in collaboration with the allocated Departmental Internal Audit officials.

3.3 The appointed service provider will be expected to perform the audits in line with approved processes, thereafter compile the draft and final internal audit reports, give feedback and handover the audit project file. The project audit files and the final Internal Audit report’s will be reviewed by both the Deputy Director: Internal and the Chief Audit Executive (CAE) prior to finalisation and being submitted to both the Executive Committee (EXCO) and Audit Committee. The service provider may be required to present the final internal audit report to the Audit Committee.

3.4 The appointed service provider may not be required to travel due to the scope of the audit engagement and the work anticipated to be performed from SEE head office in Silverton Pretoria and Department head office. Where a need arises, internal Departmental policies and applicable circulars will be implemented

3.5 Below is an extract of the Department’s 2023/24 Internal Audit Plan, which shows the scope of the Audits.
	No 
	Audit project
	Audit Objective
	Focus area (Scope)
	Hours

	1.
	VIP Financial Systems
User Access and Business systems Applications Controls  

	· To evaluate adequacy and effectiveness of controls relating to User Access Controls and Applications controls processes over VIP system (software)
	· User Access Control processes.
· User Access Control procedure manual design and alignment to the Department Policies.
· Approved and implementation of user account management policies/ procedures
· Creation of Users, passwords resets, updates,
· Assigned roles, permissions.
· User termination 
· System security parameters Users and System administration privileges on the system.
· Any other key areas as per User Access
· Applications Controls 
· Design and Implementation of the VIP in the SEE 
· Systems Input controls
· Business Systems Processing Controls
· Business systems output Controls 
· Application Access Control. 
· Reporting of application system
· 
	220

	2.
	IT Project Management, including System Development Life Cycle (SYSPRO) 
	· To evaluate adequacy and effectiveness of controls relating to SYSPRO ERP project Management processes and the System Development Life Cycle 
	The audit will focus on the 
following key processes:
· Project Governance:
· Project Charter/Project Initiation Document
· Existence of the governance structure
· Terms of reference for the governance structures
· Minutes and Resolution monitoring
· Project Planning
· Business Case 
· Project/ System Development Plan
· Communication Plan 
· Change Management
· Project risk assessment.
· System Development (Design and Build)
· Design 
· stakeholder’s 
approval and participation in the design of systems (Business [BRS] and User Requirement Specifications[URS])
· Build Systems
· Configuration management process/ procedure documents
· Quality Assurance & Testing
· Quality assurance plan
· Test Plan
· Test scripts 
· Regression Testing 
· Sign off of Test Results
· Change Management
· Change Management Strategy
· Change Management team
· Communication of the change
· Moving from old system
· Controls
· Project Management:
· Project Implementation Plan and tracking of progress 
· Implementation of Resolutions 
· Escalation Procedures
	300 



4. [bookmark: _Toc155870500]TOOLS OF TRADE
4.1 The service provider is expected to ensure that the allocated team members have their own tools of trade namely, but not limited to:
a) Computer equipment (Laptops and supporting peripheral devices); 
b) Reliable internet connection (data, 3G card, Wi-Fi router, etc.);
c) Cell phone, airtime, etc.
d) Stationery (pens, pencils, notepads, ruler, eraser, calculator, etc.);
e) Backup storage (USB, external hard drive, cloud storage, etc.); 
f) Access and knowledge of current audit developments (e.g. access to reputable audit library);
g) Data analytics and Computer Assisted Audit Techniques (CAATs) software; and
h) Valid licence, access and use of a reputable Audit Management software.
i) Valid licence, access and use of reputable virtual meeting hosting and / or attendance software.
j) Any other tools used in performing audit engagements.

4.2 The service provider may also be expected to conduct their work remotely due to load shedding schedules and plan ahead to allow physical interaction with the relevant staff whilst not physically located at Supported Employment Enterprise offices or where working at home policy is in place.

5. [bookmark: _Toc155870501]KNOWLEDGE, SKILLS AND EXPERTISE OF SERVICE PROVIDER
5.1 The service provider must possess the required knowledge, skills and expertise in line with the following audits of an assurance and consulting nature:
a) Information and Communication Technology (ICT) audits (including knowledge and skills of over VIP and Syspro Software-advantageous)
5.2 The service provider is required to have good Project Management skills relating to audits.
5.3 The service provider should have a balanced mix of qualifications and professional certifications to be able to fulfil the Scope of Work outlined in paragraph 3.
5.4 The service provider is expected to have valid and up to date membership with the Institute of Internal Auditors and or other relevant Professional bodies.

6. [bookmark: _Toc155870502]SPECIAL REQUIREMENTS

6.1 The service provider/s to be appointed will be required to perform all of the following:
a) All final audit reports submitted to the Internal Audit must be reviewed by the service provider’s senior management before submission to the Chief Audit Executive (CAE) and within the agreed timeframes for the project.
b) Ensure that all work performed conforms to the IIA, ISACA Professional Standards, and the Department’s Internal Audit Methodology.
c) All working papers including audit project administrative documentation should be made available and uploaded on the Department’s Audit management system upon completion of each audit. (i.e. all work performed as part of this contract shall become the intellectual property of the Department.)
d) All service provider team members should maintain detailed and accurate timesheets to effectively keep track of productive time worked.
7. [bookmark: _Toc155870503]TRAINING AND TRANSFER OF KNOWLEDGE AND SKILLS

7.1. The primary objective of the transfer of skills plan is to ensure that the Department’s Internal Audit staff, specifically those allocated for ICT audits, are enabled and equipped to perform similar internal audit engagements within the Department in future.
7.2. The following should be noted by all prospective service providers:
7.2.1. The service provider should submit a proposed plan of action covering the scope as mentioned above which cover strategies in transferring skills to the in-house Internal Audit function, including detailed costing per staff level.
7.2.2. The skills transfer should be provided to the selected Internal Audit team members who will be assigned to the project.

7.3. The successful service provider will be expected to perform the following functions as minimum deliverables:
(a) Develop skills transfer profiles for the selected internal audit staff, report and monitor on its implementation during and at the end of the contract period.
(b) Identify the skills gaps and recommend targeted training and skills development interventions for each official.
(c) Provide continuous engagement and performance feedback, by consolidating the skills transferred report and recommendations for each officiall
8. [bookmark: _Toc155870504]PROPOSAL SUBMISSION REQUIREMENTS
The service provider must furnish the following information as part of their proposals:
8.1 Resume of the company, indicating:
a) Address of Head office;
b) Main business area;
c) Detailed list of current and completed contracts (if any) over the past 3 years;
d) Current commitments of the service provider with regards to other services;

8.2 The financial standing of the company from an approved Financial Institution.

8.3 Contactable references: (minimum 3) including company, nature of contract, contact person and contact numbers.

8.4 A Pricing Schedule (inclusive of VAT) must be completed and be included as part of the proposal. 


9. [bookmark: _Toc155870505]PRICING SCHEDULE

Quotations must provide a detailed breakdown of all costs per activity and indicate the hourly rate of each member of the team and their time allocation.
9.1 This serves as a guideline for pricing.  Please note that the hourly contract price, including VAT and total price, should also be completed as part of the quotation. 

9.2 All proposals must contain:
a) A fee structure for the person(s) allocated to the task / audit engagement and his/her capacity.
b) All hourly fees quoted in the proposal must be VAT inclusive.

9.3 The quoted hourly prices should be in line with the following:
a) Prescripts (amongst others National Treasury Guidelines.)
b) Hourly rates stipulated by the relevant professional bodies (e.g. IIA, ISACA, SAICA, etc.).

9.4 Service providers must note that the hourly price quoted must include:
a) Hourly cost in respect of the audit engagement stipulated in this document.
b) Disbursement costs will be paid according to the departmental policy, should actual business travel be required.
Note: The audit assigned will be based at head office (DELHQ) however the SEE offices are based in Silverton where systems are applied , approximately 12km from head office therefore such travelling disbursements in between the offices should be considered, 

	Audits
	Capacity
	Number
 of Persons
	Hourly Rate
	Hourly Rate
(incl. VAT)
	Total Cost

	VIP Financial Systems
User Access and Business Systems Applications Controls  

	Partner/ Director
	X
	xxx.xx
	xxx.xx
	

	
	Senior Manger
	X
	xxx.xx
	xxx.xx
	

	
	Manager
	X
	xxx.xx
	xxx.xx
	

	
	Senior Auditor
	X
	xxx.xx
	xxx.xx
	

	
	Auditor
	X
	xxx.xx
	xxx.xx
	

	IT Project Management (SYSPRO) and
System Development Life Cycle 

	Partner/ Director
	X
	xxx.xx
	xxx.xx
	

	
	Senior Manager
	X
	xxx.xx
	xxx.xx
	

	
	Manager
	X
	xxx.xx
	xxx.xx
	

	
	Senior Auditor
	X
	xxx.xx
	xxx.xx
	

	
	Auditor
	X
	xxx.xx
	xxx.xx
	

	Total Quote
	



9.5 Estimated hours allocated to the service provider for the project are 520 hours for the two engagement hours.
9.6 Please note that the hours above are an estimate and may be amended at the discretion of the Internal Audit Directorate and Audit Committee

10. [bookmark: _Toc116561918][bookmark: _Toc155870506]MANDATORY REQUIREMENTS

[bookmark: _Toc155868832][bookmark: _Toc155870188][bookmark: _Toc155870420][bookmark: _Toc155870507]INSTRUCTION
(1) The bidder must comply with ALL the requirements by providing substantiating evidence in the form of documentation or information, failing which will be regarded as “NOT COMPLY”.
(2) The bidder must provide a unique reference number (e.g. binder/folio, chapter, section, page) to locate substantiating evidence in the bid response. During evaluation, the Department reserves the right to treat substantiation evidence that cannot be located in the bid response as “NOT COMPLY”.
(3) The bidder must complete the declaration of compliance as per the section below by marking with an “X” either “COMPLY”, or “NOT COMPLY” with ALL of the technical mandatory requirements, failing which will be regarded as “NOT COMPLY”.

The bidder must comply with ALL the MANDATORY REQUIREMENTS in order for the bid to proceed to the final stage of the evaluation (80/20). Failure to provide any of the mandatory documents/requirements will lead to automatic disqualification of the supplier’s bid.
	The bidder declares by indicating with an “X” in either the “COMPLY” or “NOT COMPLY” column that –
(a) The bid complies with each and every TECHNICAL MANDATORY REQUIREMENT as specified in the below SECTION; AND
(b) Each and every requirement specification is substantiated by evidence as proof of compliance.




	MANDATORY
	COMPLY  (mark with an “X”)
	NOT COMPLY (mark with an “X”)
	Page 
Reference

	Capacity of the service provider to deliver quality services in time and understanding of project management. Human Resources - Submit CV’s of the project team with relevant skills in Audit or related fields (i.e. ICT Audit (mandatory), Finance / Accounting/Risk Management, etc.).
	
	
	

	Resource CVs and qualifications - Experience of a minimum of 3 years for team member’s and 5 years and above team leader’s and or management - certified copies of qualification as proof 
	
	
	

	Human Resources - Submit CV’s of the project team with relevant qualifications/ certified qualifications and professional certifications (e.g. CIA, CISA, CCSA, CGAP, etc.) in Internal Audit, Finance or related qualifications (i.e. IT Audit, Computer Science).
	
	
	

	Track record of Auditing assurance services in the review of the following areas:
· General Control Review
· Application Control Review
· System Development Life Cycle

	
	
	

	Track record of Auditing assurance and or Consulting services in the review of the Project Governance and or Project Management
	
	
	

	Detailed list of current and completed contracts on Information (IT) over the past 3 years; with contactable references: (minimum 3) including company, nature of contract, contact person and contact numbers.
	
	
	

	Service Provider methodology and approach/work plan. The service provider will be required to provide a project plan to achieve the objectives of audit project that includes key milestones and deliverables.
	
	
	

	Project plan in line with the requested services
	
	
	

	Plan to transfer skills to in-house Internal Audit staff.  Bidders should have a documented detailed transfer of skills plan, with training initiatives on ICT Audits.
	
	
	



NB!! Please note that all reference letters provided must be relevant to the provision of Auditing Services Compliance, Financial, Performance (Operations) and must meet the following:
10.1 Must not be older than 3 years  
10.2 Must be signed; 
10.3 Must be on an official letterhead; 
10.4 All references must be contactable;
10.5 All reference letters must reflect the date / period services were rendered, nature and quality of services rendered by the bidder.

11. [bookmark: _Toc155869220][bookmark: _Toc155870508]GENERAL CONDITIONS OF CONTRACT 
[bookmark: _Toc155869221]Any award made to a bidder(s) under this bid is conditional, amongst others, upon – 
11.1 [bookmark: _Toc155868834][bookmark: _Toc155869222][bookmark: _Toc155870190][bookmark: _Toc155870422][bookmark: _Toc155870509]The bidder(s) accepting the terms and conditions contained in the General Conditions of Contract as the minimum terms and conditions upon which Department of Employment and Labour is prepared to enter into a contract with the successful bidder (s).
11.2 [bookmark: _Toc155868835][bookmark: _Toc155869223][bookmark: _Toc155870191][bookmark: _Toc155870423][bookmark: _Toc155870510]The bidder submitting the General Conditions of Contract to Department of Employment and Labour together with its bid, duly signed by an authorised representative of the bidder.

12. [bookmark: _Toc155869224][bookmark: _Toc155870511]LEGAL REQUIREMENTS OF THE CONTRACT
12.1 Bidder/s must comply with basic Labour Relations Act/s, E.g. OHS, Basic Conditions of Employment Act (BCEA), Minimum Wage, UIF and COIDA.
[bookmark: _Toc155868837][bookmark: _Toc155869225][bookmark: _Toc155870193][bookmark: _Toc155870425][bookmark: _Toc155870512]14.2 	The Department will conduct an IES Inspection to ensure compliance with all the labour laws including Security Vetting. 
[bookmark: _Toc155868838][bookmark: _Toc155869226][bookmark: _Toc155870194][bookmark: _Toc155870426][bookmark: _Toc155870513]14.3 	The Department also reserves the right to cancel an award should the service provider be found to be non-compliant on Security Vetting and other Labour laws.

13. [bookmark: _Toc155870514]SCM REQUIREMENTS 

Also note our requirements below:
1. Quotes must be valid for at least for 30 calendar days 
1. Quotes must be on the official company letterhead
1. VAT inclusive
1. CSD Registration Report attached
1. Complete the attached SBD 4
1. Complete the attached SBD 6.1 
1. *NO verbal/telephonic enquiries will be accepted, ALL enquiries must be directed to rfq.request@labour.gov.za ONLY! 
1. *Any non-compliance in this regard will be viewed in a very serious light and may lead to the disqualification of your bid for quotation!! 


Important Terms and Conditions!
 
As per the Preferential Procurement Regulations of 2022 in terms of the 80/20 Points system, the 20 points for Specific goals for the Department are allocated as follows: 
 
1. 100% Women Ownership = 5 points;
1. 100% SMME/ Exempted Micro Enterprise =6 points  
1. 100% owned by HDI =4 points 
1. 100% owned by Disabled individuals =3 points; 
1. Locality (Gauteng Province) = 2 points (Registered address on CSD will serve as proof) 
1. Information from point 1 to 5 will be verified through the company’s CSD report. 
 
 
NB – Please note that all quotations should be forwarded to rfq.request@labour.gov.za on or before 29 January 2024 @11h00.


[bookmark: _Toc116561919]*Do note that a police clearance will be required for all resources deployed on the project after award
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