










Annexure 1: Bid Specification: 
	[bookmark: _Hlk67408358][bookmark: _Hlk197354779]RFB REF. NO:
	RFB 3117-2025

	[bookmark: _Hlk67409835]DESCRIPTION
	[bookmark: _Hlk203416322][bookmark: _GoBack]Request for Bid for the Procurement of a Secure WEB Gateway, Licenses, Support, Maintenance and Training for the South African Police Service (SAPS) for a Period of Sixty (60) Months.

	PUBLICATION DATE
	15 July 2025

	VIRTUAL BRIEFING SESSION
	Compulsory Virtual Briefing Session
Date: 23 July 2025
Time: 11:00am
[bookmark: _Hlk197588611]Venue: Join the meeting now 
Meeting ID: 375 193 061 162 4 
Passcode: CL7z2s5y 

	CLOSING DATE FOR QUESTIONS AND ANSWERS
	04 August 2025

	RFB CLOSING DETAILS
	DATE: 11 August 2025
TIME: 11:00am (SOUTH AFRICAN TIME)
PLACE: Tender Office, 459 Tsitsa Street, Erasmuskloof, Pretoria, 0105

	PUBLIC OPENING OF RFB RESPONSES
	N/A

	RFB VALIDITY PERIOD
	200 Days


NOTE: PROSPECTIVE BIDDERS MUST BE REGISTERED ON NATIONAL TREASURY’S CENTRAL SUPPLIER DATABASE (CSD) PRIOR TO SUBMITTING BIDS.
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1. [bookmark: _Toc202541228][bookmark: _Toc394775451][bookmark: _Toc394778358][bookmark: _Toc498843318][bookmark: _Toc505652265][bookmark: _Toc158905917]Introduction
[bookmark: _Toc202541229]1.1 Purpose
The purpose of this RFB is to invite Suppliers (hereinafter referred to as “bidders”) to submit bids for the procurement of a Secure Web Gateway (SWG), including necessary licenses, support, maintenance, and training for the South African Police Service (SAPS), for a period of sixty (60) months.

Priority level:	Urgent and Critical
[bookmark: _Toc435315879][bookmark: _Toc57728842][bookmark: _Toc202541230]1.2 Background
SITA entered into a Business Agreement (BA) and Service Level Agreement (SLA) with SAPS to provide Network Security services. This is a critical service that protects SAPS from the risk of exposure and vulnerability to cyberattacks.
The following necessitate the procurement of the SWG:
(a) To prevent the unnecessary use of Internet services and access to non-business websites, a logging service will be implemented. This service will provide visibility into user activity and highlight top usage trends, enabling improved management of users and their Internet usage. Additionally, it will support capacity planning by identifying when upgrades to the Internet service are required to meet future demands. These insights are essential for aligning with SAPS website requirements before approving Internet access.
(b) To reduce unnecessary use of Internet services and access to non-business websites, a logging service will be implemented to provide better visibility into usage patterns. This will enable comprehensive reporting and facilitate improved user and service management. Additionally, this data will support capacity planning, ensuring that future upgrades to Internet services align with evolving needs and requirements, particularly concerning SAPS’s website requirements, before approving Internet access.
(c) To mitigate future risks, new public websites are being deployed, and a SWG technology with ongoing support and maintenance must be procured to protect these sites.
(d) With the rapid growth of technology and the increasing shift towards cloud computing, SAPS must ensure effective and controlled levels of protection for information stored, processed, and transmitted over the network daily.
(e) SAPS has an Internet user base of approximately 60,000 users who require secure access to business-approved Internet systems and other authorised web resources. Managing these users effectively—ensuring appropriate access with robust security controls—is essential
(f) A robust reporting technology is required to provide detailed analysis, including user activity reports, top-visited websites, and forensic auditing capabilities for investigations. 
(g) SAPS currently operates a 1 Gbps Internet circuit that supports secure remote access, general Internet access, and public-facing website access. The new technology must ensure secure web-controlled access to the Internet while protecting SAPS’s public-facing websites.
2. [bookmark: _Toc202541231]Scope of Bid
[bookmark: _Toc202541232]2.1 Scope of Work
The Secure Web Gateway technology includes the following:
(a) Technical Architecture: Implementation, installation and configuration of Secure Web Gateway technology.
(b) Proxy Services 
(c) Web Security Services:
(1). WEB Security Management service.
(2). WEB Security SSL Inspection service.
(3). WEB Security Content Analysis service.
(4). WEB Security Malware Analysis service.
(5). Policy Enforcement.
(6). Sandbox service.
(7). Manager and Reporter.
(d) Licenses for the above for sixty (60) months.
(e) Professional services and premium support and maintenance on the technology deployed, including upgrades for sixty (60) months.
(f) Partner support and maintenance, including the following resources for the support and maintenance of the SWG infrastructure for sixty (60) months:
(1).	One (1) full-time certified security engineer – dedicated to SAPS.
(2).	One (1) certified security architect - required bi-monthly - i.e. not dedicated to the SAPS environment but available twice a month as required in the specification.
(3). 24/7/365 technical support with a 1-hour Mean Time to Respond (MTTr) and a 4-hour Mean Time to Repair (MTTR).
(g) 	Training and Certification of the SITA / SAPS resources working in this environment, as required in the specification document for sixty (60) months to ensure effective support of the SWG service.
(1).	Four (4) Introduction level certification and examination.
(2).	Two (2) Expert level certification and examination.
[bookmark: _Toc202541233]2.3 Delivery address
The goods or services must be supplied or provided at the following physical addresses:
Table 1: Delivery Address
	No
	Physical Address

	1
	SITA Numerus, Arcadia, Pretoria



2.4. [bookmark: _Toc202541234]Customer Infrastructure and Environment Requirements
[bookmark: _Toc516347621][bookmark: _Toc57728847][bookmark: _Toc202541235]2.4.1 Customer methods, standards and policy environment
(a) The controls to be identified shall be in line with:
(i) MISS - Minimum Information Security Specification
(ii) ISF – Information Security Forum’s IRAM Methodology
(iii) ISF – Information Security Forum’s Standard of Good Practice
(iv) ISO 27001/2 Information Security Standard
(v) Cobit – Information Technology Framework
(vi) NIST - National Institute of Standards and Technology
(vii) CIS - Center for Internet Security 
3 [bookmark: _Toc202541236]Bid Evaluation Stages
(a) The bid evaluation process consists of four stages, according to the nature of the bid as defined in the Table below. 
(b) A bidder must qualify for each stage to be eligible to proceed to the next stage of the evaluation

The stages are:
[bookmark: _Toc157430535]Table 2: Bid Evaluation Stages
	Stage
	Description
	Applicable for this bid YES/NO

	Stage 1	
	Mandatory Administrative Responsiveness
	YES

	Stage 2 
	Technical Mandatory responsiveness 
	YES

	Stage 3
	Special Conditions of Contract verification
	YES

	Stage 4
	Price and Preference Evaluation
	YES



4.1 [bookmark: _Toc202541237] Mandatory Administrative responsiveness (Stage 1)
4.1.1 [bookmark: _Toc202541238]Attendance of the briefing session
(a) A Compulsory Virtual briefing session will be held. The bidder has to sign the briefing session attendance register using the same information (bidder company name, bidder representative person name and contact details) as submitted in the bidder’s response document. Any bidder who fails to attend the compulsory briefing session will be disqualified.
4.1.2 [bookmark: _Toc202541239]Registered Supplier
(a) Only responses from bidders who are registered as a Supplier on National Treasury’s Central Supplier Database (CSD) in terms of National Treasury’s Instruction Note 4A of 2016/17 will be considered for award on this RFB.
4.1.3 [bookmark: _Toc162269211][bookmark: _Toc165818714][bookmark: _Toc202541240]Bid Submission Instructions
Note that a Two Envelope process will be followed and therefore bidders must submit as follows:
(a) Envelope 1: RFB Document and Technical / Functionality Response
The following must be included and submitted in a in a separate envelope:
(i) One (1) original file excluding pricing; and
(ii) One (1) hard copy excluding pricing; and 
(iii) One (1) electronic copy on USB memory stick/ flash drive in Portable Document Format (PDF) of the RFP Document and Technical / Functionality Response. 
(b) Envelope 2: Price Response
The following must be included and submitted in a in a separate envelope:
(i) One (1) original file excluding Technical / Functionality Response; and
(ii) One (1) hard copy excluding Technical / Functionality Response; and 
(iii) One (1) electronic copy on USB memory stick/ flash drive in Portable Document Format (PDF) of pricing only.
(c) It is the Bidder’s responsibility to ensure that the information and contents on the electronic copies is the same as in the hard copies.
(d) To ensure that the electronic copies are not damaged, the bidder must submit the USB’s (memory stick/ flash drive) in a sealed padded envelope and be clearly marked.
(e) Bidders shall submit Bid responses in accordance with the prescribed manner of submission as specified above. Failure to comply with the above instructions on submitting a proposal will lead to disqualification.
(f) The RFB Responses (hard and electronic copies) must be clearly marked as follows: Bidder’s Name & Contact Details, RFB Number, RFB Description, and Closing Date.
(g) All Bids in this regard shall only be accepted if they have been placed in the tender box before or on the closing date and stipulated time.
(h) Late bids shall not be considered.
(i) The Bid response must be signed by an authorised employee, agent or representative of the bidder. The Bid response Bid must bear the initials of the signatory at the bottom of every page as an indication that the bidder has familiarised itself with the terms and conditions of this RFB document.
(j) Faxed or e-mailed bids will not be accepted.
(k) Bidders shall submit Bid responses in accordance with the prescribed manner of submission as specified in this document. Failure to comply with the bid submission requirements will lead to disqualification.
(l) Bidders are required to submit all returnable documents/information together with their Bids/proposals on or before the closing time and date of the Bids/proposals.
(m) All services supplied in accordance with the bidder’s proposal must be in accordance with all applicable legal requirements in terms of South African law, policies and regulations.
4.2 [bookmark: _Toc202541241]Technical returnable documents
4.2.1 [bookmark: _Toc202541242]Instruction and evaluation criteria
(a) The bidder must comply with ALL the requirements as per the Technical Mandatory Requirements below by providing substantiating evidence in the form of documentation or information, failing which it will be regarded as “NOT COMPLY”.
(b) The bidder must provide a unique reference number (e.g. binder/folio, chapter, section, page) to locate substantiating evidence in the bid response. 
(c) The bidder must comply with ALL the TECHNICAL MANDATORY REQUIREMENTS in order for the bid response to proceed to the next stage of the evaluation.

4.2.2 [bookmark: _Toc202541243]Technical mandatory requirements (Stage 2)
[bookmark: _Toc157430536]Table 3: Technical Mandatory Requirements
	Mandatory Requirements
	Substantiating evidence of compliance (used to evaluate bid)
	Evidence reference (to be completed by bidder)

	1. Bidder Certification/ Affiliation Requirements


	The Bidder must be an Original Equipment Manufacturer (OEM), or Original Software Manufacturer (OSM), or an OEM/OSM accredited reseller, partner, or distributor to provide SWG technology services.
	Attach to ANNEX A, a copy of a valid documentation (certificate, letter, or license) as proof that the bidder is the OEM/OSM, or an OEM/OSM accredited  reseller, partner or distributor to provide SWG technology services.

NOTE (1): 

SITA reserves the right to verify information provided.

NOTE (2): 

[bookmark: _Hlk199451539]Original Equipment Manufacturers (OEM)/Original Software Manufacturers (OSM) using Partner/ Reseller/Distributor model are not eligible to participate for this bid.

	<provide unique reference to locate substantiating evidence in the bid response – see Annex A, par 5.1>

	2. Bidder Experience and Capability Requirements


	The bidder must have provided the SWG technology services to at least two (02) customers in the last five (05) years from the publication date of this bid.


	The Bidder must provide reference details from at least two (02) customers to whom SWG technology services were provided in the last five (05) years from the publication date of this bid.


NOTE (1):
The Bidder must provide all of the following information when completing table 9:
(a) Company name; and
(b) Reference Person Name, Tel and/or email; and
(c) Project Scope of Work; and
(d) Project Start and End-date.

NOTE (2): 
Failure to complete Table 9 fully as indicated above will result in disqualification.

NOTE (3): 
SITA reserves the right to verify information provided.

	
<provide unique reference to locate substantiating evidence in the bid response – see Annex A, par 5.2, table 9>

	3. Special Conditions of Contract Acceptance


	The Bidder must accept the following:
All the Special Conditions of Contract (SCC) as stated in section 4.3.
	[bookmark: _Hlk201230220]The Bidder must acknowledge the Special Conditions of Contract (SCC) as stated in section 4.3 by signing in the declaration of compliance and acceptance of SCC in section 4.3.2.

NOTE (1):
Failure to complete and sign the SCC in section 4.3.2 will result in disqualification.
	<provide unique reference to locate substantiating evidence in the bid response – see Annex A, par 5.3>

	4. Third Party Risk Assessment


	The Bidder must confirm compliance with Third-Party Risk Management Assessment.

	The Bidder must comply with the Third-Party Risk Management Assessment requirement by completing All the questions in Annex B. 
Note (1): 
SITA reserves the right to verify information provided.
Note (2):
Failing to complete all the questions, or not Accepting the Declaration of Acceptance above will result in disqualification.

	<Provide unique reference to locate substantiating evidence in the bid response – see Annex A, par 5.4 and Annex B>

	5. Product Functional Requirements 


	The Bidder must confirm compliance with the Product/Service/Technology/ Functional requirements.
	The Bidder must confirm that they comply with the Product/Service/Technology/ Functional Requirements by completing Annex C: Addendum 1.

NOTE (1):
Failure to comply fully with the requirements as indicated above will result in disqualification.

NOTE (2): 
SITA reserves the right to verify information provided.
	<provide unique reference to locate substantiating evidence in the bid response – see Annex A, par 5.5 and Annex C: Addendum 1>




4.3 [bookmark: _Toc202541244]Special Conditions of Contract Verification (Stage 3)
(a) The successful supplier will be bound by Government Procurement: General Conditions of Contract (GCC) as well as this Special Conditions of Contract (SCC), which will form part of the signed contract with the successful Supplier. However, SITA reserves the right to include or waive the condition in the signed contract.
(b) SITA reserves the right to:
(i) Negotiate the conditions; or
(ii) Automatically disqualify a bidder for not accepting these conditions; or
(iii) Award to multiple bidders; or
(iv) Not to award; or 
(v) To do a partial award.
(c) In the event that the bidder qualifies the proposal with its own conditions and does not specifically withdraw such own conditions when called upon to do so, SITA will invoke the rights reserved in accordance with subsection 4.3. (b) above.
4.3.1 [bookmark: _Toc202541245]Special Conditions of Contract
4.3.1.1 Contracting Conditions
(a) Formal Contract - The supplier must enter into a formal written contract (agreement) with SITA.
(b) Right to Audit - SITA reserves the right, before entering into a contract, to conduct or commission an external service provider to conduct a financial audit or probity to ascertain whether a qualifying bidder has the financial wherewithal or technical capability to provide the goods and services as required by this tender.
4.3.1.2 Delivery Address
(a) The supplier must deliver the required products or services at as indicated in Section 2.2, Delivery Address.
4.3.1.3 [bookmark: _Toc190439482]Supplier performance reporting
(a) Monthly meetings to be scheduled between SITA and the service provider and ADHOC meetings from both sides.
(b) A formal report must be submitted to the SITA representative after every service, maintenance, or repair, including the relevant job sign-off sheets signed by SITA and the service provider.
4.3.1.4 Services and Performance Metrics
(a) The bidder is responsible to provide the following services as specified in the Service Breakdown Structure (SBS):

Table 4: Service Element
	SBS
	Statement of Work
	Service Level

	1. 
	Call Centre
	24h x 7days x 52weeks

	2. 
	Incident Response
	Maximum 1 hour 

	3. 
	Incident Restore
	Maximum 4 hours

	4. 
	Availability
	24/7/365 - 99% Availability

	5. 
	SWG
	Initial and Replacement (Failure)

	6. 
	Licensing
	5 Years (Five Years)

	7. 
	Professional services and premium support and maintenance on the SWG technology deployed
	5 Years (Five Years)

	8. 
	Partner Support and Maintenance
	5 Years (Five Years)

	9. 
	Deployment and Configuration, including;
· Implementation plan, 
· Final design documentation, 
· Hardware installation, 
· Configuration
	Once-off

	10. 
	Training and certification of a minimum of four (4) designated resources from both the client and SITA are required to ensure effective support of the SWG service.
	5 Years (Five Years)



4.3.1.5 Certification, Expertise and Qualification
(a) The bidder certifies that:
(i) it has the necessary expertise, skill, qualifications and ability to undertake the work required in terms of the Statement of Work or Service Definition;
(ii) it is committed to provide the Products or Services; 
(iii) perform all obligations detailed herein without any interruption to the Customer; and
(iv) it has been certified for the Products and Services required.
(b) The bidder must provide the service in a good and workmanlike manner and in accordance with the practices and high professional standards used in well-managed operations;
(c) The bidder must perform the Services in the most cost-effective manner consistent with the level of quality and performance as defined in Statement of Work or Service Definition; and
(d) Original Equipment Manufacturer (OEM) or Original Software Manufacturer (OSM) work. The Supplier must ensure that work or service is performed by a person who is certified by Original Equipment Manufacturer or Original Software Manufacturer.
(e) The bidder is required to provide qualified technical resources with demonstrable experience and appropriate certifications relevant to the deployment, configuration, and ongoing support of the proposed SWG technology. The following minimum criteria must be met:
(i) Certified Expertise
(1) The bidder must allocate at least two (2) technical resources who each hold a valid and current certification specific to the OEM SWG technology being proposed.
(2) Certifications must be issued directly by the OEM or an officially authorised certification body.
(ii) Relevant Experience
(1) Each proposed technical resource must have a minimum of three (3) years of hands-on experience in the planning, implementation, configuration, and maintenance of enterprise-grade SWG solutions.
(2) Experience must be clearly detailed in the CVs of the proposed resources, including roles and responsibilities.
(iii) Project Involvement
(1) The bidder must demonstrate that the proposed technical resources have played a key technical role in at least two (2) SWG-related projects within the last five (5) years.
(2) Each project reference must include:
(a)  Client name.
(b) Project scope and objectives.
3.3.1.6 Ongoing Training and Certification Maintenance
(a) To ensure ongoing technical competence and relevance throughout the duration of the contract, the following training and certification requirements shall apply:
i. All technical resources assigned to the project must have received certified training from the OEM (or an OEM-accredited training provider) for the proposed SWG technology within the first six (6) month of contract period.
ii. The bidder must commit to ensuring that these resources maintain up-to-date certifications and receive ongoing training for the full five (5) year contract period, especially in the event of:
· Major version upgrades
· Feature enhancements
· Security or architecture changes introduced by the OEM
iii. The bidder shall be responsible for the costs and logistics associated with such training to keep resources aligned with the latest standards and product updates.
iv. Proof of training completion and certification renewal must be made available to the client upon request and may be subject to periodic audit.
4.3.1.6 Logistical Conditions
(a) Hours of Work  
(i) Office hours are defined as business working hours of the customer and is Mondays to Fridays between 07:30 and 16:00.
(ii) After hours of the customer during week days are from 16:00 to 07:30. It also includes Saturdays, Sundays and Public Holidays.
(iii) All mission critical sites will be managed on a 24 x 7 x 365 basis. 
(b) Client environment
(i) In the event that SITA grants the bidder access to SITA's and Client’s Environment including hardware, software, internet facilities, data, telecommunication facilities and/or network facilities remotely, the Supplier must adhere to SITA's relevant policies and procedures (which policy and procedures are available to the Supplier on request) or in the absence of such policy and procedures, in terms of, best industry practice.
(c) Tools of Trade
(i) The bidder is expected to use its own resources (cell phone, laptops etc) to communicate with its own offices or outside of the SITA/Client buildings, including all tools and equipment to render the services effectively.
4.3.1.7 Regulatory, Quality and Standards
(i) The Supplier must for the duration of the contract ensure compliance with ISO/IEC General Quality Standards, ISO27001, and Protection of Personal Information Act (POPIA).
(ii) The Supplier must for the duration of the contract ensure compliance with General Quality Standards, ISO 9001
(iii) The Supplier must for the duration of the contract ensure that the proposed product or technology conform to the list of Government Minimum Interoperability Standards (MIOS).

4.3.1.8 Company and Personnel Security clearance requirements 
(a)	Company security screening: The supplier may be required to undergo a company security screening conducted by the State Security Agency (SSA). Should the SSA find the supplier not suitable after the conduct of the security screening, the business relationship will be terminated. The following documentation will be required for the company security screening process to be conducted:
(i)	Copy of company registration documentation;
(ii)	Copy(ies) of identity documentation of Director(s), Member(s) or Trustee(s); 
(iii)	Copy of valid tax clearance certificate. 
(b)	Security suitability checks for individuals: SITA may, at its own discretion and in line with its policies and procedures, require employees of the supplier to be subjected to a security suitability check before commencement of a project or delivering of a service. The security suitability check is conducted by SITA in order to ensure that individuals meet the minimum-security requirements and also to verify personal information. The supplier will be required to replace any employee(s) who is found to be not suitable after the conduct of the security screening. The following documentation will be required for the security suitability check:
(i)	Copy of identity document;
(ii)	Copy(ies) of qualification(s) if SITA requires verification thereof;
(iii)	Fingerprints – will be taken electronically;
(iv)	Signed consent form for the conduct of background checks. 
(c)	Security clearance: A security clearance, issued by either the SSA or Defence Intelligence (DI) is required if any employee of the supplier will have or may gain access to classified information throughout the duration of the project or in the process of delivering a service. The level of security clearance required – Confidential, Secret or Top Secret, will be determined at the sole discretion of SITA. The supplier will have to replace any employee who do not qualify for a security clearance or is found not suitable by the SSA or DI. The following documentation will be required for the security clearance process:
(i)	Completed Z204 or DD1057 security clearance application form;
(ii)	 Fingerprints;
(iii)	Personal documentation of the applicant, including but not limited to, identity document, passport, marriage certificate (if applicable), divorce order (if applicable), qualifications, salary advice and bank statements.     
4.3.1.9 Confidentiality and non -disclosure conditions
(a) The Supplier, including its management and staff, must before commencement of the Contract, sign a non-disclosure agreement regarding Confidential Information
(b) Confidential Information means any information or data, irrespective of the form or medium in which it may be stored, which is not in the public domain and which becomes available or accessible to a Party as a consequence of this Contract, including information or data which is prohibited from disclosure by virtue of:
(i) the Promotion of Access to Information Act, 2000 (Act no. 2 of 2000);
(ii) being clearly marked "Confidential" and which is provided by one Party to another Party in terms of this Contract;
(iii) being information or data, which one Party provides to another Party or to which a Party has access because of Services provided in terms of this Contract and in which a Party would have a reasonable expectation of confidentiality;
(iv) being information provided by one Party to another Party in the course of contractual or other negotiations, which could reasonably be expected to prejudice the right of the non-disclosing Party;
(v) being information, the disclosure of which could reasonably be expected to endanger a life or physical security of a person;
(vi) being technical, scientific, commercial, financial and market-related information, know-how and trade secrets of a Party;
(vii) being financial, commercial, scientific or technical information, other than trade secrets, of a Party, the disclosure of which would be likely to cause harm to the commercial or financial interests of a non-disclosing Party; and
(viii) being information supplied by a Party in confidence, the disclosure of which could reasonably be expected either to put the Party at a disadvantage in contractual or other negotiations or to prejudice the Party in commercial competition; or
(ix) information the disclosure of which would be likely to prejudice or impair the safety and security of a building, structure or system, including, but not limited to, a computer or communication system; a means of transport; or any other property; or a person; methods, systems, plans or procedures for the protection of an individual in accordance with a witness protection scheme; the safety of the public or any part of the public; or the security of property; information the disclosure of which could reasonably be expected to cause prejudice to the defence of the Republic; security of the Republic; or international relations of the Republic; or plans, designs, drawings, functional and technical requirements and specifications of a Party, but must not include information which has been made automatically available, in terms of the Promotion of Access to Information Act, 2000; and information which a Party has a statutory or common law duty to disclose or in respect of which there is no reasonable expectation of privacy or confidentiality;
(c) Notwithstanding the provisions of this Contract, no Party is entitled to disclose Confidential Information, except where required to do so in terms of a law, without the prior written consent of any other Party having an interest in the disclosure;
(d) Where a Party discloses Confidential Information which materially damages or could materially damage another Party, the disclosing Party must submit all facts related to the disclosure in writing to the other Party, who must submit information related to such actual or potential material damage to be resolved as a dispute;
(e) Parties may not, except to the extent that a Party is legally required to make a public statement, make any public statement or issue a press release which could affect another Party, without first submitting a written copy of the proposed public statement or press release to the other Party and obtaining the other Party's prior written approval for such public statement or press release, which consent must not unreasonably be withheld.
4.3.1.10 Guarantee and warranties
(a) The supplier confirms that:
(i) The warranty of goods supplied under this contract remains valid for the duration of the contract after the goods were delivered, installed and commissioned with a sign off, including the clients signature
(ii) as at Commencement Date, it has the rights, title and interest in and to the Product or Services to deliver such Product or Services in terms of the Contract and that such rights are free from any encumbrances whatsoever;
(iii) the Product is in good working order, free from Defects in material and workmanship, and substantially conforms to the Specifications, for the duration of the Warranty period;
4.3.1.11 Intellectual Property Rights
(a) SITA retains all Intellectual Property Rights in and to SITA's Intellectual Property. As of the Effective Date, the Supplier is granted a non-exclusive license, for the continued duration of this Contract, to perform any lawful act including the right to use, copy, maintain, modify, enhance and create derivative works of SITA's Intellectual Property for the sole purpose of providing the Products or Services to SITA pursuant to this Contract; provided that the Supplier must not be permitted to use SITA's Intellectual Property for the benefit of any entities other than SITA without the written consent of SITA, which consent may be withheld in SITA's sole and absolute discretion. Except as otherwise requested or approved by SITA, which approval is in SITA's sole and absolute discretion, the Supplier must cease all use of SITA's Intellectual Property, at of the earliest of:
(i) termination or expiration date of this Contract; 
(ii) the date of completion of the Services; and 
(iii) the date of rendering of the last of the Deliverables
(b) If so required by SITA, the Supplier must certify in writing to SITA that it has either returned all SITA Intellectual Property to SITA or destroyed or deleted all other SITA Intellectual Property in its possession or under its control
(c) SITA, at all times, owns all Intellectual Property Rights in and to all Bespoke Intellectual Property. 
(d) Save for the license granted in terms of this Contract, the Supplier retains all Intellectual Property Rights in and to the Supplier’s pre-existing Intellectual Property that is used or supplied in connection with the Products or Services
4.3.1.12 Counter Conditions
(a) Bidders’ attention is drawn to the fact that amendments to any of the Bid Conditions or setting of counter conditions by bidders may result in the invalidation of such bids.
4.3.1.13 Fronting
(a) The SITA supports the spirit of Broad Based Black Economic Empowerment and recognizes that real empowerment can only be achieved through individuals and businesses conducting themselves in accordance with the Constitution and in an honest, fair, equitable, transparent and legally compliant manner. Against this background the SITA will not condone any form of fronting.
(b) The SITA, in ensuring that bidders conduct themselves in an honest manner will, as part of the bid evaluation processes, conduct or initiate the necessary enquiries/investigations to determine the accuracy of the representation made in bid documents. Should any of the fronting indicators as contained in the Guidelines on Complex Structures and Transactions and Fronting, issued by the Department of Trade and Industry, be established during such enquiry/investigation, the onus will be on the bidder / contractor to prove that fronting does not exist. Failure to do so within a period of 14 days from date of notification may invalidate the bid / contract and may also result in the restriction of the bidder/contractor to conduct business with the public sector for a period not exceeding ten (10) years, in addition to any other remedies SITA may have against the bidder/contractor concerned.
4.3.1.14 Business Continuity and Disaster Recovery Plans
(a) The bidder confirms that they have written business continuity and disaster recovery plans that define the roles, responsibilities and procedures necessary to ensure that the required services under this bid specification is in place and will be maintained continuously in the event of a disruption to the bidder’s operations, regardless of the cause of the disruption.
4.3.1.15 Sub-Contracting as a condition of tender
(a) SITA in terms of the SITA Preferential Policy (PPP), has an obligation to advance designated groups which includes black SMMEs (i.e. Exempted Micro Enterprises (EME) and Qualifying Small Enterprises (QSE) for the supply of certain ICT goods or services where feasible to subcontract for a contract above R50m, an organ of state must apply sub-contracting to advance designated groups.
(b) The sub-contracting percentage for this bid will be negotiated at contracting stage with the bidder.
(c) SITA reserves the right to accept or reject the proposed percentage subcontracting and further negotiate with the preferred bidder and if not satisfied may not award the tender.
Note (1): 
In the case of sub-contracting, the sub-contractors must have valid Tax Clearance Certificates which, upon request by SITA, must be made available to SITA for due diligence purposes. 
4.3.1.16 Supplier Due Diligence
(a) SITA reserves the right to conduct supplier due diligence prior to final award or at any time during the Contract period and this may include pre-announced / non-announced site visits. During the due diligence process the information submitted by the bidder will be verified and any misrepresentation thereof may disqualify the bid or Contract in whole or parts thereof.
4.3.1.17 Preference Goal Requirements conditions
(a) The Bidder’s commitment for the Preference Goal Requirements in this tender will be legally binding and the Bidder needs to perform against their commitment for the duration of the contract which will form part of the Contractual Agreement.
(b) The Bidder must sustain, or improve the company’s BBBEE Level for the duration of the contact which will form part of the Contractual Agreement.
(c) Performance of Preference Goal Requirements will be determined annually. Bidders must submit their Preference status report indicating progress against the Bidder’s Preferential commitments within 30 days of the yearly anniversary of the contract.
(d) Bidders need to keep auditable substantive records / evidence and upon request by SITA must be made available for audit and, or due diligence purposes.
(e) SITA reserves the right to require from a Bidder, either before a bid is adjudicated or at any time subsequently, to substantiate any claim with regards to preferences, in any manner required by SITA.
(f) SITA reserves the right to verify information / evidence provided by the Bidder.
(g) SITA reserves the right to introduce a penalty of 1% of the overall annual year spent by SITA for the prior year if the Bidder fails to comply to paragraphs (a), (b) and (c) above.
4.3.2 [bookmark: _Toc106894479][bookmark: _Toc202541246]Declaration of compliance and acceptance SCC
I (we), the bidder hereby declare that I (we) accept ALL the Special Conditions of Contract as specified in par 4.3.1 above and shall comply with all stated obligations:

Name of Bidder:_____________________________	Signature: _________________________

Date:______________

4.4 [bookmark: _Toc158896695][bookmark: _Toc158905935][bookmark: _Toc158896696][bookmark: _Toc158905936][bookmark: _Toc158896697][bookmark: _Toc158905937][bookmark: _Toc158896698][bookmark: _Toc158905938][bookmark: _Toc158896699][bookmark: _Toc158905939][bookmark: _Toc158896700][bookmark: _Toc158905940][bookmark: _Toc158896701][bookmark: _Toc158905941][bookmark: _Toc158896702][bookmark: _Toc158905942][bookmark: _Toc158896703][bookmark: _Toc158905943][bookmark: _Toc158896704][bookmark: _Toc158905944][bookmark: _Toc158896705][bookmark: _Toc158905945][bookmark: _Toc158896706][bookmark: _Toc158905946][bookmark: _Toc158896707][bookmark: _Toc158905947][bookmark: _Toc158896708][bookmark: _Toc158905948][bookmark: _Toc158896709][bookmark: _Toc158905949][bookmark: _Toc158896728][bookmark: _Toc158905968][bookmark: _Toc158896729][bookmark: _Toc158905969][bookmark: _Toc158896730][bookmark: _Toc158905970][bookmark: _Toc158896731][bookmark: _Toc158905971][bookmark: _Toc158896732][bookmark: _Toc158905972][bookmark: _Toc158896733][bookmark: _Toc158905973][bookmark: _Toc158896734][bookmark: _Toc158905974][bookmark: _Toc158896735][bookmark: _Toc158905975][bookmark: _Toc158896736][bookmark: _Toc158905976][bookmark: _Toc158896737][bookmark: _Toc158905977][bookmark: _Toc158896738][bookmark: _Toc158905978][bookmark: _Toc158896739][bookmark: _Toc158905979][bookmark: _Toc158896740][bookmark: _Toc158905980][bookmark: _Toc158896741][bookmark: _Toc158905981][bookmark: _Toc158896742][bookmark: _Toc158905982][bookmark: _Toc158896743][bookmark: _Toc158905983][bookmark: _Toc158896744][bookmark: _Toc158905984][bookmark: _Toc158896745][bookmark: _Toc158905985][bookmark: _Toc158896746][bookmark: _Toc158905986][bookmark: _Toc158896747][bookmark: _Toc158905987][bookmark: _Toc158896748][bookmark: _Toc158905988][bookmark: _Toc158896761][bookmark: _Toc158906001][bookmark: _Toc158896762][bookmark: _Toc158906002][bookmark: _Toc158896763][bookmark: _Toc158906003][bookmark: _Toc158896764][bookmark: _Toc158906004][bookmark: _Toc158896765][bookmark: _Toc158906005][bookmark: _Toc158896766][bookmark: _Toc158906006][bookmark: _Toc158896767][bookmark: _Toc158906007][bookmark: _Toc158896768][bookmark: _Toc158906008][bookmark: _Toc158896769][bookmark: _Toc158906009][bookmark: _Toc158896770][bookmark: _Toc158906010][bookmark: _Toc158896771][bookmark: _Toc158906011][bookmark: _Toc158896772][bookmark: _Toc158906012][bookmark: _Toc158896773][bookmark: _Toc158906013][bookmark: _Toc158896774][bookmark: _Toc158906014][bookmark: _Toc150711020][bookmark: _Toc150711070][bookmark: _Toc158896775][bookmark: _Toc158906015][bookmark: _Toc158896776][bookmark: _Toc158906016][bookmark: _Toc158896791][bookmark: _Toc158906031][bookmark: _Toc158896792][bookmark: _Toc158906032][bookmark: _Toc158896793][bookmark: _Toc158906033][bookmark: _Toc158896794][bookmark: _Toc158906034][bookmark: _Toc158896795][bookmark: _Toc158906035][bookmark: _Toc158896796][bookmark: _Toc158906036][bookmark: _Toc158896797][bookmark: _Toc158906037][bookmark: _Toc158896798][bookmark: _Toc158906038][bookmark: _Toc158896799][bookmark: _Toc158906039][bookmark: _Toc158896800][bookmark: _Toc158906040][bookmark: _Toc158896801][bookmark: _Toc158906041][bookmark: _Toc158896802][bookmark: _Toc158906042][bookmark: _Toc158896803][bookmark: _Toc158906043][bookmark: _Toc158896804][bookmark: _Toc158906044][bookmark: _Toc158896805][bookmark: _Toc158906045][bookmark: _Toc158896806][bookmark: _Toc158906046][bookmark: _Toc158896807][bookmark: _Toc158906047][bookmark: _Toc158896808][bookmark: _Toc158906048][bookmark: _Toc158896809][bookmark: _Toc158906049][bookmark: _Toc158896810][bookmark: _Toc158906050][bookmark: _Toc158896811][bookmark: _Toc158906051][bookmark: _Toc158896812][bookmark: _Toc158906052][bookmark: _Toc158896813][bookmark: _Toc158906053][bookmark: _Toc158896818][bookmark: _Toc158906058][bookmark: _Toc158896824][bookmark: _Toc158906064][bookmark: _Toc158896837][bookmark: _Toc158906077][bookmark: _Toc158896842][bookmark: _Toc158906082][bookmark: _Toc158896843][bookmark: _Toc158906083][bookmark: _Toc158896844][bookmark: _Toc158906084][bookmark: _Toc158896845][bookmark: _Toc158906085][bookmark: _Toc158896846][bookmark: _Toc158906086][bookmark: _Toc158897019][bookmark: _Toc158906259][bookmark: _Toc158897020][bookmark: _Toc158906260][bookmark: _Toc158897021][bookmark: _Toc158906261][bookmark: _Toc151325585][bookmark: _Toc202541247] Price and Preference Points Evaluation (Stage 4)
4.4.1 [bookmark: _Toc151325586][bookmark: _Toc202541248]Costing and Preference Evaluation
(1) In terms of the SITA Preferential Procurement Policy (PPP), the following preference point system is applicable for this Bid:
(a) the 90/10 system (90 Price and 10 Specific Goals) for requirements with a Rand value above R50 000 000 (all applicable taxes included).
(2) Points will be allocated for each of the Preferential Goal Requirements for this tender as indicated in table 5, dependant on paragraph (1).
(3) The maximum points for this tender will be allocated as follows, subject to paragraph 4 below.
(4) Points for this tender shall be awarded for: 
0. Price; and
0. Preference points for specific goals.
						Table 5: Points allocation
	Description
	Points
Table 8

	Price
	90

	Preference points for specific goals
	10

	Total points for Price and preference points for specific goals
	100



4.4.2 [bookmark: _Toc151325587][bookmark: _Toc202541249] Costing and Pricing Conditions
(a) South African Pricing – 
The total price must be VAT inclusive and be quoted in South African Rand (ZAR).
(b) Total Price
(i) All quoted prices are the total price for the entire scope of required services and deliverables to be provided by the bidder.
(ii) All additional costs as well as cost of delivery, labour, S&T, overtime, etc. must be included in this bid.
(iii) All services, accessories, upgrades and options required by the technology or specified by the client must be included in the quoted price. If not included, bidders will be required to supply these accessories at no cost to the client.
(iv) SITA reserves the right to negotiate pricing with the successful bidder prior to the award as well as envisaged quantities
(c) Time and Material
(i) Time and Material Quotations will not form part of the total bid price.  It will be based on an ad-hoc basis as and when required by the client.
(d) These conditions will form part of the Contract between SITA and the bidder. However, SITA reserves the right to include or waive the condition in the Contract.
(e) The bidder must complete the declaration of acceptance as per par 4.3 below by marking with an “X” either “ACCEPT ALL”, or “DO NOT ACCEPT ALL”, failing which the declaration will be regarded as “DO NOT ACCEPT ALL” and the bid will be disqualified. 

4.4.3 [bookmark: _Toc151325588][bookmark: _Toc202541250] Bid Pricing Schedule
(a) Bidders must complete the bid pricing schedule in the Excel spreadsheet format provided and include this as part their submission.

Note:
Bidders must complete and submit bid pricing in the provided Excel spreadsheet format, and any pricing schedule submitted in a different format will not be considered.

4.4.4 [bookmark: _Toc72441262][bookmark: _Toc80563735][bookmark: _Toc151325592][bookmark: _Toc202541251] Rate of Exchange Pricing Information
Provide the TOTAL BID PRICE for the duration of Contract and clearly indicate the Local Price and Foreign Price, where –
a) Local Price means the portion of the TOTAL price that is NOT dependent on the Foreign Rate of Exchange (ROE) and;
b) Foreign Price means the portion of the TOTAL price that is dependent on the Foreign Rate of Exchange (ROE).
c) Exchange Rate means the ROE (ZA Rand vs foreign currency) as determined at time of bid.

4.4.5 [bookmark: _Toc435315931][bookmark: _Toc151325593][bookmark: _Toc202541252] Bid Exchange Rate Conditions
The bidders must use the exchange rate provided below to enable SITA to compare the prices provided by using the same exchange rate:
[bookmark: _Hlk144297519]Table 6: Bid Exchange Rate
	Foreign currency
	South African Rand (ZAR) exchange rate 

	1 US Dollar
	R17.78

	1 Euro
	R20,89

	1 Pound
	R24,19



Note (1):
The ROE indicated above is to ensure a competitive bidding process.
Note (2):
The ROE stated above will apply for this tender and Bidder need to indicate the foreign content which will be subjected to ROE fluctuation.
ROE fluctuation will only be applied to the specific foreign component.
The details will be negotiated during the contracting phase.

4.5 [bookmark: _Toc151325594][bookmark: _Toc202541253] Declaration of Acceptance
	
	ACCEPT ALL
	DO NOT ACCEPT ALL

	1. The bidder declares to ACCEPT ALL the Costing and Pricing conditions as specified in par 4.2.2 above by indicating with an “X” in the “ACCEPT ALL” column, or
1. The bidder declares to NOT ACCEPT ALL the Costing and Pricing Conditions as specified in par 4.2.2 above by - 
(a) Indicating with an “X” in the “DO NOT ACCEPT ALL” column, and;
(b) Provide reason and proposal for each of the condition not accepted. 
	
	

	Comments by bidder:
Provide the condition reference, the reasons for not accepting the condition.




4.6 [bookmark: _Toc151325595][bookmark: _Toc202541254] Preference Requirements
(a) The bidder must complete in full all the PREFERENCE requirements.
(b) Allocation of points per requirements: The points allocation of bidders’ responses to the requirements will be determined by the completeness, relevance and accuracy of substantiating evidence.
(c) Points will be allocated for each PREFERENCE requirement as per the criteria set in tables 8 below.
(d) The bidder must provide a unique reference number (e.g. binder/folio, chapter, section, page) to locate substantiating evidence in the bid response. During evaluation, SITA reserves the right to treat substantiation evidence that cannot be located in the bid response, as “NOT COMPLY”. The evidence needs to be attached to Annex A.
(e) Preference Goal Requirements
(i) The Bidder must complete either the 90/10 preference point system based on the offer submitted by the Bidder and submit proof or documentation required in terms of this tender.
(ii) The specific Preferential Goal Requirements for this tender is indicated in table 7 below.
(iii) The Bidder must indicate their commitment to claim points for each of the preference points by signing at par 4.5 in the Invitation to Bid document.
(iv) Failure on the part of a bidder to submit proof or documentation required or to comply to paragraph (d) above in terms of this tender to claim preference points for the Preference Goal Requirements for this tender, will be interpreted to mean that preference points are not claimed.
(v) The Bidder’s commitment for the Preference Goal Requirements in this tender will be legally binding and the Bidder needs to perform against their commitment for the duration of the contract which will form part of the Contractual Agreement.
(vi) The Bidder must sustain, or improve the company’s BBBEE Level for the duration of the contact which will form part of the Contractual Agreement.
(vii) Performance of Preference Goal Requirements will be determined annually. Bidders must submit their Preference status report to SITA indicating progress against the Bidder’s Preferential commitments within 30 days after each quarter from the commencement date of the contract.
(viii) Bidders need to keep auditable substantive records / evidence and upon request by SITA must be made available for audit and, or due diligence purposes.
(ix) SITA reserves the right to require from a Bidder, either before a bid is adjudicated or at any time subsequently, to substantiate any claim with regards to preferences, in any manner required by SITA.
(x) SITA reserves the right to verify information / evidence provided by the Bidder.
(xi) SITA reserves the right to introduce a penalty of 1% of the overall annual year spent by SITA for the prior year if the Bidder fails to comply to paragraphs (v), (vi)and (vii) above.

Table 7: Preference Goal Requirements (Specific Goals)
	Preference Goal Requirement #
	Preferential Goal Requirements
	Preferential Goal Requirements 

	
	Preferential Goal Requirements allocated for this tender
	
Substantiating evidence and evidence reference to be completed by bidder. 
Evaluation per requirement: Each requirement indicated in the table below must be completed and points will be allocated based on the evidence required below 
	Evidence Reference

	
	B-BBEE Requirements
	 

	1)
	B-BBEE Requirements
Promotion of Transformational Objectives.
	Evidence:
The Bidder must provide a copy of the following relevant evidence for the Preferential Goal points which the Bidder qualifies for:
a) Columns A, B and C in tables 8 
Copy of relevant proof of B-BBEE status level of contributor as defined in the Broad-Based Black Economic Empowerment Act; and/ or
b) Column D in tables 8
Copy of South African Identification Document (ID); and/ or
c) Column E in tables 8 
Copy of Medical Certificate.
Points allocation:
Points will be allocated for bidders that meets the requirements as indicated in either table 8.
	<provide unique reference to locate the substantiating evidence in the bid response – Annex A, section 5.6>



Table 8: B-BBEE Points as part of the Preference Goal requirements (Preferential Goal Requirements for (90/10) system)
Note: Bidder to select the section for points they wish to claim (Mark as Y=Yes) in the table below.
	
	
	 
	 
	Ownership of at least 51% of People who are:
	
	

	Reference #
	Contributor Level as defined in the Broad-Based Black Economic Empowerment Act
	Local Entity
	EME/QSEs
	Woman Owned
	Youth  Owned
	Owned by People living with  disabilities
	Score
	Bidder to select the section for points they wish to claim
(Mark as Y= Yes)

	 
	
	(A)
	(B)
	(C)
	(D)
	(E)
	(F)
	

	1
	Level 1
	0
	2
	4
	3
	1
	10
	

	2
	Level 1
	0
	2
	4
	3
	0
	9
	

	3
	Level 1
	0
	2
	4
	0
	0
	6
	

	4
	Level 2 and 3
	0
	1
	2
	1
	1
	5
	

	5
	Level 2 and 3
	0
	1
	2
	1
	0
	4
	

	6
	Level 2 and 3
	0
	1
	2
	0
	0
	3
	

	7
	Level 4 and 5
	0
	0,5
	1
	0,5
	0,5
	2,5
	

	8
	Level 4 and 5
	0
	0,5
	1
	0,5
	0
	2
	

	9
	Level 4 and 5
	0
	0,5
	1
	0
	0
	1,5
	

	10
	Level 6
	0
	0
	0
	0
	0
	0
	

	11
	Level 7
	0
	0
	0
	0
	0
	0
	

	12
	Level  8
	0
	0
	0
	0
	0
	0
	

	13
	Non-Contributor
	0
	0
	0
	0
	0
	0
	

	Total Maximum Score Allocation:
	
	10
	
	
	
	
	


F= A+B+C+D+E



[bookmark: _Toc202541255]Bidder substantiating evidence
5 [bookmark: _Toc202541256]Technical Mandatory Requirement Evidence
5.1 [bookmark: _Toc202541257]  Bidder Certification / Affiliation Requirements
Attach a copy of a valid documentation (certificate, letter, or license) as proof that the bidder is the OEM/OSM, or an accredited OEM/OSM reseller, partner or distributor to provide SWG technology here.

NOTE (1): 
The valid documentation (letter/certificate/license) clearly indicating the following information below:
(a) The Regulator Name (OSM/OEM); and
(b) The Bidder’s Name; and 
(c) The date it was issued; and
(d) if applicable, the expiry date

NOTE (2): 
SITA reserves the right to verify information provided.
5.2 [bookmark: _Toc202541258]  Bidder Experience and Capability Requirements
Complete table below, noting that:
1) The Bidder must provide all of the following reference details from at least two (2) customers to whom the following were delivered in the last five (5) years from the publication date of this bid.

NOTE (1):
The Bidder must provide all of the following information when completing table 9:
(a) Company name; and
(b) Reference Person Name, Tel and/or email; and
(c) Project Scope of Work; and
(d) Project Start and End-date.
NOTE (2): 
Failure to complete Table 9 fully as indicated above will result in disqualification.
NOTE (3): 
SITA reserves the right to verify information provided.

Table 9: References
	No
	Company Name
	Contact person, telephone and/or e-mail address 
	Project Scope of Work
	Project start and end date

	1.
	<Company name>
	<Person Name>
<Tel>
<email>
	<Provide reference details from a customer to whom a security technology was delivered in the last five (5) years from the publication date of this bid.
	Start Date:
End Date:

	1.
	<Company name>
	<Person Name>
<Tel>
<email>
	<Provide reference details from a customer to whom a security technology was delivered in the last five (5) years from the publication date of this bid>.
	Start Date:
End Date:


5.3 [bookmark: _Toc127123852][bookmark: _Toc151325599][bookmark: _Toc202541259]  Special Conditions of Contract
The Bidder must accept ALL the Special Conditions of Contract (SCC) as stated in section 4.3 by signing in the declaration of compliance and acceptance of SCC in section 4.3.2.
5.4 [bookmark: _Toc202541260]Third Party Risk Management Assessment
The Bidder must comply with the Third-Party Risk Management Assessment requirement by completing All the questions in ANNEX B and attach it here.
NOTE (1): 
SITA reserves the right to verify information provided.
NOTE (2):
Failing to complete all the questions, or not Accepting the Declaration of Acceptance above will result in disqualification.
5.5 [bookmark: _Toc158897205][bookmark: _Toc158906446][bookmark: _Toc158897206][bookmark: _Toc158906447][bookmark: _Toc158897207][bookmark: _Toc158906448][bookmark: _Toc158897208][bookmark: _Toc158906449][bookmark: _Toc158897209][bookmark: _Toc158906450][bookmark: _Toc158897210][bookmark: _Toc158906451][bookmark: _Toc158897211][bookmark: _Toc158906452][bookmark: _Toc202541261][bookmark: _Toc158675893]Product/Service Functional Requirements
The Bidder must confirm that they comply with the Product/Service Functional Requirements by completing and signing Annex C : Addendum 1 and attach it here.
5.6 [bookmark: _Toc202541262]Preferential Goal Requirements
The Bidder must:
(1) Preference Goal Requirements: 
(a) Bidder to select the section for points they wish to claim (Mark as Y=Yes) in tables 8 in section 4.4, dependant on which preference system the Bidder selects in line with section 4.4; and
(b) Provide a copy of the following relevant evidence for the Preferential Goal points which the Bidder qualifies for as set out in table 8 in section 4.4 and attach it here:
(i) Columns A, B and C in tables 8 
Copy of relevant proof of B-BBEE status level of contributor as defined in the Broad-Based Black Economic Empowerment Act; and/ or
(ii) Column D in tables 8
Copy of South African Identification Document (ID); and/ or
(iii) Column E in tables 8 
Copy of Medical Certificate.
(2) Indicate their commitment to claim points for each of the preference points by signing at par 4.5 in the Invitation to Bid document.

NOTE (1):
Failure on the part of a bidder to comply to paragraphs (1) and (2) above, will be interpreted to mean that preference points are not claimed.
[bookmark: _Toc158205717][bookmark: _Toc202541263]THIRD-PARTY RISK MANAGEMENT (TPRM) ASSESSMENT
1. INSTRUCTIONS
(1) In terms of the approved SITA Third-Party Risk Management Framework, all Bidders responding to this bid must complete the following section by answering ALL the questions. 
(2) By completing the Third-Party Risk Management Assessment, the Bidder agrees to provide all reasonable supporting documentation when requested to do so, as well as during contract finalisation as this is a pre-award condition of this bid.
(3) Any risk identified during the assessment process will have to be mitigated and/or remediated before or during the contract finalisation phase. A detailed mitigation plan, that is acceptable to SITA, may also be required.   
(4) Supplier due diligence, as contained in the Special Conditions of Contract, is also applicable to this Third-Party Risk Management process. 
(5) The following 6 (six) risk elements will be assessed:
(a) Company risk: 10 questions; 
(b) Financial risk: 6 questions; 
(c) Operational risk: 8 questions; 
(d) Governance and compliance risk: 6 questions; 
(e) Information security and privacy risk: 7 questions;
(f) Reputational risk: 6 questions. 
1. EVALUATION CRITERIA 
(1) Company risk
(a) Questions 2, 3, 6, 8, 9, 10: 
	Evaluation criteria 
	Score

	Yes
	0

	Partially meet requirements
	0.5

	No 
	1



(b) Questions 4, 5:
	Evaluation criteria 
	Score

	Yes
	1

	Partially meet requirements
	0.5

	No
	0



(c) Question 7:
	Evaluation criteria 
	Score

	Yes, actively operating for more than 5 years 
	1

	2-5 Years actively operating 
	0.5

	No, actively operating for less than 2 years 
	0



(2) All questions for all other risk elements: 
	Evaluation criteria 
	Score

	Yes
	1

	Partially meet requirements
	0.5

	No
	0


1. THIRD PARTY RISK ASSESSMENT 
The assessment of bidders’ responses to the questions will be determined by the completeness (i.e. all questions answered), undertaking signed (where required) and accuracy of substantiating evidence, when requested. Please note that SITA reserves the right to verify the information provided.
	Question to assess each risk element  
	Bidders response: 
Mark relevant box with an “X”   


	Company Risk 

	(1) Have you disclosed all interests and relationships as required in SBD 4, including whether any of your directors, members, trustees, or shareholders are employed by the state, have relationships with SITA employees, or have interests in other entities (whether they are also bidding for this contract, or not)?
	YES
	PARTIALLY
	NO

	(2) Are you currently involved in litigation against SITA – or do you foresee litigation being instituted within the next 6 months?  
	YES
	PARTIALLY
	NO

	(3) Are there any law suits or ongoing litigation that could affect this transaction in any way or the bidder as an ongoing concern? 
	YES
	PARTIALLY 
	NO

	(4) Is customer service delivery or contract performance actively monitored by you?
	YES
	PARTIALLY
	NO

	(5) Do you have formal strategic planning processes in place?
	YES
	PARTIALLY
	NO

	(6) Are any of your directors or shareholders Prominent Influential People (PIP) or Politically Exposed Persons (PEP)?
	YES
	PARTIALLY
	NO

	(7) Has your company been actively operating as a going concern for more than 5 years? 
	YES
	2-5 YEARS
	LESS THAN 2 YEARS

	(8) Is the company busy with a re-organisational/restructuring process that may impact this transaction?
	YES
	PARTIALLY
	NO

	(9) Are any of your suppliers located in a region where geopolitical risk exposure is high? 
	YES
	PARTIALLY
	NO

	(10) Has any current director of the bidder ever served as a director of a company during a period where a Government contract was cancelled? 
	YES
	PARTIALLY
	NO

	Financial Risk 

	(1) Did you have positive revenue growth in the past three (3) years?
	YES
	PARTIALLY
	NO

	(2) Is the proposed bid price going to be less than 40% of your total annual revenue for the previous financial year?
	YES
	PARTIALLY
	NO

	(3) Is the financial health of your company in good standing? 
	YES
	PARTIALLY
	NO

	(4) Were your Annual Financial Statement (AFS) unqualified in the last financial year?
	YES
	PARTIALLY
	NO

	(5) Do you have sufficient cash in the bank (2 or more months’ worth of operating cost) to operate under restricted conditions for at least 2 months?
	YES
	PARTIALLY
	NO

	(6) Do you have a clean credit record: No current or pending judgement, adverse listing, business rescue or principal sequestration listing? 
	YES
	PARTIALLY
	NO

	Operational Risk 

	(1) Do you have operational redundancy (resilience) in terms of technology and energy resources to ensure high availability of services?
	YES
	PARTIALLY
	NO

	(2) Are your dependencies for logistics either fully under your own control or managed through supplier performance management contracts? (Choose “Yes” if fully under your own control and “No” for supplier contracts) 
	YES
	PARTIALLY
	NO

	(3) Do you have operational procedure standards in place across the organisation, such as change control, release management, access control, incident management, back-up regimes and restore tests, etc?
	YES
	PARTIALLY
	NO

	(4) Do you have human resources management in place, including succession planning and mitigation against key reliance on single individuals?
	YES
	PARTIALLY
	NO

	(5) Do you have sound supply chain processes in place?
	YES
	PARTIALLY
	NO

	(6) Do you have sound third party risk management processes in place (fourth party for SITA)?
	YES
	PARTIALLY
	NO

	(7) Do you have a fully-fledged research and development (R&D) department to ensure continuous improvement?
	YES
	PARTIALLY
	NO

	(8) Do you rely on locally manufactured components or have actively managed the risk relating to lead times or delivery delays? (Choose “Yes” is you rely on locally manufactured components or can actively manage lead times and prevent delivery delays where manufacturing is not local i.e. not in South Africa)
	YES
	PARTIALLY
	NO

	Governance and Compliance Risk 

	(1) Do you comply with all legislation, including labour, health and safety regulations?
	YES
	PARTIALLY
	NO

	(2) Do you have the appropriate governance frameworks (Cobit, ITIL, King) in place with due monitoring against set standards?
	YES
	PARTIALLY
	NO

	(3) Do you have an internal audit function compliant with IIA standards (insourced, outsourced or co-sourced) in place?
	YES
	PARTIALLY
	NO

	(4) Do you follow formally documented enterprise risk management processes?
	YES
	PARTIALLY
	NO

	(5) Are all statutory requirements of the entity up to date? Specifically, the following: CIPC Returns, Tax returns, UIF and COIDA.
	YES
	PARTIALLY
	NO

	(6) Do you have comprehensive insurance in place, including cover for assets, business disruption and liability?
	YES
	PARTIALLY
	NO

	Information Security and Privacy Risk

	(1) Are your physical security perimeters appropriately safeguarded?
	YES
	PARTIALLY
	NO

	(2) Do you have video surveillance of areas that will contain SITA information/products?
	YES
	PARTIALLY
	NO

	(3) Do you conduct security and suitability verification of all employees prior to employment?
	YES
	PARTIALLY
	NO

	(4) Do you have identification verification controls in place in all your buildings?
	YES
	PARTIALLY
	NO

	(5) Are your access control protocols verified to be effective by Internal and/or External Auditors?
	YES
	PARTIALLY
	NO

	(6) Do you have Security Information and Events Management (SIEM) processes in place?
	YES
	PARTIALLY
	NO

	(7) Do you have sufficient information security and cyber arrangements in place for employees working from home?
	YES
	
PARTIALLY

	NO

	Reputational Risk 

	(1) Do you have anti-bribery and corruption, anti-money laundering and fraud prevention practices in place?
	YES
	PARTIALLY
	NO

	(2) Please confirm that neither the company, nor any of its directors has been named in any corruption scandal (choose “Yes” to confirm not being named in a corruption scandal)  
	YES

	PARTIALLY
	NO

	(3) Do you have a social responsibility programme in place?
	YES
	PARTIALLY
	NO

	(4) Do you have an environmental protection policy, including potential harmful emission or hazardous waste management?
	YES
	PARTIALLY
	NO

	(5) Do you actively manage your organisation’s energy consumption?
	YES
	PARTIALLY
	NO

	(6) Is your employment equity plan up to date and actively managed?
	YES
	PARTIALLY
	NO



1. THIRD PARTY RISK MANAGEMENT DECLARATION 
The bidder hereby makes the following declaration and confirm the following information (mark with a “X” in the corresponding column): 

	STATEMENT OF DECLARATION     
	ACCEPT AND CONFIRM

	DO NO ACCEPT AND CONFIRM 

	(1) All questions in this assessment were answered accurately. 
	

	


	(2) SITA can request additional supporting documentation, within reason, to confirm the accuracy and completeness of the information provided in this self-assessment. 
	
	


DECLARATION OF ACCEPTANCE
	
	ACCEPT ALL
	DO NOT ACCEPT ALL

	(1) The bidder declares that all information provided in this assessment is accurate. 
(2) The bidder understands that any false information may constitute misrepresentation. 
(a) SITA reserves the right to verify the information provided. 
(3) By completing the Third-Party Risk Management Assessment the Bidder agrees to provide all reasonable supporting documentation when requested to do so, as well as during contract finalisation as this is a pre-award condition of this bid.
(4) The bidders understand and agrees that this section will form part of the contract and is legally binding.

	
	

	Any additional comments by bidder pertaining to the third-party risk assessment:









NOTE (1):
Failing to complete all the questions, or not Accepting the Declaration of Acceptance above will result in disqualification.



[bookmark: _Toc202541264]Product/Service Functional Requirements ADDENDUM 1
[bookmark: _Hlk131429424]NB:  The Bidder must confirm that they comply with the following Product / Service Functional requirements as indicated below, as this will be legally contractual binding.
See Sections 2 and 3 — Scope of Work and Requirements — for detailed information:
[bookmark: _Toc202541265]1.	Technical/Functional requirements
[bookmark: _Toc202541266]1.1	Technical and functional requirements are as follows:
(a)	The proposed Secure Web Gateway/proxy technology must be able to deliver the services needed by SAPS and have the capability to manage and support the required security controls to enforce the expected security while users are accessing the Internet. The Secure Web Gateways/proxies utilise URL filtering, advanced threat defence, malware protection and application control technologies to defend users from Internet-borne threats and to help SAPS enforce Internet policy compliance
(a) The SWG technology service requirements include the following functionality: 
(i)	Technical architecture requirements for the SWG technology:
a.	The proxy service must combine on-device and cloud-based internet protection through a lightweight, browser-integrated agent to enhance connection performance and localisation.
b.	The solution must be able to provide split-tunnelling capabilities.
c.	There must be an appliance that will centrally manage the proxy service.
d.	The service must support the management of 60,000 users with a growth of up to 85,000 users.
e.	The technology must leverage Cloud Security to inspect and protect web traffic, regardless of user location, ensuring seamless security for remote and on-prem users.
f.	The SWG must include inline security controls, advanced Data Loss Prevention (DLP), and real-time threat protection using machine learning-based anomaly detection.
g.	The technology must support Next-Gen SWG features, including API-driven cloud access security, risk-based access control, and user behaviour analytics.
h.	It must provide real-time threat intelligence and third-party feeds to enhance threat detection and response.
i.	The technology must be able to provide continuous device posture checks, including antivirus, disk encryption, certificate, OS version.
(ii)	Proxy service requirements:
a.	Provide URL filtering, threat defence, malware protection, and application control.
b.	Ensure compliance with IPv4 & IPv6.
c.	Enforce security policies without requiring system reboots.
d.	Support real-time validation of SSL certificates.
e.	Provide bandwidth management and traffic shaping.
f.	Integration with Active Directory/ Entra ID is required.
g.	Enable granular access controls (e.g., limit social media access to specific roles).
h.	Deliver centralised security management with detailed reporting & analytics.
i.	The technology must utilise PAC/WPAD files to configure proxies for various browsers.
j.	The technology must enforce URL policy across corporate mobile devices, including mobile sites and applications.
(iii)	Real-Time SSL/TLS Inspection:
a.	The technology must provide real-time, high-performance SSL/TLS decryption without degrading performance.
b.	Cloud-based decryption engine should be leveraged to inspect encrypted web traffic with minimal latency.
c.	The technology must include Selective SSL Decryption, allowing for policy-based exemptions for privacy-sensitive sites (e.g., banking).
(iv)	Zero Trust Network Access (ZTNA):
a.	Access policies must be adaptive and risk-based, leveraging user identity, device posture, and behaviour analytics to enforce security controls dynamically.
b.	The technology must provide continuous risk assessment of users and devices to prevent session hijacking, compromised account access, and insider threats.
(v)	User and Entity Behaviour Analytics (UEBA):
a.	The technology must include User and Entity Behaviour Analytics (UEBA) to detect and respond to anomalous activity, such as excessive data downloads, risky file sharing, or unusual login patterns.
b.	AI-powered threat detection should be used to identify insider threats, compromised accounts, and data exfiltration attempts.
(vi)	Cloud Application and Shadow IT Visibility:
a.	The technology must provide full visibility into cloud application usage, including sanctioned and unsanctioned SaaS applications.
b.	It must include Cloud App Risk Ratings to categorise and enforce policies on applications based on risk levels.
(vii)	DLP Integration with Inline Controls:
a.	The technology must provide inline DLP scanning to prevent unauthorised data uploads, sharing, and exfiltration across cloud applications, web, and email.
b.	The technology must be able to detect and control sensitive data exposure.
c.	The DLP engine must be context-aware, considering file metadata, user behaviour, and cloud app interactions.
(viii)	Integration with SIEM, SOAR, and Threat Intelligence:
a.	The technology must support native integration with SIEM and SOAR platforms.
b.	It must consume real-time threat intelligence and third-party feeds to enhance threat detection and response.
c.	Must include real-time event logging and reporting with automated incident response capabilities.
(ix)	Remote Workforce Protection & Endpoint Security:
a.	The technology must support endpoint security, providing continuous web security even when users are off the corporate network.
b.	The client-based approach should enforce security controls on managed and unmanaged devices without requiring a VPN.
c.	The technology must integrate with endpoint protection platforms (EPP) and endpoint detection & response (EDR) technologies.
(x)	Content Analysis & Malware Protection:
a.	Offer multi-engine malware scanning.
b.	Support real-time behavioural and reputation-based threat analysis.
c.	Provide sandboxing for file and URL analysis.
d.	Allow customised content filtering policies.
(xi)	Security Management & Reporting:
a.	Automatic configuration and policy synchronisation between the on-premises and cloud management consoles
b.	Provide role-based access based on levels of authority.
c.	Feature a dashboard with real-time threat insights.
d.	Generate customisable reports on:
· Web activity
· User behaviour
· Security incidents
· Malware detections
e.	Provide integration with SIEM tools for log correlation.
(xii)	WEB Security Training Requirements:
a.	Comprehensive certified training must be provided to support the new WEB security service.
b.	Training must be provided for all different training levels available for the product for SITA and SAPS personnel. 
(xiii)	WEB Security Support requirements:
a.	24/7/365 hardware & software support with defined SLAs.
b.	1 hour fault acknowledgement upon call logging.
c.	Real-time reporting portal accessible to SITA.
d.	Monthly service meetings with full incident and performance reports.
e.	Quarterly security audits & compliance reviews.
Note:
(a)	‘Main variables’ refers to Availability, Backups, Security Incidents and Events.
(b)	Configuration audits and policy compliance must be reviewed quarterly during the contracted period.



I, the bidder (Full names)………………………………………………………….representing (company
name)…………………………………………………………….. Hereby confirm that I comply with the above
Product/Service Functional Requirements and understand that it will form part of the contract and is legally binding.
 
Thus done and signed at …………………………………….. On this………day of……………..….20….
 
……………………………….                                                                                                                       
Signature
Designation
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